As Approved by the WGQ and Retail ECs via Notational Ballot on March 5, 2010

MC10012

North American Energy Standards Board

Request for Minor Correction/Clarification of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction


Instructions:


1.
Please fill out as much of the requested information as possible.  It is mandatory to provide a contact name, phone number and fax number to which questions can be directed.  If you have an electronic mailing address, please make that available as well.


2.
Attach any information you believe is related to the request.  The more complete your request is, the less time is required to review it.


3.
Once completed, send your request to:




Rae McQuade




NAESB, Executive Director




1301 Fannin, Suite 2350




Houston, TX  77002




Phone:  713‑356‑0060



Fax:      713‑356‑0067



by either mail, fax, or to NAESB’s email address, naesb@naesb.org
Once received, the request will be routed to the appropriate subcommittees for review.

NAESB Correction/Clarification Procedure

Minor Clarifications and Corrections to Standards

Minor clarifications and corrections to existing standards include: (a) clarifications or corrections made by a regulatory agency to standards that are of a jurisdictional nature, or by the American National Standards Institute or its successor; (b) clarifications or corrections to the format, appearance, or descriptions of standards in standards documentation; (c) clarifications or corrections to add code values to tables; and (d) clarifications and corrections that do not materially change a standard.   Any request for a minor clarification or correction to an existing standard should be submitted in writing to the executive director. This request shall include a description of the minor clarification or correction and the reason the clarification or correction should be implemented.

1. Processing of Requests

The executive director shall promptly notify the EC and any appropriate subcommittee(s) of the receipt of the request. The members of the applicable quadrant’s EC shall promptly determine whether the request meets the definition of a minor clarification or correction. Through the decision of the vice chair of the applicable quadrant, this determination may be delegated to one of the quadrant’s subcommittees, with the concurrence of the subcommittee chair, in which case the subcommittee shall make a prompt decision.

If the request is determined to meet the definition of minor clarification or correction, the applicable quadrant’s EC, with input from any subcommittee(s) to which the request has been forwarded, shall act on the request within one month of its receipt. A meeting to discuss the request is not required; the decision may be made by notational vote. A simple majority of the votes received shall determine the outcome. The members of the applicable quadrant’s EC shall be given at least three working days to consider and vote on the request.

2. Public Notice

The results of the vote on the request for a minor clarification or correction shall be posted on the NAESB website and the members of the applicable quadrant shall be notified of the request by e-mail. If the request has been approved by the applicable quadrant’s EC, the notification shall include a brief description of the request, the contact name and number of the requester so that further information can be obtained, and the proposed effective date of the clarification or correction. The proposed effective date of the minor clarification or correction shall normally be one month from the date of the public notice. Any interested party shall have an opportunity to comment on the request, and the comments shall be posted on the NAESB website.  The comment period is two weeks.

3. Final Disposition of Approved Requests

If no comments are received on an approved request, the standard shall be clarified or corrected as specified in the approved request on the effective date proposed. If comments are received, they shall be forwarded to the members of the applicable quadrant’s EC for consideration. Each comment requires a public written response from the applicable quadrant’s EC. The applicable quadrant’s EC shall determine whether changes are necessary as a result of the comments. Members of the applicable quadrant’s EC shall be given three working days to consider the comments and determine the outcome, which shall be decided by a simple majority of the votes received. A meeting to discuss the request is not required; the decision may be made by notational vote. The standard shall be clarified or corrected in accordance with the outcome of the vote, effective with the completion of voting, and notice thereof shall be posted on the NAESB website.
Date of Request:   __02/16/2010_________

1.  Submitting Entity & Address:

Joint WGQ Information Requirements / Technical Subcommittee
2.  Contact Person, Phone #, Fax #, Electronic Mailing Address:





Name 
:     
___Christopher Burden




Title 
:     
___Industry Standards Consultant






Phone :  
___713.215.4322




Fax 
:
___713.215.4595




E‑mail
:
___christopher.burden@williams.com
3.  Version and Standard Number(s) suggested for correction or clarification: 

Errata for NAESB WGQ Internet Electronic Transport (Internet ET) Manual, Version 1.9 and NAESB RXQ Internet ET Manual Version 1.2.
4.  Description of Minor Correction/Clarification including redlined standards corrections:

The following language is in error (all modifications are highlighted, strikeout for deletions, underline for additions):

NAESB WGQ Internet ET Standards Manual (PDF page 19) 
TCP Communications

NAESB Internet ET Standards 10.3.23 and 10.3.24 restrict the TCP ports used as a standard for Internet ET communications.  The use of NAESB standard TCP ports may require modifications in the Sender’s and Receiver’s firewalls to allow for communications with various trading partners’ Internet ET implementations.  Parties should indicate to their trading partners which specific TCP ports are required to be opened to conduct electronic communication.

Internet ET allows the following TCP Ports (not UDP ports)

· HTTP HTTPS 80, 443, 5713, 6112, 6304, 6874, 7403

· TCP Optional 8001-8020**
**The reservation of 20 optional ports provides for additional security and for implementations such as load balancing.  Parties should minimize the number of ports used for Internet ET.
NAESB RXQ Internet ET Standards Manual (PDF page 10-11) 

TCP Communications

NAESB Internet ET Principle 4.1.x37 and NAESB Internet ET Standard 4.3.x70 restrict the TCP ports used as a standard for Internet ET communications. The use of NAESB standard TCP ports may require modifications in the Sender’s and Receiver’s firewalls to allow for communications with various trading partners’ Internet ET implementations. Parties should indicate to their trading partners which specific TCP ports are required to be opened to conduct electronic communication.

Internet ET allows the following TCP Ports (not UDP ports)

• HTTP HTTPS 80, 443, 5713, 6112, 6304, 6874, 7403

• TCP Optional 8001-8020**

**The reservation of 20 optional ports provides for additional security and for implementations such as load balancing. Parties should minimize the number of ports used for Internet ET.
5.  Reason for of Minor Correction/Clarification:

In 2006, Sandia National Laboratories performed a surety assessment of the NAESB Version 1.8 Internet Electronic Transport (Internet ET) standards and related NAESB documents. The assessment provided recommendations to improve the security of the electronic commerce guidelines for conducting business with emphasis on the use of the Internet.

During my review of the NAESB WGQ Version 1.9 standards manuals, I discovered the recommended change resulting from Sandia Labs section 7.1.18 Open Ports, was made in the WGQ Quadrant Electronic Delivery Mechanism but not in the Internet ET manual.  

See below for NAESB WGQ Electronic Delivery Mechanism’s subcommittee response for 7.1.18 Open Ports in NAESB’s Sandia Lab review document:

7.1.18 Open Ports 
Sandia Finding:  In Appendix D of the NAESB WGQ Quadrant Electronic Delivery Mechanism Manual, it is suggested that ports 8001-8020 be left open for load balancing and other implementations such as DCE and IIOP. 

Sandia Analysis: Any open, unsecured port assists an attacker in gaining access and accomplishing port flooding. Open ports can be identified using readily available portmappers, which provide an attacker with a starting point for malicious activity. Once an attacker has located an open port, he or she can exploit software vulnerabilities to gain access to the system or flood open ports to halt a transaction, application, or the system as a whole. Since transactions are time-dependent, slowing, or halting system traffic could result in a measurable loss of business. 

Sandia Recommendation: Keeping unused, unsecured ports open poses a risk. Any ports not in use by an application as part of the transaction should be closed. Open ports should be protected by system and network security controls such as intrusion prevention systems, access control lists, current system patches, and an overall secure configuration. We recommend removing the statement in Appendix D referring to optional ports. Likewise, referencing a secure configuration be applied to the trading partner system would ensure ports cannot be enumerated and mitigations are in place to reduce the number of vulnerable ports. 

NAESB Response: NAESB agrees with the Sandia recommendation.  The following are the recommended changes to the NAESB Internet ET manual…….
