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TO:	Retail Markets Quadrant (RMQ) Information Requirements and Technical Electronic Implementation Subcommittee (IR/TEIS) Participants, WGQ Electronic Delivery Mechanisms Subcommittee (WGQ EDM), and Interested Industry Participants
FROM: 	Regina Jang, Staff Attorney 
RE:	Joint WGQ EDM Subcommittee and RMQ IR/TEIS Draft Meeting Minutes – May 4, 2026
DATE:	May 8, 2026

Joint WGQ EDM and RMQ IR/TEIS Meeting
WHOLESALE GAS QUADRANT
Monday, May 4, 2025 from 10:00 AM to 12:00 PM Central
DRAFT MINUTES
		 
1.	Welcome 
Mr. Burden welcomed the participants. Ms. Jang reviewed the Antitrust and Other Meeting Policies reminder. Mr. Burden reviewed the draft agenda with the participants. Ms. Van Pelt moved, seconded by Mr. McCord, to adopt the draft agenda as final. The motion passed a simple majority vote without opposition.  
The participants reviewed the draft minutes from the August 6, 2025 meeting. Mr. Burden, Ms. Hogge, and Ms. Lopez proposed modifications to correct their affiliated organization’s name to its official name. Mr. McCord moved, seconded by Ms. Lopez, to adopt the revised draft minutes as final. The motion passed a simple majority vote without opposition. The final minutes for the meeting are available through the following hyperlink: https://naesb.org/pdf4/wgq_edm_rmq_irteis080625fm.docx 
[bookmark: _Hlk128048554]2.	Discussion and Possible Vote on 2026 WGQ Annual Plan Item 1 – Review WGQ Cybersecurity Related Standards Manual and Quadrant Electronic Delivery Mechanism Related Standards Manual, including data fields and minimum technical characteristics, and revise as needed
Mr. Burden stated that he had conducted an internal AI analysis of the WGQ Cybersecurity Manual and QEDM Manual for potential vulnerabilities and areas for discussion. He reviewed several potential issues that were identified.
Mr. Burden noted potential weaknesses at the transport and protocol level, specifying that no guarantee of quality of service may leave systems open to denial-of-service or traffic flooding. He stated that the issue of traffic flooding is included in a recently submitted Standards Request concerning increased traffic on pipelines’ customer activities and informational postings websites, which will be discussed later as the third agenda item. He further noted that the clock synchronization requirement of plus or minus five seconds could present risks if systems become out of sync.
Mr. Burden stated that authentication and access control gaps remain areas for improvement, particularly with respect to the use of multi-factor authentication (MFA). He stated that MFA is not mandatory for EBB access and suggested that the participants consider whether revisions should add such requirements. He added that issues were also identified related to key management, including self-certification for PGP or OpenPGP Keys and enforcement of key lifetimes.
Ms. Lopez asked for additional details regarding MFA. Mr. Burden stated that MFA is currently listed as optional within the standards but the AI analysis recommended making it mandatory for customer activities websites. He noted bot-related risks associated with not implementing MFA, including credential stuffing against HTTP basic authentication, automated replay of valid payloads, flooding of POST requests, exploitation of open TCP ports, and scraping of public information posting sites.
Ms. Van Pelt asked whether the subcommittees were merely considering potential issues or developing specific revisions to the manuals at this meeting. Mr. Burden answered that the discussion was intended to be exploratory to identify topics that may require additional detail or discussion. He stated that the subcommittees would continue discussion on any identified issues and begin developing proposed language at a future meeting.
Mr. Brooks asked whether the AI analysis identified any issues related to zero trust. Mr. Burden stated that zero trust was not identified as an issue but noted that this does not preclude consideration of the topic.
Mr. Sappenfield noted that making MFA mandatory for EBB access does not seem to present significant concern, stating that two-factor authentication has become a standard practice. Mr. Brooks asked whether this would require MFA for access to the EDI upload or EDM mechanism. Mr. Burden clarified that the MFA requirement under discussion would only apply to customer activities.
Mr. Burden asked whether the participants were in favor of making MFA a requirement to access customer activities websites. No objections were made. Mr. Burden stated that the subcommittees would begin developing proposed standards language at the next meeting to reflect this requirement. He asked whether the participants had any additional items for discussion.
Ms. Van Pelt noted that further discussion is needed regarding zero trust. Mr. Brooks stated that zero trust is currently being addressed as part of updates to IEC 62443-4-2. Mr. Burden noted that many companies are implementing or moving toward zero trust and stated that he would add this to the list of the identified items for review and further discussion at the next joint subcommittee meeting.
3.	Discussion and Possible Vote on 2026 RMQ Annual Plan Item 1 – Review RMQ Cybersecurity Model Business Practices and Quadrant Specific Electronic Delivery Mechanism Model Business Practices, including data fields and minimum technical characteristics, and revise as needed. 
Ms. McKeever stated that no potential cybersecurity issues were identified in the RMQ Cybersecurity Manual and QEDM Manual.
4.  Begin Preliminary Discussion on Pending Standards Request R26007 – Request to consider development of a newly proposed WGQ Cybersecurity standard to balance transparency, access, cybersecurity, and system reliability for all users.
Mr. Burden stated that the Standards Request R26007 is currently under the triage process and is pending assignment to the WGQ EDM Subcommittee. He stated that the Request was jointly submitted by multiple pipeline companies and asked Ms. Van Pelt to review R26007 on behalf of the requesters.
Ms. Van Pelt reviewed the Request, stating that it proposes adding a new cybersecurity standard to the WGQ Cybersecurity Manual to address high-volume automated activities on pipeline informational postings and customer activities websites. She explained that such activities degrade system performance, responsiveness, and availability, even when it is not malicious. She stated that the Request is intended to allow providers to use current technical methods to mitigate risks associated with abnormal or high-volume automated activity, while ensuring that monitoring and protective measures are applied in a manner that balances system availability, security, operational performance, and nondiscriminatory access.
Mr. Brooks asked whether this high-volume automated traffic affecting websites was attributable to scraping activity. Ms. Lopez confirmed that the majority of the traffic was from automated scraping. 
Mr. Brooks asked whether MFA or zero trust, as discussed earlier, could be effective in mitigating automated scraping activity. Ms. Van Pelt stated that those measures would not be helpful for informational postings websites because 18 CFR 284.12(b)(3) requires those websites to remain publicly accessible and prohibits access barriers, such as passwords. She noted that this requirement may make it more difficult to mitigate automated scraping, despite the fact that many pipelines experience significant degradation on its informational postings website, with routine activities taking several minutes to complete due to system load.
Mr. McCord stated that his company had also experienced high-volumes of automated requests, noting that a significant number of requests originated from foreign IP addresses. He stated that his high-volume traffic consumes considerable bandwidth and processing time. Mr. Burden agreed, stating that his company had experienced similar impacts on its system. 
Mr. Sappenfield suggested contacting entities engaged in scraping activity and ask whether they could use EDI, which could help mitigate excessive traffic. Mr. Burden stated that the Requesters had discussed this option with several ISOs/RTOs, noting some reluctance to change as existing processes to access pipeline information were working effectively. He emphasized the importance of not disrupting existing systems implemented by ISOs/RTOS that are currently operating effectively. He noted that the issue is not limited to screen scraping, stating that pipelines have also experienced significant traffic on EDI platforms due to frequent automated requests. He stated that this may require consideration of new standards regarding request timing. Ms. Hogge stated that some ISOs/RTOs had indicated that the cost of transitioning to EDI would be expensive. She added that high-frequency requests are also an issue on EDI, noting that requiring high-volume users to move to EDI could simply shift the problem.
Ms. McKeever asked whether implementing MFA could help mitigate high-volume traffic. Ms. Van Pelt answered that MFA would not be a solution because informational postings websites are considered public websites that cannot require the use of passwords or other access requirements that could impede users from public access under 18 CFR 284.12(b)(3). Mr. Burden added that MFA would require the use of a password. Ms. Lopez noted that the restrictive language of 18 CFR 284.12(b)(3) seems to limit the use of other measures for mitigation, including CAPTCHA.
Mr. Brooks asked whether a packet filtering firewall could be used to block traffic originating from foreign IP addresses. Ms. Lopez stated that this could be a possible option but noted that it could affect legitimate users with offices located overseas. Mr. McCord added that it would be difficult to validate whether certain foreign based users are accessing informational postings websites through corporate data centers, contractors, third-party analytics services, or other entities.
Mr. Hensley stated that cybersecurity directives or regulations issued by other regulatory bodies, such as the Department of Homeland Security, should be considered in addition to the regulation. He noted, however, that certain cybersecurity mandates could conflict with the requirements of the regulation. Ms. Hogge agreed and added that any mitigation measures should also support ISO certification standards. The participants agreed that a comprehensive review of all regulatory requirements and industry standards is needed to determine how to best address the traffic overflood issue. 
Mr. Burden stated the importance of narrowing access from foreign IP addresses without preventing legitimate users from engaging in cross border operations and utilizing global data centers. Ms. Hogge noted that Congress maintains a list of high-risk countries that could serve as a basis for blocking traffic from those countries. She stated that because this practice is governed by the Department of Homeland Security and ISO standards, potential conflict between different agency requirements that companies must follow should be an important consideration. Mr. McCord stated that, in this context, whitelisting could be a potential method to manage traffic on the EDI.  
Mr. Sappenfield noted that many public websites require registration for use and suggested requiring user ID registration as a possible solution. Mr. McCord stated that the current regulation may potentially prohibit the use of user IDs.
Mr. Burden stated that preliminary discussion with FERC staff would be helpful in determining how to proceed with developing a new standard pursuant to the Standards Request, noting such efforts could conflict with the current regulation. Mr. Booe stated that he would raise the issue to FERC during an upcoming scheduled call with to get input on how to proceed. 
Ms. Van Pelt stated that CAPTCHA could be helpful to address the current issue on the informational and postings websites. Mr. McCord noted that it is unclear how CAPTCHA would apply in the context of data scraping by legitimate users that are not manually initiated by a person.
Mr. Brooks suggested reviewing the specific documents required for public posting under the regulation, noting that some may now be considered protected or critical infrastructure information and could be removed from public access. He stated that limiting the amount of publicly available data could reduce its appeal for data scraping and help mitigate such activities. Mr. Burden noted that there had been instances in which information previously made publicly assessable was later classified protected. Ms. Van Pelt stated that, because of gas-electric harmonization efforts, minimizing the amount of available information would not be a workable solution.
Ms. Van Pelt stated that another option would be to eliminate screen scraping altogether, which would require users to use EDI. Mr. Burden noted that some ISOs/RTOs currently rely on screen scraping and emphasized the importance of getting their input in future discussions to ensure such change would not disrupt existing systems, particularly in the context of gas-electric coordination.
Ms. McKeever supported eliminating screen scraping, stating that many companies using this data likely already have EDI capabilities. She suggested considering whether a secure method could be added for sending a request for information as transactions or files via the NAESB Electronic Delivery Mechanism (EDM). Mr. Burden stated that some companies engaged in financial transactions have their own EDI transmission mechanisms, which would require supporting additional communication methods beyond those already supported.  
Mr. McCord stated that, as mentioned earlier, moving to EDI could overload the system because it would have to handle a high volume of new data requests in addition to critical transactions, such as nominations. He noted that the increased load could create backlogs in the EDI system. The participants agreed that transactional information would likely need to be prioritized over informational data requests if a shift to EDI occurs.
5.  Action Items and Other Business 
Mr. Burden stated that the deadline for the Triage Subcommittee to approve Standards Request R26007 is May 15, 2026 and that the next joint subcommittee meeting will be scheduled shortly after the approval. He stated that the chairs will coordinate with the NAESB office to schedule the next meeting and that an agenda will be posted and distributed once the date is confirmed. 
Mr. Burden stated that during the next meeting, the participants will continue discussion of Request R26007 and consider any informal feedback received from FERC regarding the issue.
6.  Adjourn
The subcommittees adjourned at 11:09 PM Central on a motion made by Mr. McCord.
7. Attendees
	Name
	Organization

	Jonathan Booe
	NAESB

	Dick Brooks
	Business Cyber Guardian

	Christopher Burden
	Enbridge (U.S.) Inc. 

	Brandon Hajek
	Northern Natural Gas

	Ronnie Hensley
	Southern Star Central Gas Pipeline

	Rachel Hogge
	Eastern Gas Transmission and Storage, Inc.

	Regina Jang
	NAESB

	Tom Kraft
	ONEOK

	Nichole Lopez
	Kinder Morgan, Inc.

	Steven McCord
	TC Energy Corporation

	Debbie McKeever
	Oncor 

	Keith Sappenfield
	KS Energy Consultant

	Kim Van Pelt
	Kinder Morgan, Inc.





Joint WGQ EDM and RMQ IR/TEIS Draft Meeting Minutes – May 4, 2026
Page 1 of 3

image1.png
0

I

0




image2.png
0

I

0




