General Information for QEDM/Cybersecurity consideration:
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Key size:
2048-bit asymmetric key is still considered viable and secure for most applications in 2025, but with some caveats depending on the context:
✅ When 2048-bit RSA is still viable:
· General web encryption (HTTPS): Most browsers and servers still accept 2048-bit RSA keys.
· Email encryption and digital signatures: Still widely used and supported.
· Short- to medium-term security: If the data doesn't need to remain secure for more than 10–15 years, 2048-bit is generally sufficient.

Browser penetration:
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EDM Port analysis:
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PGP Viability:
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As of mid-2025, the top 4 most used internet browsers worldwide by market share are:

Rank Browser Company Market Share (Appro
a Google Chrome Google 66-68% 1 2

a Apple Safari Apple 16-17% (1) [2

a Microsoft Edge Microsoft ~5% (1] 2

[ ] Mozilla Firefox Morzilla ~24-3% 12

» Notes:

+ Chrome continues to dominate due to s speed, integration with Google services, and cross-platform
support.
+ Safari holds strong thanks to its default status on Apple devices.

+ Edge has grown steadily, especially in enterprise environments, due to its Chromium base and Windows
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A, Ports 5713, 6112, 6304, 6874, 7403

These ports are not standard HTTPS ports and are often used by custom applications, games, or enterprise

software. Here's what's known:
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Common Use Case

Sometimes used by

Symantec/Veritas backup services

Historically used by Blizzard games
(eg. StarCraft, Warcraft)

Rare; sometimes used by custom

enterprise apps

Occasionally used by VolP or
messaging apps

Used by VMware vSAN Health

Service

Security Concerns

May expose sensitive backup data if

not secured

Vulnerable to DDoS and buffer

overflow attacks

Risk depends on app security and
TLS configuration

May expose metadata or be

vulnerable to replay attacks

Known to expose management

interfaces if not firewalled properly
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@ copilot ®

Yes, PGP (Pretty Good Privacy) is still considered a viable and secure encryption method in 2025, especially
when used correctly and with modern cryptographic standards.

@ Why PGP Remains Viable:

+ Strong End-to-End Encryption: PGP uses a hybrid model combining symmetric and asymmetric
encryption, ensuring that only the intended recipient can decrypt the message (1.

+ Authentication: Digital signatures verify the sender's identity and ensure message integrity.

+ Decentralized Trust Model: Unlike centralized certificate authorities, PGP uses  "web of trust,” which
appeals to privacy advocates and those wary of centralized control.

+ Resilience Against Mass Surveillance: its design makes it difficult for third parties to intercept or tamper

with communications (1.

A Limitations and Considerations:

PGP can be complex for non-technical users, leading to misconfigurations or improper use.

+ Key Management: Users must securely manage their private keys and verify public keys, which can be
cumbersome.

+ Better Alternatives for Some Use Cases: Tools like ProtonMail (which supports PGP), Tutanota, or Signal

offer more user-friendly encryption without requiring manual key handling (1.
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@ copilot
Basic authentication—where a username and password are sent with each request—poses several

cybersecurity threats, especially if not used with additional protections like HTTPS. Here are the main risks:

@ 1. Credential Exposure

+ How it happens: Credentials are sent in base64 encoding, which is easily decoded.
+ Risk: f transmitted over an unencrypted connection (HTTP), attackers can intercept and read them via
packet sniffing.

£ 2. Susceptibility to Brute Force Attacks

+ How it happens: No built-in mechanism to limit login attempts.

+ Risk: Attackers can repeatedly try different usernamey/password combinations until they succeed.

1% 3.Replay Attacks

+ How it happens: The same credentials are sent with every request.

+ Risk: f intercepted once, they can be reused by an attacker to impersonate the user.
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© 4. Poor Credential Storage

+ How it happens: Some systems store credentials insecurely or in plaintext.

+ Risk: f the system is compromised, all user credentials could be exposed.

8 5. Lack of Multi-Factor Authentication (MFA)

+ How it happens: Basic auth does not support MFA natively.

+ Risk: Even if credentials are strong, a single point of failure remains.

Best Practices to Mitigate Risks

« Always use HTTPS to encrypt traffic.

+ Implement rate limiting and account lockout mechanisms.

+ Use token-based authentication (like OAuth2 or JWT) instead.
+ Enforce strong password policies and MFA.

+ Regularly rotate and audit credentials.




