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Wednesday, July 15, 2026 from 10:00 AM to 12:00 PM Central
DRAFT MINUTES
1.	Welcome 
Mr. Burden welcomed the participants. Ms. Jang reviewed the Antitrust and Other Meeting Policies reminder. Mr. Burden reviewed the draft agenda with the participants. Minor modifications were made to clarify that the meeting was a sole WGQ EDM meeting. Mr. Spangler moved, seconded by Mr. McCord, to adopt the revised draft agenda as final. The motion passed a simple majority vote without opposition.  
The participants reviewed the draft minutes from the June 26, 2026 meeting. Mr. McCord moved, seconded by Mr. Hensley, to adopt the draft minutes The motion passed a simple majority vote without opposition. The final minutes for the meeting are available through the following hyperlink: https://naesb.org/pdf4/wgq_edm_rmq_irteis062626fm.docx 
[bookmark: _Hlk128048554]2.	Continue Discussion on R26007 – Request to consider development of a newly proposed WGQ Cybersecurity standard to balance transparency, access, cybersecurity, and system reliability for all users of public Informational Postings websites
Mr. Spangler temporarily chaired the meeting while Mr. Burden addressed a technical issue. Mr. Spangler reintroduced Standards Request R26007, stating that the Request concerns excessive automated activity on public informational postings websites. He asked whether the Requesters had any additional comments. Ms. Lopez stated that the purpose of the Request is to provide pipelines flexibility to identify and temporarily suspend repetitive, high-volume requests.
Mr. Burden stated that the technical issue had been resolved. He stated that the Requesters had met with representatives from INGAA and the ISO/RTO Council to explain that the subcommittee was evaluating several approaches to mitigate excessive automated activity on pipeline informational postings websites because certain ISOs/RTOs rely on scraping these websites to populate reliability matrix. He noted that the Requesters outlined potential measures addressing screen scraping and possible login requirements and that the ISO/RTO Council representatives expressed interest in the subcommittee’s work but did not provide specific feedback or indicate a preference for a particular approach. He stated that the Requesters will continue discussions within NAESB and seek additional input from the ISO/RTO Council once the subcommittee has narrowed down potential solutions for a defined proposal. Mr. McCord added that the Requesters mentioned that FERC regulations require informational postings websites to remain publicly accessible. He stated that NAESB staff has informed FERC staff of the issue and that there was support from FERC to further explore potential methods to address the issue.
Mr. Mattox confirmed that MISO retrieves publicly available pipeline data through screen scraping approximately once per hour. He stated a solution that avoids password-protected access would be preferable. He suggested that pipelines and ISOs/RTOs hold a technical discussion to identify alternatives to PDF-intensive postings, improve the efficiency of data publication and retrieval, and consider whether any technical best practices could be developed and shared.
Mr. Burden asked what information MISO makes available on its public website. Mr. Mattox stated that MISO publishes publicly accessible market data, including day-ahead and real-time pricing information for numerous locations across its system. He stated that MISO is working to make its public data more accessible through an API, which would improve the efficiency of data access for both MISO and external users without requiring passwords. 
Mr. Burden asked whether MISO currently has an API for its public websites. Mr. Mattox confirmed partial API availability and stated that MISO is gradually expanding its use of APIs for publicly available data due to its efficiency in publishing and retrieving information. 
Mr. Burden asked whether the WGQ EDM subcommittee could coordinate a meeting with technical representatives from ISOs/RTOs for further discussion. Mr. Mattox agreed and stated that he would forward the invitation for the next meeting to the appropriate MISO technical representatives. 
Mr. Knowland supported holding technical discussions with ISO/RTO technical representatives to evaluate potential solutions. He stated that ISO New England had previously transitioned from publishing large spreadsheets, CSV files, and PDFs to providing authenticated, publicly available web service endpoints using lightweight, machine-readable formats such as XML and JSON. He suggested that pipelines could similarly retain existing EBB postings for human-readable access while also providing machine-readable endpoints for automated data retrieval. He stated that this approach could reduce data transfers and repeated website requests while allowing pipelines to monitor usage through authentication. He noted that restricting access to pipeline information could have unintended reliability and operational consequences for ISOs/RTOs that obtain the information directly or through third-party aggregators.
Mr. Burden asked what type of authentication method was used. Mr. Knowland stated that data is requested through REST API with a username and password attached, and the results are returned in XML or JSON format. 
Mr. Burden asked whether ISO New England maintains a limited public website, with most information accessible through username-and-password authentication, and whether there is a separate system for customer-specific transactions and activities. Mr. Knowland stated that ISO New England’s public website includes operational data, tariff materials, committee documents, and other information. He stated that the website’s charts and tables are generated from the same data endpoints that are available to external users, allowing the web services to support both human-readable displays and machine-readable data access. 
Mr. Burden asked whether pricing information is available on ISO New England’s public website without requiring a username and password. Mr. Knowland stated that current pricing information is available on the website in human-readable formats, while more detailed data may be accessed through a free account and an API that provides a lightweight, machine-readable data feed.
Mr. Knowland suggested that NAESB consider developing a standardized specification for machine-readable data that could be adopted across pipelines. He stated a common specification would allow pipelines and ISOs/RTOs to retrieve information in a consistent format without developing separate web scrapers or data interpreters for each system. He noted that although information on the EBB is generally standardized, the formats are not uniform and that a common data specification could improve interoperability. 
Mr. Burden asked whether the electric industry currently uses a common API similar to the approach being discussed. Mr. Knowland stated that it does not, explaining that the ISOs/RTOs had developed their systems independently before the need and opportunity for coordination were widely recognized. 
Mr. Gwilliam noted that some of the data posted on the informational postings website are also available through NAESB standardized Electronic Data Interchange (EDI) and asked whether the ISOs/RTOs had considered using EDI instead of screen scraping. Mr. Knowland stated that ISO New England uses a third-party aggregator to scrape pipeline informational postings websites and that he was unsure whether the aggregator uses EDI.
Mr. Mattox stated that when the existing scraping system was established, there likely was not broad awareness of the availability of EDI and that there was little support for it later on because the existing scraping system was considered to be effective.
Mr. Gwilliam asked how changes to the format or content of data posted on ISO/RTO websites affect third parties that rely on screen scraping and whether advance notice of such changes is provided. Mr. Knowland stated that a 30-day advance notice is provided but noted that most changes to date have involved adding information rather than modifying existing systems. Mr. Mattox added that several opportunities are available to notify stakeholders in advance, including monthly forums and liaison reports.
Mr. Dunlop noted that EDI already provides a standardized method for exchanging information. He stated that developing a standardized specification or similar approach to promote consistency across pipelines would not eliminate the need for separate measures to protect public-facing systems from excessive traffic generated by screen scrapers or other automated activity. He emphasized that the immediate concern is preventing public websites from being overwhelmed by such activity.
Mr. Knowland asked why EDI was not more widely used. Mr. Burden stated that setting up the necessary transmission mechanism can be relatively costly, which may present a barrier to entry for smaller service providers or customers. He added that the technical and administrative requirements associated with implementing EDI may also limit broader adoption.
Mr. Dunlap stated that a standardized specification is needed, whether implemented through EDI or EDM. He noted that shippers have previously raised concerns when changes to informational postings websites or pipeline applications caused their automated systems to stop functioning and have requested advance notice of future changes. He stated that a defined specification would help prevent system changes from inadvertently disrupting external users while enabling all parties to reliably access necessary information.
Mr. Brooks stated that the current cost of EDM is largely driven by expensive EDI translation software and development costs. He suggested that replacing X12 with a JSON-based approach could significantly reduce implementation costs. Mr. Burden noted that pipelines have previously discussed alternative data formats but expressed concern about supporting additional schema. He stated that the preferred approach would be for a new format to replace, rather than supplement, the existing format. He noted, however, that there is limited incentive to transition because X12 remains a reliable, high-performance solution and supports multi-factor authentication through basic authentication and PGP signature verification.
Mr. McCord stated that EDI would be the preferred approach, if feasible, but noted that it would not prevent unauthorized access attempts by automated scraping tools or bots. Mr. Burden agreed and stated that there are two distinct issues: facilitating access for legitimate users seeking data and addressing activity by bots, screen scrapers, or other actors that degrades system performance. He noted that the Request focuses on mitigating significant traffic on pipeline websites, which is expected to increase over time, and exploring methods to protect public-facing systems. He asked Mr. Booe whether FERC staff had provided any additional feedback regarding the effort.
Mr. Booe stated that FERC staff remain interested in the issue and had encouraged the subcommittee to develop potential solutions for informal review before proceeding with the development of standards. Mr. Burden asked whether FERC staff had indicated whether the Commission might be open to reevaluating the public-access requirements for informational postings websites under 18 CFR 284.12(b)(3). Mr. Booe stated that FERC staff had not committed to a change but noted their awareness that the regulatory requirements could present challenges to developing effective mitigation measures.
Mr. Burden thanked the ISO/RTO participants and suggested scheduling an EDM Subcommittee meeting with technical representatives from pipelines and ISOs/RTOs to discuss relevant operational and technical considerations. He stated that the discussion would allow representatives from both industries to identify concerns and evaluate potential solutions for addressing high traffic on pipeline websites resulting from automated data scraping activity.
Mr. Brooks noted that PJM had announced plans to transition to post-quantum cryptography (PQC), which would require changes to existing digital signatures, certificates, and related security tools. He suggested that any potential methods developed to address data access should account for PQC requirements and consider the use of zero trust identifiers. He explained that PQC requires significantly larger digital certificates and certificate chains, which may create processing challenges during SSL or TLS sessions. He noted that PJM is transitioning to TLS 1.3 in preparation for these changes and that zero trust identifiers and verification checks could support PQC compliance without requiring a full transition.
Mr. Burden asked whether PJM’s transition was driven by regulatory requirements. Mr. Brooks stated that he was not sure whether any specific regulations applied but noted that a recent executive order had established a timeline for PQC adoption.
Mr. Booe suggested issuing a request for proposals in the announcement for the next meeting to start evaluating options. Mr. Burden stated that the request should focus on addressing excessive traffic affecting informational postings websites and the issues raised in the Standards Request, rather than on cybersecurity considerations. Mr. Spangler agreed, stating that while a streamlined method for ISOs/RTOs to access information would be beneficial, measures are needed to prevent other automated users from degrading the performance of public websites.
3.  Action Items and Other Business 
Mr. Burden stated that he will work with the NAESB office to schedule the next meeting and will circulate an agenda shortly. Mr. Spangler requested that the participants review Section 12.3.26 of the WGQ Cybersecurity Manual, which is a provision regarding a provider protecting their website and may be relevant to the issue at hand.
4.  Adjourn
The subcommittees adjourned at 11:09 AM Central on a motion made by Mr. Spangler.
5. Attendees
	Name
	Organization

	Jonathan Booe
	NAESB

	Dick Brooks
	Business Cyber Guardian

	Christopher Burden
	Enbridge (U.S.) Inc. 

	Vijay Chiluveru
	NYISO

	Reece Dobson
	Big Data Management Services

	Matthew Dunlap
	TC Energy

	Shawn Grant
	California ISO

	Tom Gwilliam
	Iroquois Gas Transmission System

	Brandon Hajek 
	Northern Natural Gas

	Ronnie Hensley
	Southern Star Central Gas Pipeline

	Rachel Hogge
	Eastern Gas Transmission and Storage, Inc.

	Mark Howland
	TC Energy

	Regina Jang
	NAESB

	Thomas Knowland 
	ISO New England

	Tom Kraft
	ONEOK

	Tomasz Lange
	Tenaska

	Nichole Lopez
	Kinder Morgan, Inc.

	Mike Mattox
	MISO

	Steven McCord
	TC Energy

	Megan Miller
	Enbridge (U.S.) Inc.

	Leigh Spangler
	Latitude Technologies

	Kim Van Pelt
	Kinder Morgan, Inc.

	Sandy Walker 
	Tennessee Valley Authority (TVA)
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