NAESB AP Item No. 4.c.iii


Subject:  BPA Comment Submittal
NAESB Item:  NAESB 2012 WEQ Annual Plan Item No. 4.c.iii/R11014/R11015 

NAESB Project Action:  Develop modifications for WEQ-012 as needed to reflect current market conditions (Authorized Certification Authority Standard and Credentialing Practice (R11014). Technology Review and Upgrade for NAESB Public Key Infrastructure Standard WEQ-012 (R11015)) as approved by the WEQ EC on August 21, 2012 

BPA has further reviewed the modifications to the NAESB PKI Standards including the referenced NIST SP800-63 version 1.0.2 section 7.2.1 Registration of Identity Proofing Requirements section defining ‘Assurance Levels’ and a comparison of the NAESB standards to NERC TSIN reliability standards.  BPA is currently casting a ‘no’ vote on the AP Item No. 4.c.iii/R11014/R11015 due to clarifications that BPA believes is critical prior to standard implementation.
WEQ-012 and referenced Accreditation Requirements (AR)
· WEQ-012, page 2, “Recommended Standards: “Additions & Revisions to Existing Business Practice Standard WEQ-000 (Abbreviations, Acronyms & Definition of Terms) Additions to Existing Business Practice Standard WEQ-000-1 (Abbreviations and Acronyms)” need to be attached or more readily available.  We were not able to locate, and/or were not “authorized” to access.

· WEQ-012, page 3 “Scope” appears to be intentionally vague in how these standards will be applied in given applications.  There could be possible implications to existing TSP business operations associated with “assurance levels” set out in section 1.3.1 of the AR, including the possibility of an existing application being assigned a high assurance level.  There needs to be clarification on how the defined security levels are assigned to applications.
· WEQ-012, page 4 “Commitment to Open Business Practice Standards” states, “The requirements contained in this document are intended to align with industry best practices for PKI as prescribed by …(a list of standards)”.  Clarification with regard to other existing standards that impact the authorization of  CA’s is needed.
· AR section 2.2.2 “Authentication of Subscribers” cites a NIST standard which is a generic description of processes between unknown actors.  This is not typically the case for PKI use within companies, where the subscribers are known to the Local Registration Authority (LRA), and where the subscriber has already been vetted by the employer and assigned by the employer to the role or responsibility requiring the PKI access.  Language needs to be added to allow employer validation of employees in lieu of LRA validation (such as photo id, valid address, etc.) of subscribers. 

· Regarding AR section 4.2.2 “Number of Persons Required per Task”, it is not clear how “persons required per task” works with certificate creation - particularly if that process is automated.  One interpretation is that this only applies to Root key generation, and so is only incumbent on the ACA and not on an LRA generating a user certificate.  Is this the case?

· Regarding AR section 4. “FACILITY MANAGEMENT AND OPERATIONS CONTROLS” and subsections, the phrase “any remote device” and how it is applied in the first several paragraphs are vague.  In subsection 4.1.2 that phrase is used in conjunction with the phrase “used to administer or perform Certificate Authority Operations/Functions”.  Does mean that an LRA’s workstation used to create a certificate using an ACA’s automated certificate creation application need to comply with all of the physical access requirements?  That interpretation would be overly burdensome.  Or does it mean that “remote devices” used to administer the ACA’s actual infrastructure must comply – which is a more reasonable interpretation?

· How will audits against this standard be performed, and by whom?
BPA requests that NAESB addresses the gaps between the NERC TSIN standards and the NAESB PKI standards.
· The NERC TSIN provided flexibility to accommodate BPA customers who don’t use certificates to still conduct business with BPA by including the capability for registering a separate BPA entity with NERC that “does business as” these customers – i.e. BPA can make transmission reservations on the BPAT OASIS on behalf of these companies.  The current NAESB PKI standards are silent on this issue.

The NERC TSIN provided the flexibility to allow other entities that schedule transmission on behalf of other customers to have PKI access to submit data for themselves and/or for other customers.  Additional standard language providing clarification is needed to ensure there aren’t changes to this existing practice. 
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