MC22008
North American Energy Standards Board

As Approved by the WEQ Executive Committee on October 18, 2022 with additional revisions
Approved by the WEQ Executive Committee on November 18, 2022
Request for Minor Correction/Clarification of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction


	Date of Request:
	July 18, 2022


1. Submitting Entity & Address:
	Southwest Power Pool

201 Worthen Drive

Little Rock, AR 72223
	Tennessee Valley Authority

1101 Market Street

Chattanooga, TN 37402


2. Contact Person, Phone #, Fax #, Electronic Mailing Address:
	Name:
	
	Joshua Phillips and Ron Robinson

	Title:
	
	Lead Policy Analyst, Interregional Affairs; Sr. System Op, Transmission & Interchange Services

	Phone:
	
	501-688-1761; 423-751-3141

	Fax:
	
	

	E-mail:
	
	jphillips@spp.org; rlrobins@tva.gov 


3.  Version and Standard Number(s) suggested for correction or clarification: 

	WEQ Version 003.4


4.  Description of Minor Correction/Clarification including redlined standards corrections:

	Move all WEQ cybersecurity-related business practices not included in WEQ-012 into a new suite of WEQ Business Practice Standards
Proposed Minor Corrections to WEQ-001, WEQ-002, WEQ-004, WEQ-013 and WEQ-022 (Attachment 1) (as approved by WEQ Executive Committee): https://naesb.org//member_login_check.asp?doc=weq_mc22008_rec_attach1_111822.docx 
Proposed Minor Corrections to Create WEQ-024X Cybersecurity Business Practice Standards (Attachment 2) (as approved by WEQ Executive Committee): https://naesb.org//member_login_check.asp?doc=weq_mc22008_rec_attach2_111822.docx 


5. Reason for of Minor Correction/Clarification:
	Following the 2019 Surety Assessment, through discussions with the Department of Energy and Sandia National Laboratories, an informal recommendation was made for NAESB, working with the FERC and the Department of Energy, to consider a new model for implementing NAESB cybersecurity standards.  Specifically, it was noted that the process of developing and/or modifying cybersecurity standards through NAESB and submitting those standards to FERC for consideration as part of a possible rulemaking prior to implementation by the industry could be abbreviated. 
Recognizing that immediate responses are typically necessary to adequately mitigate cybersecurity threats, the NAESB Board of Directors discussed several options, including the reorganization of the NAESB Business Practice Standards to separate the cybersecurity related standards and compile them into a single book for each quadrant.  Directed by the Chair of the NAESB Board of Directors, NAESB staff discussed the reorganization with FERC staff.   FERC staff indicated support for NAESB moving forward with the proposal as part of the next WEQ and WGQ publications. FERC Commissioners have been informed of this forthcoming change.
The option to reorganize the NAESB standards to separate cybersecurity related standards and compile them into a single book for each quadrant was one of several potential options discussed by the NAESB Board Strategy Committee in response to the informal recommendation resulting from the 2019 Surety Asessment.  The committee held a series of meetings, beginning in November 2019, to discuss the informal recommendation and identified several possible actions NAESB could take in response. These included maintaining all cybersecurity related requirements within a single suite of standards for each quadrant, developing cybersecurity related specifications for each quadrant, and/or establishing a certification program to specifically support the cybersecurity related standards.  
At the request of the NAESB Board Strategy Committee, in October 2021, NAESB distributed a survey to members of the NAESB Board of Directors and Advisory Council to solicit feedback on the proposals and input on any other options that should be considered.  The survey responses indicated the most support for NAESB to consider the reorganization of its standards to separate the cybersecurity related standards and compile them into a single book for each quadrant. As noted in the survey results, maintaining the cybersecurity-related requirements within a single suite of standards could serve to expedite the process by which cybersecurity-related standards are developed, adopted, and implemented by the industry. The results of the survey were presented to the NAESB Board of Directors and discussed during its December 9, 2021 meeting.  In addition to the NAESB Board of Directors and Board Strategy Committee discussions, NAESB staff has held ongoing communication with FERC staff regarding the survey results.
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