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September 18, 2017
TO:  
NAESB CSS Subcommittee participants and interested parties
FROM: 
Caroline Trum, NAESB Deputy Director
RE:  
Final Minutes of the NAESB WEQ CSS Meeting – September 7, 2017
WEQ CSS Meeting
September 7, 2017
1:00 PM to 3:00 PM Central
FINAL Minutes

1. Administrative Items
Mr. Brooks welcomed the participants to the meeting.  Ms. Trum provided the antitrust guidelines reminder.  The participants introduced themselves.  Mr. Brooks reviewed the agenda with the participants.  The agenda was adopted by consensus.
The participants reviewed the draft minutes from the July 19, 2017 meeting.  No modifications were made.  Mr. Skiba moved, seconded by Ms. Kee, to adopt the minutes as final.  The motion passed a simple majority vote without opposition.  The final minutes for the meeting are available at the following link: https://naesb.org//pdf4/weq_css071917fm.doc. 
2. Discuss and Vote on a Recommendation to Support 2017 WEQ Annual Plan Item 4.b
Ms. Trum stated that during the previous meeting, the subcommittee had discussed 2017 WEQ Annual Plan Item 4.b.  As part of these discussions, the subcommittee determined that neither the May 11, 2017 Presidential Executive Order nor NERC Project 2016-02 impacted the NAESB WEQ Business Practice Standards.  However, participants did have questions regarding NERC Project 2016-03, specifically if the NERC Reliability Standards being developed as part of the effort would impact tools referenced by NAESB standards, such as OASIS and the EIR, or if the NAESB ACAs that issue digital certificates would be considered vendors under the new NERC standards.

Ms. Trum stated that NAESB staff had reached out to NERC regarding this issue.  NERC staff indicated that the standards being developed as part of NERC Project 2016-03 would only be applicable to systems and tools entities have previously designated as having high or medium impact on bulk electric reliability.

Mr. Skiba moved, seconded by Ms. Kee, to adopt a no action recommendation in support of 2017 WEQ Annual Plan Item 4.b.  The motion passed a simple majority vote without opposition.
3. Continue to Discuss Proposed Modifications to the NAESB Accreditation Requirements for ACAs to Address 2017 WEQ Annual Plan Item 4.a

Mr. Brooks stated that during the previous meeting, the participants agreed to modify Section 2.2.2 Authentication of Subscribers of the Accreditation Requirements for ACAs as NIST has recently changed their Digital Identity Guidelines.  Ms. Kee had taken an action item to develop a proposal for subcommittee consideration.

Ms. Kee proposed that to maintain the four NAESB assurance levels – rudimentary, basic, medium, and high – the specification document use a hybrid approach in referencing other industry guidelines.  The rudimentary and high assurance level identity proofing process would be supported by the new NIST Digital Identity Guidelines and the basic and medium assurance level identity proofing would be supported by the CA/Browser (CAB) Forum guidelines.  Ms. Kee explained that this hybrid approach would allow for the continued use of the basic assurance level, which is the current requirement for all WEQ tools utilizing the WEQ-012 PKI Business Practice Standards, without any substantial operational impact to local registration authorities or weakening the rigor around identity proofing.  She stated that there is a slight security edge for using the CAB Forum guidelines as they require registration agent inspection and recording of identity verification for the basic assurance level. 

Ms. Kee stated that the CAB Forum guidelines were first created in 2012 and hold an advantage over the NIST guidelines as the CAB Forum updates their guidelines on a more routine basis.  The CAB Forum is comprised of over forty certificate authorities as well as major browsers like Google, Microsoft, Mozilla, and Adobe.  It is a highly active organization with broad industry participation.
Mr. Skiba asked if the additional explanatory language applies to only direct employees of an entity seeking a digital certificate or if the word employee also extended to contractors that been issued company credentials in the same manner as employees.  Ms. Kee expressed support for the language also including contractors or any other person who goes through the same onboard credentialing rigor as any normal employee.  Mr. Tronnier and Mr. Brooks agreed.  The participants revised the language to make the requirement clearer.  Mr. Brooks asked if the participants were in agreement to generally move forward with the concept as proposed by Ms. Kee.  There was general agreement to do so.
The participants reviewed Section 3.7.1 Circumstances of Revocation.  Ms. Trum noted that the first instance of revocation describes a circumstance in which NAESB recommends that an ACA issued certificate be revoked.  It was discussed that the original purpose of this requirement may have been to address situations in which an ACA immediately ceases business but that the requirement would be difficult to implement.  Mr. Tronnier stated that unless an ACA’s key was compromised, the digital certificate issued by the ACA would continue to work.  He suggested that the intent of the requirement might be to resolve situations of dispute or if a certificate is discovered to have been issued by a rouge employee of either the ACA or the entity.  Ms. Kee stated that as public certificate authorities, ACAs have certain requirements they must adhere to.  She noted that there is also an obligation of an ACA to report a compromised certificate and that LRAs have the ability to revoke certificates.  Mr. Skiba proposed the requirement be deleted.  He explained that the specification contains the technical requirements an ACA must meet and should not include actions NAESB may take regarding ACAs and that the revocation of a certificate goes beyond the scope of NAESB as a standards development organization.

Mr. Brooks asked how the certification of an ACA could be revoked if it ceased to exist.  The participants reviewed the ACA Process.  Mr. Skiba noted that Section 3 Revocation states that NAESB may rescind an ACA’s certification for cause at any time.  Mr. Brooks asked how the rescinding of an ACA’s certification would impact the digital certificates issued by that ACA.  Mr. Tronnier responded that ACAs are required to be registered in the Electric Industry Registry (EIR) and that part of the certificate validation is verifying that the issuing ACA is registered in the EIR.  Ms. Kee stated that NAESB also maintains a list of all current ACAs on its website.  Mr. Skiba noted that the WEQ-002-3.1 states that each user requesting access to a transmission provider’s OASIS must provide a digital certificate issued by an ACA.
There was general agreement to move forward with the deletion of the requirement as proposed by Mr. Skiba.  The participants agreed to vote on the proposed modifications during the next meeting.
The proposed revisions discussed during the meeting are available at the following link: https://naesb.org//member_login_check.asp?doc=weq_css090717a1.docx. 

4. Other Business

Ms. Trum stated that the deadline to vote out a recommendation and have it considered during the October WEQ Executive Committee is September 19, 2017.  The participants agreed to hold the next subcommittee meeting prior to this deadline.  Ms. Trum stated she would work with Mr. Buccigross to schedule the meeting.
5. Adjourn
The meeting adjourned at 2:36 PM Central on a motion by Mr. Tronnier, seconded by Mr. Skiba.
6. Attendees 
	Name
	Organization
	Attendance

	Kline Bentley
	BPA
	By Phone

	Dick Brooks
	ISO New England
	By Phone

	Michelle Coon
	OATI
	By Phone

	Lila Kee
	GlobalSign
	By Phone

	Elizabeth Mallett
	NAESB
	In Person

	Patrick McGovern
	Georgia Transmission Corporation
	By Phone

	Ed Skiba
	MISO
	In Person

	Patrick Tronnier
	OATI
	By Phone

	Caroline Trum
	NAESB
	In Person

	Kara White
	NRG
	By Phone
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