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Cybersecurity Subcommittee (CSS)
Conference Call

August 11, 2020 from 9:30 AM – 11:00 AM Central

FINAL Minutes
1. Administrative Items
Mr. Brooks welcomed the participants to the meeting.  Ms. Trum provided the antitrust guidelines reminder.  The participants introduced themselves.  Mr. Brooks reviewed the agenda with the participants.  The agenda was adopted on a motion by Ms. Crockett, seconded by Mr. Sappenfield.
The participants reviewed the draft minutes from the June 30, 2020 meeting.  No modifications were offered.  The draft minutes were adopted as final by consensus.  The final minutes from the meeting are available at the following link: https://naesb.org//pdf4/weq_css063020fm.doc. 
2. Discuss 2020 WEQ Annual Plan Item 6.a
Ms. Trum stated that on August 4, 2020, the WEQ CSS and WEQ OASIS Subcommittee met jointly to discuss the two remaining additional findings identified by Sandia National Laboratories as part of the surety assessment to determine if there was any impact to the WEQ OASIS Suite of Standards.  During the joint meeting, the participants discussed both issues as well as reviewed existing standards.  The participants unanimously determined that any needed modifications had been made to the standards as part of the recommendation to address 2019 WEQ Annual Plan Items 6.a, 6.b.ii, and 6.c.ii and that no further revisions were needed to address the additional findings.
The participants discussed the current requirements for ACAs found in the NAESB Accreditation Requirements for Authorized Certificate Authorities.  Ms. Kee stated that ACAs are required to pass a WebTrust audit.  As part of this audit, a certificate authority must maintain effective environmental controls, including installation of intruder detection systems and disaster recovery, backups, and business continuity management systems as well as have procedures for monitoring and compliance, including alerting mechanisms to detect unauthorized access.  Ms. Kee suggested that as the ACA Process requires a WebTrust audit from an independent, unaffiliated third party auditor, incorporating additional requirements into the specification related to these areas could be redundant.  Mr. Sorenson agreed, stating that the current certification process, specification, and WEQ-012 adequately address the considerations identified in Issue #7.
The participants discussed the need for standards related to manual continuity of operations.  Ms. Lee stated manual continuity of operations may not be realistic for certificate authorities, especially as entities implement newer technologies.  Mr. Sorenson agreed.
The participants reviewed WEQ-012 to determine if additional requirements applicable to end entities should be incorporated.  Mr. Sorenson stated that a similar discussion had taken place during the joint meeting of the WEQ CSS and WEQ OASIS Subcommittee.  He explained that the consensus reached during the joint meeting had been that the standards should not address backend system requirements of end users.  
The participants discussed the need to develop standards to mitigate impact or replay and amplification attacks as outlined in Issue #13.  Mr. Brooks stated that these kinds of attacks rely on the exploitation of vulnerabilities with EDI, which is a communication protocol not utilized within the WEQ Business Practice Standards.  He suggested that as these types of attacks are not likely applicable to WEQ applications, further standards development may not be necessary.
Mr. Brooks asked if there were any further discussion items that should be addressed related to 2020 WEQ Annual Plan Item 6.a.  None were offered.
3. Discuss 2020 WEQ Annual Plan Items 4.a and 4.b

The participants reviewed the work paper identifying the current NERC projects impacting the NERC CIP Reliability Standards and recent FERC Order, including the FERC Notice of Inquiry.  
The participants agreed that no current action would be needed for NERC Projects 2016-02, 2019-02, 2019-03, 2020-03, or 2020-04 but that based on the information provided by NERC during the previous meeting, the participants should continue to monitor these NERC efforts.

Mr. Brooks asked if there were any comments on any of the identified NERC or FERC actions related to cybersecurity or any additional cybersecurity issues or concerns that the subcommittee should address this year.  None were offered.
4. Other Business

Mr. Brooks took an action item to draft no action recommendations for both 2020 WEQ Annual Plan Item 6.a and 2020 WEQ Annual Plan Items 4.a and 4.b.  
The next meeting of the subcommittee will be a conference call scheduled for August 25, 2020 from 9:30 AM – 11:00 AM
5. Adjourn
The meeting adjourned at 10:34 AM Central by consensus.
6. Attendees 
	Name
	Organization

	Dick Brooks
	Reliable Energy Analytics

	Michelle Coon
	OATI

	Brad Cox
	Tenaska

	Valerie Crockett
	TVA

	Bruce Ellsworth
	New York State Reliability Council 

	Patrick Foley
	NV Energy

	Lila Kee
	GMO GlobalSign

	Annabelle Lee
	Nevermore Security

	Trinh Ly
	TECO

	Debbie McKeever
	Oncor

	Ralph Painter
	Tampa Electric

	Keith Sappenfield
	Corpus Christi Liquification, LLC

	Mike Scalise
	NRG

	Paul Sorenson
	OATI

	Caroline Trum
	NAESB

	Charles Yeung
	SPP
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