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TO:  
NAESB Cybersecurity Subcommittee participants and interested parties
FROM: 
Jonathan Booe, NAESB Executive Vice President & COO 
DATE:

August 6, 2026
RE:  
Draft Minutes of the NAESB WEQ Cybersecurity Subcommittee Meeting – August 6, 2026
Wholesale Electric Quadrant

August 6, 2026 from 10:00 AM – 11:30 AM Central

Draft Minutes
1. Administrative Items
Mr. Brooks opened the meeting and welcomed the participants.  Mr. Booe provided the Antitrust and Other Meeting Policies reminder.  The participants introduced themselves. Mr. Brooks reviewed the agenda with the participants.  Mr. Sappenfield made a motion to adopt the agenda as drafted, and the motion was seconded by Mr. Ochester. The motion passed without opposition.
The participants reviewed the draft minutes from the July 15, 2026 meeting.  Mr. Sappenfield moved, seconded by Mr. Ochester, to adopt the minutes as drafted.  The motion passed a simple majority vote.  The final minutes for the meeting can be viewed through the following hyperlink: https://www.naesb.org/pdf4/weq_css071526fm.doc 
2. Discuss 2026 WEQ Annual Plan Items 3.a and 3.b – Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions; Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Brooks stated that the subcommittee would continue its review of the three priority items identified in the Annual Review Parking Lot Work Paper.  He noted that the Co-chairs of the OASIS subcommittee had joined the call to offer their perspectives on whether or not the WEQ-012 standards should be modified to prepare the potential impacts of post-quantum cryptography (PQC) technologies.  Ms. Lee reviewed the latest status of industry activities in response to the PQC transition.  Mr. Rendon stated that there is a migration plan from the National Institute of Standards and Technology (NIST) that critical infrastructure should implement; however, the details of how to implement the plan and whether Merkle trees or other PQC resilient algorithms will be used is still being evaluated.  Mr. Brooks reviewed the PJM PQC transition document from the July 15, 2026 meeting, noting that PJM anticipates disabling TLS 1.2 on production applications sometime after the first quarter of 2028, and asked Mr. Arbitelle and Marhoefer if the OASIS Subcommittee has discussed the need to prepare for PQC or if changes to the NAESB standards would be necessary.  Mr. Arbitelle stated that it has not been discussed by the subcommittee but noted the PQC transition seems similar to the earlier transition from unencrypted HTTP to HTTPS under WEQ-012.  He stated that he would solicit wider input from the subcommittee during its meeting.  Mr. Brooks thanked Mr. Arbitelle for undertaking the review.  
Next, the participants reviewed the NAESB ACA Specification to determine if changes would need to be made to the requirements related to signature algorithms.  Ms. Coon stated that the applicable requirements are defined in Section 5.1.6.  Mr. Brooks agreed that this section of the specification would need to be modified if changes for the PQC transition are warranted.  Ms. Lee stated that SHA algorithms will likely remain acceptable for many years after PQC, and that NIST is recommending the utilization of larger keys, such as SHA-512.  Mr. Rasmussen stated that the distinction between encryption requirements and the authentication requirements should be recognized and that the PJM transition plan is focused on the encryption side of TLS.  He noted that from a national security perspective, there is concern that nation-states are storing large volumes of encrypted traffic for future decryption PQC is a reality. He also stated that the CA/Browser Forum is still formulating an encryption approach to PQC and that the changes under consideration to the NAESB standard are related to encryption.  Mr. Rendon stated that agreed with Mr. Rasmussen and stated that ACA requirements would need to be updated once a decision is made by the CA/Browser Forum. 
Mr. Booe stated that any changes to the TLS requirements in the NAESB Business Practice Standards that the subcommittee would like to include in the WEQ Version 004.1 Standards would need to be voted out of subcommittee by September 15, 2026; however, changes to the NAESB ACA Specification could be made at any time the subcommittee deems appropriate.  Ms. Coon stated that the TLS requirements related to the OASIS standards are in the WEQ-024 Cybersecurity Standards and that WEQ-024-1.1.3 sets the baseline for OASIS nodes.  Mr. Brooks stated that the standard should be included in the OASIS Subcommittee review, and asked if any of the participants believe that the standard should be modified and included in the next version of the standards slated for a December 15, 2026 publication.  Mr. Sappenfield stated that he does not believe there is a need to make changes to either the WEQ-024 or WEQ-012 standards at this time but that the Federal Energy Regulatory Commission could be made aware that updates to the standards to support the PQC transition were considered but determined premature.  Mr. Arbitelle agreed with Mr. Sappenfield and noted that the standards currently support TLS 1.2 and higher which provides flexibility for those moving to TLS 1.3 but does not preclude continued utilization of 1.2 for the time being.  He stated that he will still include an agenda item for the next OASIS Subcommittee moving to review the decision of the CSS.  
Mr. Brooks confirmed that there was general consensus not to take action to update the WEQ-012, WEQ-024 or NAESB ACA Specification at this time to support the PQC transition. He noted that an item to revisit the issue should be included as part of the WEQ 2027 Annual Plan.  Mr. Booe stated that he would put together a recommendation for no action to be considered during the next CSS meeting following the review of the OASIS Subcommittee.  He noted that the next OASIS subcommittee meeting is set for the morning of September 10, 2026 and that the CSS could hold a meeting that afternoon to vote on the no action recommendation.  Mr. Brooks stated that he supports that course of action.  
3.
Identify Next Steps, Discuss Action Items, Other Business
Mr. Booe stated that he will work with OASIS subcommittee chairs to create a work paper for their review and will have a draft no action recommendation for the next CSS meeting.  Mr. Brooks asked if there was any other business.  Mr. Ochester asked if the participants could confirm that MISO is not precluded from using enhanced certificate trust verification and trust registry and that the WEQ-012 X.509 certificate requirement is just the baseline methodology.  Mr. Brooks confirmed that the subcommittee’s no action recommendation on WEQ-012 would maintain X.509 certificates as the current floor and would not restrict organizations from adopting supplemental measures, including trust registry-based certificates, above that floor.  Mr. Sappenfield reminded the participants that a draft contract addendum concerning WEQ 2026 Annual Plan Item 1.b has been posted for review and will be discussed during the WEQ BPS and CSS meeting scheduled next week.  
4.
Adjourn
The meeting adjourned at 11:08 AM Central.
5.
Attendees 
	Name
	Organization

	Rob Arbitelle
	Southern Company

	Jonathan Booe
	NAESB

	Dick Brooks
	Business Cyber Guardian

	Christopher Burden
	Enbridge

	Pete Connor
	AGA

	Michelle Coon
	OATI

	Annabelle Lee
	Nevermore Security

	Jon Marhoefer
	MISO

	Jeffrey Ochester
	MISO

	Corey Rasmussen
	OATI

	Daniel Rendon
	SSL.COM

	Keith Sappenfield
	KS Energy Consultant
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