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		Intended Audience: Information Technology (IT) teams responsible for implementing changes to system security configurations.
Actions Requested
1. Share this communication internally within your organization with technical contact(s) who manage the configuration of desktops/laptops and server applications that are used to connect to PJM’s applications.
1. Verify clients (browser or browserless) support TLS 1.3 and Hybrid Key Exchange. 
1. Review the TLS 1.3 Transition Guide.
TLS is the most widely deployed security protocol that encrypts data transmitted between two endpoints, mostly common when loading websites over HTTPS. Recent advancements in quantum computing indicate that the cryptographic algorithms traditionally used in TLS connections can be easily broken by quantum computers. Such quantum computers may be available to threat actors as early as 2029.
To mitigate the quantum computing threat on encryption, PJM will enable TLS 1.3 and Hybrid Key Exchange across all PJM web applications. This transition to Post Quantum Cryptography (PQC) will ensure that stakeholder data remains secure in a post-quantum era.

What is the timeline for enabling Post Quantum Cryptography?
PJM has prepared the following list of key milestones and dates, subject to stakeholder readiness and technology support:
	Milestone
	Planned Date

	Begin enabling TLS 1.3 + Hybrid Key Exchange on Train applications
	Q3 2026

	Begin enabling TLS 1.3 + Hybrid Key Exchange on Production applications
	Q1 2027

	Begin disabling TLS 1.2 on Train applications
	Q4 2027

	Begin disabling TLS 1.2 on Production applications
	Q1 2028

	Complete disabling TLS 1.2 on Production applications
	TBD


TLS 1.2 will remain enabled in parallel with TLS 1.3 throughout a transition period to ensure zero operational impact. Stakeholders can continue to use TLS 1.2 to connect to PJM applications while enabling TLS 1.3 and validating support on client systems. Disablement of TLS 1.2 will follow pending sufficient validation and stakeholder readiness.
PJM is requesting you share this communication internally within your organization to technical contact(s) who manage the setup and configuration of your desktops/laptops and server applications that are used to connect to PJM’s applications. We have prepared the TLS 1.3 Transition Guide, which provides guidance that technical contacts can use to verify client support for TLS 1.3 and Hybrid Key Exchange.

Key Messages
1. PJM works hard to ensure the security of PJM stakeholders’ information and aims to create as little disruption as possible for those who do business with us.
1. PJM will enable support for TLS 1.3 while keeping TLS 1.2 enabled. TLS 1.2 will eventually be disabled so that all connections use quantum-safe cryptographic algorithms.
1. Stakeholders may need to update clients to support TLS 1.3 and gain the benefits of quantum resistant security.​​​​​​

	If you have any questions regarding this communication, please contact PJM’s Member Relations or (610) 666-8980.

Stay Informed
1. Upcoming Changes – latest information about upcoming changes to PJM’s websites and tools
1. Tech Change Forum – attend monthly meetings to get latest details and provide feedback
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