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North American Energy Standards Board

1415 Louisiana, Suite 3460, Houston, Texas 77002

Phone: (713) 356-0060, Fax: (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting
TO:  
NAESB Cybersecurity Subcommittee participants and interested parties
FROM: 
Jonathan Booe, NAESB Executive Vice President & COO 
DATE:

July 16, 2026
RE:  
Draft Minutes of the NAESB WEQ Cybersecurity Subcommittee Meeting – July 15, 2026
Wholesale Electric Quadrant

July 15, 2026 from 1:00 PM – 2:30 PM Central

Draft Minutes
1. Administrative Items
Mr. Brooks opened the meeting and welcomed the participants.  Mr. Booe provided the Antitrust and Other Meeting Policies reminder.  The participants introduced themselves. Mr. Brooks reviewed the agenda with the participants.  Ms. Lee made a motion to adopt the agenda as drafted, and the motion was seconded by Mr. Mauser. The motion passed without opposition.
The participants reviewed the draft minutes from the June 29, 2026 meeting.  Mr. Ashbaker moved, seconded by Mr. Mauser, to adopt the draft minutes.  The motion passed a simple majority vote without opposition.  The final minutes for the meeting can be viewed at the following hyperlink: https://naesb.org/pdf4/weq_css062926fm.doc. 

2. Discuss 2026 WEQ Annual Plan Items 3.a and 3.b – Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions; Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Brooks stated that the subcommittee would continue its review of the three priority items identified in the Annual Review Parking Lot Work Paper.  He noted that priority one relates to the potential impact of post-quantum cryptography (PQC) technologies on WEQ-012 Public Key Infrastructure Business Practice Standards, and asked Mr. Booe if had received any feedback from the OASIS Subcommittee.  Mr. Booe stated that he contacted the chairs of the OASIS Subcommittee and made them aware of the CSS request, but that both co-chairs were unavailable for the call.  He noted that he will coordinate the timing of the next meeting with the OASIS co-chairs and solicit additional support during their next call on August 4, 2026.  Mr. Brooks suggested delaying action on priority one until the OASIS Subcommittee can provide input.  
Mr. Brooks stated that priority two concerns the relying party obligations related to digital certificate verification and validation, which the subcommittee had identified as a focus area given evolving industry practices regarding PQC and the use of trust registries.  He noted that since the prior meeting, PJM had circulated a document to its market participants describing its plans for PQC preparation, and reviewed the document with the participants, highlighting the proposed timeline by PJM for its migration to TLS Version 1.3.  He asked if any of the participants are aware of similar transition plans.  Ms. Kelley stated that SSL.com has generated its first PQC root certificate and is scheduled to begin testing in August 2026, but did not have a specific timeline for the transition. She also noted that Microsoft has initiated testing with submissions from multiple companies to assess system compatibility with PQC, and that Apple, Chrome, and Firefox are engaged in similar evaluations.  Mr. Brooks stated that PQC certificates are expected to be significantly larger than current certificates, and asked Ms. Kelley if she was aware how much larger they would be.  Ms. Kelley stated that she knows that they will be larger but would not know how large until testing is initiated. Ms. Lee stated that she understood that the increased key size is the primary challenge for the transition to PQC.  Mr. Kelley confirmed.  

Mr. Brooks noted that organizations including Google and Microsoft are beginning to move beyond traditional digital signatures and certificate revocation lists (CRLs) and using of trust registries.  He reviewed a recent announcement from Google noting the use of Merkle tree-based transparency ledgers.  He also reviewed the IETF RFC 9943 architecture with the participants.  He stated that the subcommittee has the option to consider a no action recommendation in response to the annual plan item, if participants prefer continuing with the status quo for the time being, or the subcommittee may consider changes to the standards that prepare for the PQC transition.  He offered modifications to WEQ-012-1.4.4 that the subcommittee could consider if it chooses that alternative.  Ms. Lee asked if it would be possible for an attacker to alter data within a Merkle tree to change the trustworthiness determination of a certificate.  Mr. Brooks stated that Merkle tree uses a hash algorithm to verify validity and that any such attack would be apparent. Ms. Kelley stated that SSL.com has a group working on Merkle tree certificates and transparency ledgers, and offered to arrange their participation at a future meeting. 
Mr. Brooks noted that priority item three would also need to be reviewed by OASIS subject matter experts and recommended that the participants review the proposed changes to WEQ-012-1.4.4 within their companies and be prepared to decide how they wish to move forward during the next meeting.  
3.
Identify Next Steps and Discuss Action Items

Mr. Booe stated that he will work with OASIS subcommittee chairs to ensure their participation in the next meeting. He also stated that he would undertake a review of the WEQ standards to determine if TLS Version 1.2 is specified.  Mr. Burden noted that it is currently included in the WGQ EDM standards.
4.
Adjourn
The meeting adjourned at 2:00 PM Central.
5.
Attendees 
	Name
	Organization

	Steve Ashbaker
	WECC

	Jonathan Booe
	NAESB

	Dick Brooks
	Business Cyber Guardian

	Christopher Burden
	Enbridge

	Michelle Coon
	OATI

	Tom Gwilliam
	Iroquois Gas Transmission System

	Mark Howland
	TC Energy

	Regina Jang
	NAESB

	Rebecca Kelley
	SSL.com

	Alan Kloster
	Evergy

	Annabelle Lee
	Nevermore Security

	Eric Mauser
	MISO

	Steve McCord
	TC Energy

	Jeffrey Ochester
	MISO
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