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North American Energy Standards Board

1415 Louisiana, Suite 3460, Houston, Texas 77002

Phone: (713) 356-0060, Fax: (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting
TO:  
NAESB Cybersecurity Subcommittee participants and interested parties
FROM: 
Caroline Trum, Director, Wholesale Electric Quadrant
DATE:

February 10, 2023
RE:  
Draft Minutes of the NAESB WEQ Cybersecurity Subcommittee Meeting – February 9, 2023
Wholesale Electric Quadrant

Cybersecurity Subcommittee Meeting

February 9, 2023 from 1:00 PM – 3:00 PM Central

Draft Minutes
1. Administrative Items
Mr. Buccigross opened the meeting and welcomed the participants.  Ms. Trum provided the Antitrust and Other Meeting Policies reminder.  Mr. Buccigross reviewed the agenda with the participants.  Mr. Watson moved, seconded by Mr. Galloway, to adopt the agenda.  The motion passed a simple majority vote without opposition.
The participants reviewed the draft minutes from the January 19, 2023 meeting.  Mr. Watson moved, seconded by Mr. Galloway, to adopt draft minutes as final.  The motion passed a simple majority vote without opposition.  The final minutes for the meeting can be viewed at the following link: https://www.naesb.org/pdf4/weq_css011923fm.doc 
2.
Discuss and Potentially Vote on No Action Recommendation in Support of 2023 WEQ Annual Plan Items 3.a (Review annually at a minimum, WEQ-012 and the accreditation requirements for Authorized Certification Authorities to determine if any changes are needed to meet market conditions) and 3.b (Evaluate and modify standards as needed to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity.)
Mr. Buccigross stated that during the previous meeting, the participants had discussed if there were any potential market changes that had taken place since the subcommittee’s last evaluation as well as reviewed the current NERC Critical Protection (CIP) Reliability Standards and the NERC CIP projects under development and the NERC and FERC activities included as part of the activities included as part of the 2023 WEQ Annual Plan Item 3 Work Paper.  He indicated that during discussions at the meeting, there was general consensus that no further modifications are needed to the WEQ Business Practice Standards or accreditation requirements at this time and that the subcommittee should consider a no action recommendation in response to the annual plan items.
Mr. Buccigross reviewed the draft no action recommendation with the participants.  He asked if there were any items that had not yet been discussed that participants believed needed to be addressed.  None were offered.
3. Discuss and Potentially Vote on No Action Recommendation to Support 2023 WEQ Annual Plan Item 3.c – Review cybersecurity standards to determine if baseline Multi-Factor Authentication (MFA) should be integrated into standard requirements and develop supportive standards as needed

Mr. Buccigross stated as part of discussion on this annual plan item during the previous meeting, there was general consensus among the participants that the WEQ Business Practice Standards already incorporate multifactor authentication through the utilization of PKI digital certificates that secure access to applications like OASIS and the NAESB EIR as well as e-Tagging communications.  He indicated that both he and Ms. Kee took action items during the meeting to review the WEQ Business Practice Standards and determined that in addition to requiring the use of digital certificates, the WEQ OASIS Business Practice Standards also require two-factor client authentication in controlling access to an OASIS node and that the NAESB e-Tagging Functional Specification also requires the use of security keys to authenticate an entity involved in the e-Tag messaging system.
Mr. Buccigross reviewed the draft no action recommendation with the participants.  He asked if there were any additional considerations that the subcommittee should discuss prior to voting on a recommendation.  None were offered.

Mr. Watson, seconded by Mr. Galloway, moved to adopt the no action recommendation in support of 2023 WEQ Annual Plan Items 3.a and 3.b and the no action recommendation in support of 2023 WEQ Annual Plan Item 3.c.  The motion passed a simple majority vote without opposition.

Ms. Trum stated that both recommendations will be distributed by the NAESB office for a formal comment period and considered by the WEQ Executive Committee during its meeting on March 28, 2023.
4.
Other Business

Mr. Buccigross noted that the WEQ Cybersecurity Subcommittee has one more assignment for the 2023 WEQ Annual Plan.  Ms. Trum stated that this will be a joint effort with the WEQ Business Practices Subcommittee to consider and develop business practices addressing cybersecurity protections for electronic communications by distributed energy resources, including the potential application of PKI.  She indicated that the RMQ also has a similar annual plan item, and that the groups may meet together to address.
5.
Adjourn
The meeting adjourned at 1:19 PM Central by consensus 
6.
Attendees 
	Name
	Organization

	Dick Brooks
	Reliable Energy Analytics

	Jim Buccigross
	8760, Inc. 

	Michelle Coon
	OATI

	Bruce Ellsworth
	NAESB Advisory Council

	John Galloway
	ISO-New England

	Lila Kee
	GlobalSign

	Annabelle Lee
	Nevermore Security

	Elizabeth Mallett
	NAESB

	Keith Sappenfield 
	Corpus Christi Liquefaction

	Charanya Suri
	NV Energy

	Caroline Trum
	NAESB

	Maria Villegas
	Tampa Electric

	Sam Watson
	North Carolina Utilities Commission
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