

RECOMMENDATION TO NAESB EXECUTIVE COMMITTEE

                                       For Quadrants: 	Wholesale Electric Quadrant 
                                       Requesters:	WEQ Cybersecurity and Business Practice Subcommittees	
                                       Request No.: 	2026 WEQ Annual Plan Item 3.a
[bookmark: _Hlk176520432]                                       Request Title:	Consider and develop business practice standards for cybersecurity vulnerability disclosures, such as software supply chain risks, including those to support industry implementation of FERC Order No. 912 in Docket Nos. RM24-4-000 and RM20-19-000	


1.  RECOMMENDED ACTION:	EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:
	X
	Accept as requested
	X
	Change to Existing Practice

	
	Accept as modified below
	
	Status Quo

	
	Decline
	
	


2.  TYPE OF DEVELOPMENT/MAINTENANCE
	Per Request:
	Per Recommendation:

	X
	Initiation
	X
	Initiation

	
	Modification
	
	Modification

	
	Interpretation
	
	Interpretation

	
	Withdrawal
	
	Withdrawal

	
	
	
	

	
	Principle
	
	Principle

	
	Definition
	
	Definition

	
	Business Practice Standard
	
	Business Practice Standard

	X
	Document
	X
	Document

	
	Data Element
	
	Data Element

	
	Code Value
	
	Code Value

	
	X12 Implementation Guide
	
	X12 Implementation Guide

	
	Business Process Documentation
	
	Business Process Documentation



3.  RECOMMENDATION

SUMMARY:  On September 3, 2026, the WEQ Cybersecurity Subcommittee (CSS) and the Business Practices Subcommittee (BPS) voted out a joint recommendation to adopt the NAESB Cybersecurity Contract Addendum in response to 2026 WEQ Annual Plan Item 3.a. 
RECOMMENDED STANDARDS:
NAESB Cybersecurity Contract Addendum
Attachment: LINK 
4.  SUPPORTING DOCUMENTATION
a.	Description of Request:
Consider and develop business practice standards for cybersecurity vulnerability disclosures, such as software supply chain risks, including those to support industry implementation of FERC Order No. 912 in Docket Nos. RM24-4-000 and RM20-19-000 
b.	Description of Recommendation:
This recommendation proposes a new standard contract addendum, the NAESB Cybersecurity Contract Addendum, to define additional cybersecurity requirements for product sales or service contracts
c.	Business Purpose:
The contract addendum is intended to establish required polices, practices, and procedures for vulnerability management and reporting and establish terms and conditions that ensure minimum standards for Secure By Design, per CISA and NIST guidelines, are incorporated into vendor product or services contracts. 
d.	Commentary/Rationale of Subcommittee(s)/Task Force(s):
See the Joint WEQ and RMQ BPS Meeting Minutes:
· December 15, 2025
· January 30, 2026
· February 24, 2026
· March 18, 2026
· April 8, 2026
· April 30, 2026
· May 21, 2026
· June 8, 2026
· June 23, 2026
· July 22, 2026
· August 18, 2026
· September 3, 2026
September 3, 2026
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