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From: Dick Brooks, Business Cyber Guardian 
Sent: Friday, July 17, 2026 9:22 AM
Subject: FW: NAESB 1b language supporting NERC CIP R1 1.6


NET CIP-010-4 R1 Part 1.6:

“Prior to a change that deviates from the existing baseline configuration associated with baseline items in Parts 1.1.1, 1.1.2, and 1.1.5, and when the method to do so is available to the Responsible Entity from the software source: 
1.6.1. Verify the identity of the software source; and 
1.6.2. Verify the integrity of the software obtained from the software source. “

PROPOSED ADDITION TO CONTRACT LANGUAGE:

Product Supplier MUST provide a method to verify the trustworthiness (integrity and authenticity) of a product, including patches, using publicly available, trustworthy methods supported by the product supplier. Product User MUST verify the trustworthiness of a product before implementation in production, following NERC CIP-010-4 R1 Part 1.6 requirements..



Thanks,

Dick Brooks
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Active Member of the CISA Critical Manufacturing Sector, 
Sector Coordinating Council – A Public-Private Partnership
Lifetime IEEE Member, #SBOM SIG member 
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