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TO:	Interested Industry Parties
FROM: 	Caroline Trum, Director of Wholesale Electric Activities
RE:	Draft Minutes from May 21, 2026 Joint WEQ BPS and WEQ Cybersecurity Subcommittee Meeting
DATE:		May 21, 2026
WHOLESALE ELECTRIC QUADRANT
Joint Business Practices Subcommittee and Cybersecurity Subcommittee Meeting 
Conference Call
May 21, 2026 – 1:00 to 3:00 PM Central

DRAFT MINUTES
1. Welcome
Mr. Brooks welcomed the participants to the meeting. Ms. Trum provided the antitrust and meeting policies reminder.  The participants introduced themselves.  Mr. Brooks reviewed the agenda.  The agenda was adopted on a motion by Mr. Mauser.
The participants reviewed the draft minutes from the April 30, 2026 meeting.  No modifications were offered.  Mr. Mauser moved to adopt the draft minutes as final.  The final minutes for the meeting are available through the following hyperlink: https://naesb.org/pdf4/weq_bps_css043026fm.docx. 
2. Continue to Discuss 2026 WEQ Annual Plan Item 1.b – Consider and develop business practice standards for cybersecurity vulnerability disclosures, such as software supply chain risks, including those to support industry implementation of FERC Order No. 912 in Docket Nos. RM24-4-000 and RM20-19-000
The participants reviewed the Areas to Address in Standardized Contract Language Terms & Conditions work paper revised during the previous meeting.  Mr. Brooks asked if there were any additional considerations that should be added.  There was general consensus to begin developing more detailed concepts for potential contract provisions based on the identified areas.
The participants discussed the first item: timeline for reporting a confirmed vulnerability by vendor.  Mr. Quinn stated that common contract provisions in this area require vendors to either promptly notify customers of confirmed vulnerabilities or notify within 72-hours.  He explained that “promptly notify” is typically understood to mean that a vendor must provide prompt notice but has an appropriate amount of time to evaluate the vulnerability and determine if its product or service is impacted.  
Mr. Brooks suggested including requirements for a 72-hour notice expectation for reporting by a vendor and a “promptly notice” expectation by a vendor for high-risk vulnerabilities with known exploits.  The participants discussed how to define high-risk vulnerabilities.  It was noted that this could be defined within the contract language or an area where parties specify those vulnerabilities that they consider high-risk.  Mr. Brooks proposed they identify this consideration as a question to address at a later date.  
Mr. Mauser stated that one factor that there are new AI-enabled tools that are being used to identify vulnerabilities and assess their impact, noting that use of such tools could shorten vendor assessment periods and enable quicker notification to customers.  He suggested that use of AI-enabled tools could be a potential provision within the contract.
The participants discussed the second item: what types of vulnerabilities are covered.  Mr. Brooks suggested that areas of consideration could include the reporting of known vulnerabilities that cause impacts to safety or those that have the potential for broader societal or economic impact.  He asked if the provisions should also identify security breaches that compromise critical infrastructure information.  Ms. Coon stated that security breaches which compromise data should likely be addressed as part of any developed contract language but that these may be considered a separate issue from vulnerabilities.  Mr. Brooks suggested participants determine if there are any regulatory obligations related to reporting third-party data breaches or other types of vulnerability reporting, such as to E-ISAC.
The participants discussed the third item: list of product(s) and service(s) affected.  Mr. Brooks suggested that if a vulnerability is discovered, it would be helpful for customers to know the name of the impacted product or service and a version identifier or effected dates.  He noted that customers would also need the vendor to provide a description of the impact of the vulnerability sufficient enough in detail to enable the customer to perform a risk assessment.
The participants discussed the fourth item: no-cost to receive vulnerability reporting service from vendor.  There was general agreement that this should be a provision considered by the subcommittees.
The participants discussed the sixth and seventh items: minimum requirements for remediation, mitigation, compensating security controls, and/or workarounds and disclosure of remediation plan.  Mr. Brooks suggested that vendors be required to disclose their remediation plan to address a vulnerability and the business impact caused by the vulnerability, once discovered or justify why a remediation plan will not be provided.  He asked if participants were aware of any common requirements for vendor participation in remediation activities.
Mr. Quinn stated that there are two types of remediation activities to consider, explaining that as soon as a company becomes aware that a product or service it is using is impacted by a vulnerability, the company will have to take some remediation steps to ensure the vulnerability has been addressed and is not an ongoing risk.  He noted that if the vulnerability is exploited prior to the risk being fully mitigated, then remediation becomes a more involved effort.  He stated that in such scenarios, Idaho Power has contract language that requires vendors to participate in the mitigation of any damages or harm that has been caused and take on the associated costs.
Mr. Brooks noted that the eighth and ninth items, minimum class of known vulnerabilities that must be reported and ability to meet regulatory requirements for reporting, are similar to areas identified for the first and second items.
Due to timing conflicts, the participants agreed to continue discussions at the next meeting.  The work paper, as revised during the meeting, is available through the following hyperlink: https://naesb.org/pdf4/weq_bps_css052126a1.docx. 
3. Identify Next Steps and Action Items
Mr. Brooks stated that he would work with the NAESB office to schedule the next joint WEQ BPS and Cybersecurity Subcommittee meeting.  He noted that the WEQ Cybersecurity Subcommittee plans to meet on May 29, 2026 to begin its annual cybersecurity review as part of the 2026 WEQ Annual Plan.
4. Other Business
There was no other business discussed.
5. Adjourn
The meeting adjourned 2:02 PM Central on a motion by Ms. Lee.
6. Attendance 
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