Areas to Address in Standardized Contract Language Terms & Conditions
1. Timeline for reporting a confirmed vulnerability by vendor
a. Potential Provision: 72 hour notice expectation for reporting by vendor
b. Potential Provision: promptly notice expectation for reporting by vendor, specifically for high-risk vulnerabilities with known exploits 
c. Question: Does the language need to define “high-risk vulnerabilities” and if so, what is the definition?
2. What type of vulnerabilities are covered
a. Any vulnerability vs. certain vulnerability 
b. Potential Provision: Reporting from vendor covers vulnerability that impacts safety
c. Potential Provision: Reporting from vendor covers vulnerability that has potential for broader societal and/or economic impact 
d. Question: Should security breaches be considered a form of vulnerability or a separate issue?
e. Question: Are there regulatory risks if there is a third-party breach of CII data?
f. Question: Are there any regulatory requirements for jurisdictional entities that should be covered?
3. List of product(s) and service(s) affected
a. Including IT, OT, or both
b. Potential Provision: Listing of product/service name, version identifier or effected dates, and supplier name, if changed
c. Potential Provision: Requirement for description of impact of vulnerability to enable risk assessment
4. No-cost to receive vulnerability reporting service from vendor
a. Potential Provision: Vendor must provide vulnerability reporting at no cost to buyer
5. Minimum requirement for vendor to provide information about severity/impact of vulnerability
6. Minimum requirements for remediation, mitigation, compensating security controls, and/or workarounds 
7. Disclosure of remediation plan
a. Potential Provision: Vendor must disclose remediation plan to address vulnerability and the business impact caused by the vulnerability
b. Potential Provision: If the remediation plan is no action, the vendor must provide a justification as to why
c. Potential Provision: If the vulnerability causes material harm, the vendor must participate in the mitigation of harm and associated costs.
8. Minimum class of known vulnerabilities that must be reported (i.e., OWASP Top 10)
a. Potential Provision: Disclosure by vendor of known high-risk vulnerabilities with known exploits
9. Ability to meet regulatory requirements for reporting 
a. Question: Are there regulatory requirements for the reporting of third-party breach of CII data?
10. Requirement for vendors to have documented policies and procedures for vulnerability management and reporting
11. Disclosure of vulnerability description and material defects it presents 
a. Vulnerability documentation expectations (security advisories); for example: summary documentation shall include a description of each vulnerability and/or material defects and its potential impact, root cause, and recommended corrective actions, compensating security controls, mitigations, and/or procedural workarounds. 
12. Public-private status of vulnerability expectations for disclosure
13. Disclosure of “backdoors” to circumvent authentication within the product
14. Minimum standard requirements that must be met (e.g., NIST, NERC, CISA, etc.)
15. Status reporting of vulnerability; minimum requirements for written updates of progress 
16. Ability to disclose vulnerability to third-party (i.e. NIST NVD, MITRE CVE)
a. Scenarios that permit third-party reporting (e.g., impact to BES, grid operations, etc.)
17. Expectations for notification of vulnerability report to customer (i.e., e-mail)
18. Requirement to provide indicators of compromise specific to vulnerability (e.g., how to identify if impacted)
19. Provisions that enable a customer to perform a deep vulnerability inspection on a product, not constrained by EULA or other agreement language or regulations
20. Expectation for of vendor attestation to for adherence to secure by design best practices defined by CISA: https://cisa.gov/sag

