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WHOLESALE ELECTRIC QUADRANT
Joint Business Practices Subcommittee and Cybersecurity Subcommittee Meeting 
Conference Call
January 30, 2026 – 9:00 to 11:00 AM Central

FINAL MINUTES
1. Welcome
Mr. Brooks welcomed the participants to the meeting. Ms. Trum provided the antitrust and meeting policies reminder.  The participants introduced themselves.  Mr. Brooks reviewed the agenda.  The agenda was adopted on a motion by Ms. Berdahl, seconded by Ms. Lee.
The participants reviewed the draft minutes from the December 15, 2025 meeting.  No modifications were offered.  Mr. Coffin moved, seconded by Mr. Kloster, to adopt the draft minutes as final.  The final minutes for the meeting are available through the following hyperlink: https://naesb.org/pdf4/weq_bps_css121525fm.docx. 
2. Continue to Discuss 2026 WEQ Annual Plan Item 1.b – Consider and develop business practice standards for cybersecurity vulnerability disclosures, such as software supply chain risks, including those to support industry implementation of FERC Order No. 912 in Docket Nos. RM24-4-000 and RM20-19-000
Mr. Brooks stated that during the last meeting, the participants started to discuss the development of cybersecurity-related standards that may be beneficial to support the wholesale electric industry’s implementation of FERC Order No. 912 and NERC Supply Chain Risk Management Reliability Standards, including the need for new or revised standards related to vendor vulnerability disclosure reporting and third-party software verification.  He noted that the participants had discussed as an initial focus exploring areas where NAESB standards could be beneficial to address any priorities for industry or gaps in available guidance.
The participants reviewed the Supply Chain Risk Management and Vulnerability Disclosure Guidance work paper posted for the meeting.  Mr. Brooks noted that as discussed during the last meeting, the NIST Common Vulnerability Exposure (CVE) program is a common source of CVEs for vendors but that there are some uncertainties around future management of the program by NIST.  He stated that another area of consideration discussed during the previous meeting was the potential need for greater consistency and uniformity in vendor vulnerability reports and reviewed the Vendor Vulnerability Disclosure Report Example posted as a work paper for the meeting.   Mr. Kloster stated that while there are a number of issues that need to be addressed, standardization may not be a practical solution in all of these areas.  He noted that Evergy is internally reviewing the information provided during the previous meeting and initial considerations that were discussed.  Mr. Coffin stated that if standards are developed, the subcommittees need to ensure that the appropriate subject matter expertise is participating, such as software vendors, technology providers, and cybersecurity vulnerability experts.
Mr. Coffin noted that utilities and other electric market participants typically cannot independently fix a software vulnerability and are reliant upon their vendors to provide mitigation steps or upgrade their software.  Mr. Brooks stated that for electric market participants, timely notice of the vulnerability is just as important as mitigation steps or patches to address vulnerabilities, explaining that electric market participants need to be aware of vulnerabilities in order to identify and understand risks to critical infrastructure and systems.  Mr. Holleman stated that SPP has an internal process it follows once the entity becomes aware of a vulnerability that impacts its systems or software but that there can be gaps in communications from vendors regarding notice of the vulnerability and mitigation steps.  
Mr. Brooks asked if standardized contract language could be beneficial to help ensure entities receive from their vendors timely notifications regarding vulnerability identifications and mitigation instructions and that the information is provided in a useful, consistent format for the industry.  Mr. Holleman stated that this could be an area to further consider.  Mr. Kloster stated that Edison Electric Institute (EEI) has model procurement language that includes provisions for vendor vulnerability notifications within 30 days from the date the vendor becomes aware of the vulnerability.  He noted that EEI has an effort underway to consider revisions to this model language.  Mr. Coffin noted that additional standardized contract language may not be beneficial if there are already widely used provisions.  He suggested consideration as to how a NAESB standardized contract could fill a gap for industry or provide improvements for industry.  Mr. Brooks stated that while FERC has not adopted NAESB standardized contracts into regulation, the industry has successfully used the NAESB process to develop standardized contracts that have help to streamline transactional processes.  
Mr. Hickman stated that standardized contract language which could improve upon the knowledge transfer between vendors and customers could be helpful to consider.  Mr. Brooks suggested that one area of consideration could be shorter timelines for vendors to provide notice regarding vulnerabilities and mitigation steps.  Mr. Kloster noted that the industry has experienced pushback from vendors on some of the additional security steps and measures that are being put in place to address NERC CIP-013 Cyber Security – Supply Chain Risk Management.  He stated that if NAESB is going to undertake the development of standardized contract language, including vendors as part of the process would be helpful to ensure that the language has broad enough support.  Mr. Brooks stated that he could work to raise awareness of the effort to vendors and manufacturers.  Mr. Coffin suggested that participants also evaluate existing model contract language.  
Ms. Berdahl noted that contract language is just one potential area standardization.  She stated that a determination to not develop contract language should not preclude discussion of other WEQ Business Practice Standards that could be needed to support coordination with NERC.  Mr. Brooks agreed, explaining that this is just one topic as part of a broader discussion regarding how WEQ Business Practice Standards could support industry efforts to address directives in FERC Order No. 912 and the implementation of NERC Supply Chain Risk Management Reliability Standards.
3. Identify Next Steps and Action Items
Mr. Brooks suggested participants continue discussion at the next meeting by considering industry guidance related to software procurement and any provisions in common use.  Mr. Coffin stated that it may be helpful to consider any guidance from NERC in this area.  Mr. Brooks noted that there also may be relevant guidance from regulators or government agencies like the U.S. Department of Energy or the Cybersecurity and Infrastructure Security Agency.  He stated that he would research available industry guidance and provide any relevant documents as work papers for the next meeting.
4. Other Business
There was no other business discussed.
5. Adjourn
The meeting adjourned 10:39 AM Central on a motion by Mr. Coffin.
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