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Formal Comments Submitted by the WEQ Standards Review Subcommittee (SRS)


FORMAL COMMENTS
Quadrant:
Wholesale Electric Quadrant

Recommendation: 
2009 AP Item 3.a.ii.1; R07013 Develop a Confidentiality Agreement
Submitted By:
Standards Review Subcommittee
Date:
January 15, 2010
Under the Standards Review Subcommittee (SRS) Scope of Work, which was approved by the SRS on March 6, 2008, the SRS agreed to review recommendations and if subcommittee deemed appropriate, they would submit advisory comments to the Executive Committee for consideration.  As stated in the Scope of Work these comments are “not intended to change the scope of the Business Practices or recommendation, but to provide consistency and uniformity across all WEQ Business Practices.”

The following pages contain proposed redline consistency changes as well as comments to the recommended “Non-disclosure Agreement for Electronic Tagging Data” the SRS is requesting the Executive Committee consider as advisory comments in their review of this recommendation.  

1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

	X
	Accept as requested
	X
	Change to Existing Practice

	
	Accept as modified below
	
	Status Quo

	
	Decline
	
	


2.  TYPE OF DEVELOPMENT/MAINTENANCE

	Per Request:
	Per Recommendation:

	X
	Initiation
	X
	Initiation

	
	Modification
	
	Modification

	
	Interpretation
	
	Interpretation

	
	Withdrawal
	
	Withdrawal

	
	
	
	

	
	Principle
	
	Principle

	
	Definition
	
	Definition

	
	Business Practice Standard
	
	Business Practice Standard

	
	Document
	
	Document

	
	Data Element
	
	Data Element

	
	Code Value
	
	Code Value

	
	X12 Implementation Guide
	
	X12 Implementation Guide

	
	Business Process Documentation
	
	Business Process Documentation


3.  RECOMMENDATION

SUMMARY:


Create a data Confidentiality Agreement for participants in the Electric Industry covering the treatment of data belonging to other Electric Industry Participants such as e-Tag data. 
Recommended Standards:

With the approval of this recommendation, all Electric Industry Participants would be required to sign this agreement or be removed from the Electric Industry Registry.  E-Tag Authority services would be prohibited from transmitting data to entities that are not in the Electric Industry Registry.  The Agreement would provide assurance to Industry Participants that other entities are required to treat their data as confidential.  

North American Energy Standards Board

Non-disclosure Agreement for Electronic Tagging Data


This non-disclosure agreement (“Agreement”) is entered into by and between the North American Energy Standards Board, Inc. (“NAESB”) and _______________________________ (“Recipient”) this _______ day of _______________, 20____.


Data transferred through the Electronic Tagging System (“ETS”) may contain proprietary information which may result in unfair advantages and disadvantages in the electricity market if unequal access to the data is granted (“ETS Data”).  Therefore, NAESB requires that all entities with access to the ETS Data accept and receive ETS Data in confidence and trust subject to the following conditions:

1. Recipient is affirming that all ETS Data will be maintained in the strictest confidence and will not be disclosed to any person or entity other than its officers, directors, and employees who have a need to know, who have been advised of the sensitivity of the material, and who have agreed to be bound by the terms of this Agreement.  Recipient agrees not to disclose ETS Data to third parties unless:

a. the party is directly responsible for immediate real-time operating reliability of a portion of the bulk electric system or otherwise has a lawful need to access ETS Data for the purpose of analyzing or maintaining bulk electric system operating reliability at the Recipient’s initiative; 

b. the party is included in the e-Tag Distribution List as specified in Section 3.6.1.1.1 of the NAESB e-Tag Specification;

c. the party has been designated by the Federal Energy Regulatory Commission to serve as the Electric Reliability Organization (ERO);

d. the party is an independent market monitor;

e. the party is a consultant employed by an entity that is a party to this document, provided that the consultant also signs this Non-Disclosure Agreement

f. compelled to do so by court order, order of an administrative agency of competent jurisdiction, or as otherwise required by law; or  

g. the ETS Data is eight days or older, and the ETS Data is made available to any market participant in a fair and non-discriminatory manner upon request.

2. If Recipient does disclose ETS Data to a third party in accordance with Provision (1), Recipient is responsible for ensuring that any third party granted access to the ETS Data under the conditions of this Agreement is aware of the confidentiality obligations surrounding the ETS Data and that the ETS Data will not be disseminated beyond the third party, unless the ETS Data has been compelled to be disclosed by court order, order of an administrative agency of competent jurisdiction, or otherwise as required by law.

Exceptions to Non-Disclosure.  A party to this Agreement shall not have breached any obligation under this Agreement if ETS Data is disclosed to a third party when the ETS Data:

a. was in the public domain at the time of such disclosure or is subsequently and lawfully made available to the public consistent with the terms of this Agreement; or 

b. had been lawfully received by the Receiving Party at the time of disclosure through other means without restriction on its use, or had been independently developed by the Receiving Party as shown through documentation; or 

c. is subsequently lawfully disclosed to the Receiving Party by a third party without restriction on use and without breach of any agreement or legal duty.

If any provision of this Agreement is held invalid or unenforceable, such provision will be deemed deleted from this Agreement and replaced by a valid and enforceable provision which so far as possible achieves the parties intent.  The remaining provisions of this Agreement will continue in full force and affect.

Recipient warrants that it has the authority to enter into this Agreement and that this Agreement constitutes the entire agreement of the parties with regard to ETS Data exchanged between them.  

This Agreement may be executed in any number of counterparts, each of which shall be an original, but all of which together will constitute one instrument, binding upon the Parties hereto once execution by all parties has been completed, notwithstanding that all Parties may not have executed the same counterpart
.

	Recipient:


	By:

	Name:
     

	Title:
     

	Date:
     


4.  SUPPORTING DOCUMENTATION

a.  Description of Request:

3.a.ii.a Develop a confidentiality agreement (R07013) - Create a data Confidentiality Agreement for participants in the Electric Industry covering the treatment of data belonging to other Electric Industry Participants such as e-Tag data.

b.  Description of Recommendation:

The recommendation is a new confidentiality agreement which all Electric Industry Participants would be required to sign or be removed from the Electric Industry Registry.  E-Tag Authority services would be prohibited from transmitting data to entities that are not in the Electric Industry Registry. 
c.  Business Purpose:

Address WEQ 2009 Annual Plan Item 3.a.ii.1 (R07013).
d. Commentary/Rationale of Subcommittee(s)/Task Force(s):

Please refer to the following meeting minutes:
November 18-19, 2009

July 15-17, 2009

http://www.naesb.org/pdf4/weq_jess071509fm.doc
May 13-14, 2009

March 11-12, 2009

http://www.naesb.org/pdf4/weq_jiswg031109fm.doc
January 14-15, 2009

http://www.naesb.org/pdf4/weq_jiswg011409fm.pdf
�This item, as written, would indicate this is a three party agreement.  Need clarification on how a consultant would sign the same agreement that is executed by two parties.  


�This provision contemplates both parties executing the agreement; yet, there is only a signature line for the Recipient.  A signature line for NAESB needs to be added since the agreement contemplates two parties entering it.
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