Formal Comments Of the Bonneville Power Administration

On

WEQ 2009 AP Item 3.a.ii.1; R07013

Develop a confidentiality agreement


Bonneville thanks the Executive Committee for the opportunity to comment on the draft.  
Comment 1:
Notwithstanding our comments to the draft agreement, Bonneville requests that the Executive Committee consider adopting the proposed confidentiality requirements in the form of a business practice standard rather than through individual agreements.  The non-disclosure agreement as currently drafted applies to all entities with access to the Electronic Tagging System data, thereby effectively making the contents of the non-disclosure agreement an industry standard.  
Bonneville believes that the same confidentiality objectives can be met through the business practice standard format, which offers more flexibility and less potential for administrative burden associated with bilateral non-disclosure agreements.  For example, if any of the requirements in the draft agreement need to be revised at some point in the future, NAESB would need to either amend the agreement or execute a new agreement with each individual entity, both of which would require a new signature on the amended or new non-disclosure agreement.  In the event that new or amended agreements are necessary, the administrative burden of using a signed agreement as opposed to a business practice format could have a chilling effect on trading if there are time delays in getting signed agreements with each member of the registry that may be a potential trading partner.  Tracking down an entity to obtain a new signature, for example, could result in administrative burden and time delay in the case of a merger or a name or contact change in the registry. 

Comment 2:
If the Committee determines that the use of a non-disclosure agreement would better meet the proposed objectives, Bonneville requests that the Committee give particular consideration to adding a term to the agreement, as well as adding an exception for disclosure of information that becomes public through no fault of the Recipient.  
Additional Comments:

                            North American Energy Standards Board

Non-disclosure Agreement for Electronic Tagging Data


This non-disclosure agreement (“Agreement”) is entered into by and between the North American Energy Standards Board, Inc. (“NAESB”) and _______________________________ (“Recipient”) this _______ day of _______________, 20
____.


Data transferred through the Electronic Tagging System (“ETS”) may contain proprietary information which may result in unfair advantages and disadvantages in the electricity market if unequal access to the data is granted.  Therefore, NAESB requires that all entities with access to the ETS accept and receive ETS data in confidence and trust subject to the following conditions:

1. Recipient is affirming that all ETS data will be maintained in the strictest confidence and will not be disclosed
 to any person or entity other than its officers, directors, and employees
 who have a need to know
, who have been advised of the sensitivity of the material, and who have agreed to be bound by the terms of this Agreement
.  Recipient agrees not to disclose ETS data to third parties unless:

a. the party is directly responsible for immediate real-time operating reliability of a portion of the bulk electric system or otherwise has a lawful need to access ETS data for the purpose of analyzing or maintaining bulk electric system operating reliability at the Recipient’s initiative; 

b. the party is included in the e-Tag Distribution List as specified in Section 3.6.1.1.1 of the NAESB e-Tag Specification;

c. the party has been designated by the Federal Energy Regulatory Commission to serve as the Electric Reliability Organization (ERO);

d. the party is an independent market monitor;

e. the party is a consultant employed by an entity that is a party to this document, provided that the consultant also signs this 
Non-Disclosure Agreement

f. compelled to do so by court order, order of an administrative agency of competent jurisdiction, or as otherwise required by law; or  

g. the data is eight days or older, and the data is made available to any market participant in a fair and non-discriminatory manner upon request.

2. 
If Recipient does disclose ETS data to a third party in accordance with Provision (1), Recipient is responsible for ensuring that any third party granted access to the ETS data under the conditions of this Agreement is aware of the confidentiality obligations surrounding the ETS data and that the data will not be disseminated beyond the third party
, unless the data has been compelled to be disclosed by court order, order of an administrative agency of competent jurisdiction, or otherwise as required by law.

Exceptions to Non-Disclosure
.  A party to this Agreement shall not have breached any obligation under this Agreement if Confidential Information is disclosed to a third party when the Confidential Information:

a. was in the public domain at the time of such disclosure or is subsequently and lawfully made available to the public consistent with the terms of this Agreement; or 

b. had been lawfully received by the Receiving Party at the time of disclosure through other means without restriction on its use, or had been independently developed by the Receiving Party as shown through documentation; or 

c. is subsequently lawfully disclosed to the Receiving Party by a third party without restriction on use and without breach of any agreement or legal duty.

If any provision of this Agreement is held invalid or unenforceable, such provision will be deemed deleted from this Agreement and replaced by a valid and enforceable provision which so far as possible achieves the parties intent
.  The remaining provisions of this Agreement will continue in full force and effect.

Recipient warrants that it has the authority to enter into this Agreement 
and that this Agreement constitutes the entire agreement of the parties with regard to ETS data exchanged between them.  

This Agreement may be executed in any number of counterparts, each of which shall be an original, but all of which together will constitute one instrument, binding upon the Parties hereto once execution by the parties has been completed, notwithstanding that the Parties may not have executed the same counterpart
.

	Recipient:


	By:

	Name:
     

	Title:
     

	Date:
     


�The NDA has no term.  Even assuming that there will be no changes in the electrical tagging arrangements, the contract should not be indefinite.


�The agreement uses “Parties” as a capitalized (and party lower case in section 1) but does not call out that Party/ies refers to NAESB and Recipient.


�Given the potential confusion created by the first and second sentence of this paragraph, it would be helpful to clarify that the Recipient will not disclose “unless otherwise provided in the Agreement” or some other solution.


�What about contractors?  Does the Recipient have to have its contractors sign separate NDAs pursuant to section 1(e)? 


�How will this be measured?  This objective could be met with a provision limiting Recipient to sharing the information “for the purposes of….”


�How is it anticipated that the Recipient will satisfy this requirement?  Could the objective here be met by requiring the Recipient to direct its representatives “not to disclose the ETS data except as provided under the Agreement”? 


�This is ambiguous.  It seems like the intent is to require the consultant to sign a new / separate NAESB NDA.


�It seems like both 1(f) and 1(g) (and perhaps subsections (a)-(g) in the entirety) would be more appropriately placed in the section addressing Exceptions to Non-disclosure.


�How is it anticipated that the Recipient will satisfy this requirement?


�What about an exception for information that becomes public through no fault of Recipient?  Sample provision: “at the time of disclosure, or thereafter, became generally available to the public, other than as a result of any act or omission by the Recipient or its representatives or anyone to whom the Recipient or its representatives disclosed such information in violation of the Agreement.” 


�This is vague.  Is this to occur by mutual agreement of the parties?


�This is somewhat problemmatic for a government agency.  Recipient could represent that “the signatory is duly authorized to execute the Agreement on its behalf.” 


�This provision seems to anticipate that multiple parties can execute the agreement; however, the NDA is set up to only be executed between NAESB and a single Recipient.
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