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Comments Submitted by M. Colby, PJM

RECOMMENDATION TO NAESB EXECUTIVE COMMITTEE

                                       For Quadrant: WEQ

                                       Requesters:
OASIS/PKI Subcommittees

                                       Request No.: 
2012 AP Item 4(a)

                                       Request Title:
PKI Standards for OASIS


1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

	X
	Accept as requested
	X
	Change to Existing Practice

	
	Accept as modified below
	
	Status Quo

	
	Decline
	
	


2.  TYPE OF DEVELOPMENT/MAINTENANCE

	Per Request:
	Per Recommendation:

	
	Initiation
	
	Initiation

	X
	Modification
	X
	Modification

	
	Interpretation
	
	Interpretation

	
	Withdrawal
	
	Withdrawal

	
	
	
	

	
	Principle
	
	Principle

	
	Definition
	
	Definition

	X
	Business Practice Standard
	X
	Business Practice Standard

	
	Document
	
	Document

	
	Data Element
	
	Data Element

	
	Code Value
	
	Code Value

	
	X12 Implementation Guide
	
	X12 Implementation Guide

	
	Business Process Documentation
	
	Business Process Documentation


3.  RECOMMENDATION

SUMMARY:


This document provides the technology review and proposed changes for the NAESB WEQ OASIS Business Practice Standards (WEQ-000, WEQ-001, WEQ-002, WEQ-003, and WEQ-013). These additions or changes are intended to support and enable the NAESB WEQ PKI Business Practice Standard (WEQ-012) to provide for standard method for secured access to OASIS applications.

Recommended Standards:

Additions to Existing Business Practice Standard WEQ-000-1

(Abbreviations and Acronyms)

	HTTPS
	Hypertext Transport Protocol Secure

	TLS
	Transport Layer Security


Revisions to Existing Business Practice Standard WEQ-002

(OASIS S&CP)

…

002-2.3
COMMUNICATION STANDARDS REQUIRED

a. PPP and IPCP
PPP and IPCP (reference RFCs 1331 and 1332) shall be supported for private Internet network dial-up connections.

b. SLIP
SLIP (reference RFC 1055) shall be supported for private Internet network dial-up connections.

c. TCP/IP
TCP/IP shall be the only protocol set used between OASIS Nodes whenever they are directly interconnected, or between OASIS Nodes and users using private leased line Internet network connections.

d. HTTP and HTTPS
Hypertext Transfer Protocol (HTTP), Version 1.1 (RFC 2616), shall be supported by TSIPs so that user’s web browsers can use it to select information for viewing displays and for downloading and uploading files electronically.  Only information posted on OASIS deemed to be required to be publically available without requiring user registration as specified in Business Practice Standard WEQ-002-3.1b shall be supported using basic HTTP.  Hypertext Transfer Protocol Secure (HTTPS), using Secure Socket Layer (SSL) Version 3.0 or Transport Layer Security (TLS) Version 1.0 or higher requiring client Certificates must be used to access all other information posted on or uploaded to an OASIS Node. 

e. IP Address

All OASIS Nodes are required to use an IP address registered with the InterNIC, even if private connections are used.

…

002-3
INFORMATION ACCESS REQUIREMENTS

002-3.1
REGISTRATION AND LOGIN REQUIREMENTS

a. Location of Transmission Providers
To provide users with the information necessary to access the desired Transmission Provider, all Transmission Providers TSIPs shall register their OASIS URL address as specified in Business Practice Standard WEQ-002-4.2.1.2 with www.tsin.com the Electric Industry Registry (EIR). This OASIS URL address should include tThe unique four letter acronym the Transmission Provider will use as the PRIMARY_PROVIDER_CODE must also be registered in the EIR.

If the OASIS Node is operated and managed by an entity other than the Transmission Provider itself, the TSIP must register as a separate entity in the EIR.

b. Initial User Registration

TSIPs shall require users to register with a Transmission Provider before they are permitted to access the Transmission Provider's Transmission Service Information. There must be a reference pointing to registration procedures on each Transmission Provider's OASIS Home Page. Registration procedures may vary with the administrative requirements of each Transmission Provider.

FERC’s report (EL12-86) and WEQ 012 (3rd paragraph) both appear to recognize the applicability of WEQ 012 as optional.  This new language proposed for WEQ 002 appears to make the use of certificates per WEQ 012 a requirement.  Please clarify. 
10/11/12 – For OASIS it will be required. 
Each user requesting access to a Transmission Provider’s OASIS information must provide the TSIP with the following information:

· The user’s name or other unique identifier associated with the user;

· The name of the registered End Entity which the user represents;

· The x.509 v3 public Certificate(s), or minimally the Certificate’s full Subject field(s), issued by an Authorized Certification Authority expressing Basic or higher assurance level in compliance with NAESB Business Practice Standard WEQ-012 that will be used by the user in accessing OASIS;

· The identity of each issuing certificate authority.

The TSIP shall verify the following registration information with the EIR before establishing a valid user account for access to OASIS:

· The user’s End Entity must be registered;

· For each Subscriber Certificate to be used by the user to access OASIS:

· The issuing certificate authority must be registered as an Authorized Certification Authority.

· The Authorized Certification Authority must be identified by the End Entity as issuing Certificates on behalf of that End Entity;

· The End Entity’s registered official/legal name must be specified in the Certificate’s Subject Organization (O=) field.

Users may request registration of multiple Subscriber Certificates issued by different Authorized Certification Authorities to be used in association with a given registered OASIS user account.  TSIPs shall ensure that any given Subscriber Certificate is associated with one and only one registered OASIS user account.

c. Initial Access Privileges
Initial registration shall permit a user only the minimum access privileges. A user and a Transmission Provider shall mutually determine what access privilege the user is permitted. The TSIP shall set a user's access privilege as authorized by the Transmission Provider.

d. RESERVEDUser Login
After registration, users shall be required to login every time they establish a dial-up connection. If a direct, permanent connection has been established, users shall be required to login initially or any time the connection is lost. Use of alternative forms of login and authentication using Certificates and PKI standards is acceptable.
e. RESERVEDUser Logout
Users shall be automatically logged out any time they are disconnected.  Users may logout voluntarily. 

…

002-4.2.1.1
OASIS Node Names

In order to provide a consistent method for locating an OASIS Node, the standard Internet naming convention shall be used. All OASIS Node names shall be unique. Each Transmission Provider OASIS Node name and home directory shall be registered with the EIRmaster OASIS directory site at http://www.tsin.com. OASIS Node names shall be stored in an Internet DNS name directory.

002-4.2.1.2
OASIS Node and Transmission Provider Home Directory
The home directory name on an OASIS Node shall be "OASIS" (all upper case) to identify that the directory is related to the OASIS. The directory of each Transmission Provider shall be listed under the "OASIS" directory:

http://(OASIS Node name)/OASIS/(PRIMARY_PROVIDER_CODE) 

Where: 

(OASIS Node name) (Case sensitive) is the WWW OASIS URL address of the TSIP as registered in the EIR.

(PRIMARY_PROVIDER_CODE) (Case sensitive) is the 4-character acronym (entity code) of the Transmission Provider as registered in the EIR for the entity role of “TSP”.

PRIMARY_PROVIDER_CODEs shall be registered with the master OASIS directory site at http://www.tsin.com. A pointer to user registration information shall be located on the Transmission Provider's OASIS Home Page.

…

002-5.1
SECURITY

Breaches of security include many inadvertent or possibly even planned actions. Therefore, several general requirements shall be implemented by the TSIPs to avoid these problems:

a. Transmission Provider Update of Transmission Service Information

Only Transmission Providers, including Resellers, shall be permitted to update their own Transmission Service Information.

b. Transmission Customer Input Only ASCII Text

TSIPs shall be permitted to require that inputs from Transmission Customers shall be filtered to permit only strict ASCII text (strip bit 8 from each byte).

c. Transmission Provider Updating Over Public Facilities

If public facilities are involved in the connection between a Transmission Provider and the OASIS Node, the Transmission Provider shall be able to update his Transmission Service Information only through the use of ASCII or through encrypted files.

d. User Registration and Login

All users shall be required to register and login to athe Transmission Provider's OASIS Node using a valid user aAccount before accessing that Transmission Provider's Transmission Service Information.

e. User Passwords

All users shall enter their personal password when they wish access to Transmission Service Information beyond the lowest access privilege.

f. Service Request Transactions

Whenever service request transactions are implemented entirely over directly between two OASIS Nodes, both an individual a valid Transmission Customer registered user/service account and password for the request must be provided in the service request and verified by the Transmission Provider’s OASIS Node.  Additional requirements for conduct of such transactions may be established by the participating TSIPs., and an individual Transmission Provider password for the notification of acceptance shall be required.

g. Data Encryption

Sophisticated data encryption techniques and the "secure id" mechanisms being used on the public Internet shall be used to transfer sensitive data across the Internet and directly between OASIS Nodes.

h. Viruses

Since only data is being transmitted between the OASIS Nodes and the users, viruses are unlikely to be passed between them. Therefore, TSIPs shall be responsible for ensuring that the OASIS Nodes are free from viruses, but need not screen data exchanges with users for viruses.

i. Performance Log

TSIPs shall keep a log onof user usage activity on OASIS resources.

j. Disconnection

TSIPs shall be allowed to disconnect any user who is degrading the performance of the OASIS Node through the excessive use of resources, beyond what is permitted in their service level agreement.

k. Premature Access

The TSIP user activity log shall also be used to ensure that users who are Affiliated with the Transmission Provider's company (or any other user) do not have access to Transmission Service Information before it is publicly available.

l. Firewalls

TSIPs shall employ security measures such as firewalls to minimize the possibility that unauthorized users shall access or modify Transmission Service Information or reach into Transmission Provider or user systems. Interfaces through Public Data Networks or the Internet shall be permitted as long as these security requirements are met.

m. RESERVEDCertificates and PKI Business Practice Standards (optional)

Use of alternative forms of login and authentication using Certificates and PKI standards is acceptable.

n. Authentication Credentials
The TSIP shall ensure that all user authentication credentials are never logged or stored in clear text anywhere.
002-5.1.1
Secured Access to OASIS Information

Public access to OASIS information using the HTTP protocol shall be limited to only that information contained on the Transmission Provider’s OASIS Home Page that is deemed required to be made publically available, e.g., registration procedures, tariffs, etc.  Access to all other OASIS information provided by the OASIS template interfaces or the associated browser-based interactive user interface as specified in Business Practice Standards WEQ-002-4 and WEQ-002-101 shall be secured using HTTPS with SSL/TLS.

All secured data exchange between a registered user (client) and OASIS Node (server) shall be established through mutual authentication using the SSL/TLS protocol and x.509 v3 Certificates issued in accordance with the NAESB Business Practice Standard WEQ-012.  

The minimum assurance level that must be expressed and verified in the client and server Certificates used for SSL/TLS secured connections with OASIS shall be Basic assurance; use of certificates expressing a higher level assurance as specified in Business Practice Standard WEQ-012 shall be accepted as meeting the Basic assurance level.

In addition to the Relying Party Obligations specified in Business Practice Standard WEQ-012-1.4.4, OASIS Nodes shall be responsible for verifying:

· The client Certificate used to establish the secured connection to OASIS meets or exceeds the minimum assurance level specified in this Business Practice Standard, and

· The client Certificate is associated with a valid registered user account on the OASIS Node.

OASIS clients (users) should verify:

· The server Certificate used to establish the secured connection to OASIS meets or exceeds the minimum assurance level specified in this Business Practice Standard, and

· The server Certificate is associated with the TSIP operating and managing the OASIS Node as specified in the EIR.

OASIS Nodes must also implement a minimum of two factor client authentication for all secured connections such as use of a valid Certificate with a supplied username/password.

Transmission Provider access to their OASIS Node using proprietary communication protocols or conducted over private communications facilities may be secured through means other than those specified in this Business Practice Standard as deemed appropriate by the Transmission Provider.

002-5.1.2
OASIS Template Security

Each OASIS Template request submitted to OASIS using either the GET or POST HTTP methods shall be established over a new SSL/TLS secured connection.  The mechanism to communicate the additional client authentication information required for multi-factor authentication beyond the client Certificate shall be clearly identified by the TSIP as part of the User Registration requirements posted on OASIS.

002-5.1.3
OASIS Template Browser-based Security

The TSIP shall provide a mechanism to support interactive browser-based user logins to the OASIS Node.  The user login process must be conducted over a SSL/TLS secured connection and include mutual client-server authentication and multi-factor authentication of the user to a valid registered OASIS user account.  

Users shall be required to login every time they establish a secured connection to the OASIS Node.  Users must re-establish a secured login connection anytime the connection to the OASIS node is lost, or the secured connection has been active for more than 24 hours.  Users may logout voluntarily at any time.

4.  SUPPORTING DOCUMENTATION
a.  Description of Request:

NORTH AMERICAN ENERGY STANDARDS BOARD

2012 ANNUAL PLAN for the WHOLESALE ELECTRIC QUADRANT

	4
	Develop and/or maintain standard communication protocols and cyber-security business practices as needed.

	
	a)
	Develop PKI standards for OASIS

Status:  Underway
	4stQ, 2012
	PKI

	
	
	


b.  Description of Recommendation:

See Section 3 Summary
c.  Business Purpose:

Implementation of NAESB Business Practice Standard WEQ-012 for OASIS.
d.  Commentary/Rationale of Subcommittee(s)/Task Force(s):

NAESB will need to add appropriate links to this section.
· Meeting Minutes
· August 28, 2012
· September 7, 2012
3
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