

North American Energy Standards Board
1415 Louisiana, Suite 3460, Houston, Texas 77002
Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org
	Home Page: www.naesb.org

October 13, 2026
TO:	All Interested Parties
FROM:		Regina Jang, Staff Attorney 
RE:	WGQ Cybersecurity 
The WGQ Electronic Delivery Mechanism (EDM) Subcommittee continues to address Standards Request R26007, which proposes modifications to existing cybersecurity-related standards or the development of new standards to mitigate excessive traffic on natural gas pipelines’ informational posting websites. The request was jointly submitted by several pipelines in response to increasing volumes of automated data scraping activity, which have degraded website performance, responsiveness, and availability, potentially impeding access for legitimate users.
Over the course of six meetings, the WGQ EDM Subcommittee evaluated potential measures to mitigate excessive website traffic while preserving access for legitimate users, including those that rely on automated data collection. As part of its review, the subcommittee considered the requirements of 18 CFR § 284.12(b)(3), which mandate that informational postings remain publicly accessible without passwords or other access restrictions that could impede access, and assessed how the proposed mitigation measures could comply with these requirements. The subcommittee also coordinated with ISOs/RTOs, which rely on automated processes to retrieve information from pipeline informational posting websites for gas-electric coordination and reliability purposes. Through these discussions, the subcommittee identified four primary approaches to managing website traffic while maintaining timely access to information for legitimate users.
At its most recent meeting in October, the subcommittee received informal feedback from FERC staff regarding the proposed approaches and their consistency with existing regulatory requirements for public access to informational postings. Discussions focused on the use of active website controls, including CAPTCHAs, rate limiting, connection queuing, and IP whitelisting, to manage excessive traffic without unnecessarily restricting legitimate access. FERC staff indicated that as long as access remains unauthenticated, the discussed technical controls would generally be consistent with existing regulatory requirements. Based on these discussions, the WGQ EDM identified active website controls as the most practical approach and will continue considering potential standards development to support their implementation, while also considering long-term solutions for standardized data access through application programming interfaces (APIs). 
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