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October 13, 2026
TO:	All Interested Parties
FROM:		Regina Jang, Staff Attorney 
RE:	WEQ Cybersecurity 
The WEQ Cybersecurity Subcommittee and the WEQ Business Practices Subcommittee (BPS) recently voted out a recommendation to support an item in the 2026 WEQ Annual Plan to consider the development of cybersecurity related standards that support the wholesale electric industry’s implementation of FERC Order No. 912 and NERC Supply Chain Risk Management Reliability Standards. The recommendation proposed for a new standardized contract addendum to support cybersecurity vulnerability disclosures, including faster timelines for vendor notifications regarding vulnerability identification and mitigation instructions during procurement. 
The recommended contract addendum includes provisions that establish the types of vulnerabilities covered, the scope of known vulnerabilities, timelines for vendors to report known vulnerabilities, affected products and services, and minimum requirements for remediation and compensation. The proposed provisions are intended to remain consistent with NERC Critical Infrastructure Protection (CIP) requirement and FERC Order No. 912 to mitigate and manage supply chain cybersecurity risks on the Bulk Electric System, as well as Executive Order 14421. 
The proposed contract is currently out for a 30-day formal comment period, which closes on October 15, 2026. At its next joint subcommittee meeting is scheduled for October 16, 2026, the subcommittee will review the comments submitted in response to request for formal comments and prepare make any necessary revisions in preparation for the WEQ Executive Committee meeting scheduled for October 21, 2026.
Additionally, the WEQ Cybersecurity Subcommittee completed its annual review of the WEQ cybersecurity related standards and voted out a no action recommendation. Since the kick off meeting in May, the subcommittee reviewed current NERC CIP Reliability Standards, NERC CIP Reliability Standards under development, and FERC cybersecurity related directives, including FERC Order No. 919, FERC Order No. 918, FERC Order No. 912, to determine whether modifications to the WEQ-012 Public Key Infrastructure Business Practice Standards and the Accreditation Requirements for Authorized Certification Authorities would be required.  A key focus of discussion was the potential impact of Executive Order 14412, which establishes deadlines for federal and critical-infrastructure systems to transition to post-quantum cryptography (PQC). Following several meetings and discussions, the subcommittee determined that taking action at this time would be premature and agreed to revisit the topic as part of its 2027 annual review. The formal industry comment period for the no action recommendation ended on October 12, 2026, and the recommendation will be considered by the WEQ Executive Committee during its upcoming meeting.
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