[image: image1.png]0

I

0




North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting

TO:
NAESB Board Critical Infrastructure Committee Members and posting for Interested Industry Parties

FROM: 

Jonathan Booe, Deputy Director, NAESB
RE:

Meeting Notes for the NAESB Board Critical Infrastructure Committee

DATE:

May 5, 2011
Dear Critical Infrastructure Committee Members,

A Critical Infrastructure Committee conference call was held on April 15, 2011. The meeting was called to order at 2:00 pm C. Mr. Hurley presided over the meeting and Mr. Booe served as counsel for the meeting.  The notes below serve as a record for the meeting.

	Notes for the April 15, 2011 NAESB Board Critical Infrastructure Committee Meeting

	Administrative:
	Mr. Hurley welcomed the participants to conference call and thanked them for attending.  Mr. Booe provided the antitrust guidance and called the roll.  Mr. Hurley reviewed the draft agenda and Mr. Gallagher made a motion to adopt the agenda as drafted.  Mr. Feagans seconded the motion and the motion passed without opposition.

	Review Proposed Request
	Mr. Hurley reviewed the proposed request posted for the meeting. He stated that the request has not been officially submitted to NAESB and that he would like to get the feedback of the Critical Infrastructure Committee (“CIC”) before taking any action on the request.  The purpose of the request is to enhance the security controls around the Authorized Certificate Authority (“ACA”) structure in response to vulnerabilities recently exposed.  Mr. Hurley noted that he spoke with FERC staff and Chairman Wellinghoff about the issue and that the FERC was supportive of the initiative to review our standard.  Ms. McQuade noted that the CIC only has the authority to advise the NAESB Board of Directors and to recommend action for standards development and cannot develop or modify NAESB standards.  Mr. Kirby stated that he has a number of concerns with the request reviewed by Mr. Hurley, primarily due to its restrictive proposal but also because it commingles a number of requests.  He also noted that it is not the within the purview of the requestor to develop implementations within a request.  Mr. Hurley recognized that the requests two distinct actions, one, review the PKI standards and two, modify the certification process.  He stated that the crux of the request is to eliminate issue of multiple ACAs issuing non-unique or duplicative keys.  Mr. Kirby stated that the largest issue is that the request imposes specific requirements rather than leaving the decisions up to a subcommittee and dictates specific technology.  He also noted that requiring a single CA and making revisions to the PKI standards may impact NERC reliability standards.  After further discussion, Mr. Hurley agreed to redraft his recommendation without providing presupposed solutions for the subcommittee.  Mr. Kirby stated that he may be able to support a request that does not mandate solutions and leaves the decision making in the hands of the standards development subcommittee.  Mr. Gallagher suggested that the redraft provide examples of potential outcomes that the subcommittee can consider rather than direct guidance.  Mr. Gent recommended that Mr. Hurley provide a paragraph or two in the next draft explaining how the process works in other industries, such as the banking industry.
Ms. McQuade recommended that the revised request be circulated within the CIC for comments and then determine if it can be approved via email or if another meeting should be held on the proposal.  The participants supported Ms. McQuade’s suggestion.  She also asked the participants to consider making the request a multi-quadrant project.  Mr. Kirby stated that the request could affect the retail electric quadrant in his market.  Ms. Barry stated that she does not believe the request is a gas issue but may have some impacts in the future.  Mr. Gallagher also recommended that Mr. Hurley consider impacts to the NERC CIP standards as well as any impacts to the NIST effort.

	General Briefing on Potential Legislation
	Mr. Hurley stated that he has reviewed the Lieberman Bill (F.21) as it relates to cyber security and that it focuses more on telecom than energy related critical assets.  He noted that it has bipartisan support and that he does not know how it may affect the PKI standards.  Mr. Kirby stated that the participants would be happy to review the Bill for potential impacts but there needs to be a specified action item or direction from the group.  Mr. Hurley stated that he could develop some specific action items for Committee members related to the Bill and circulate them among the group.

	Other Business/Next Meeting and Action Items:
	1) Mr. Hurley will redraft the proposed request and circulate it among the CIC members 
2) Mr. Hurley will develop specific action items for the review of pending cyber security legislation.


	Adjourn:
	Mr. Kirby moved to adjourn the meeting at 3:01 pm Central and Mr. Gallagher seconded the motion.  The motion passed without opposition.

	Work Papers Provided for the Meeting:
	Meeting Related Documents:
· February 17, 2011 meeting notes: http://www.naesb.org/pdf4/bd_cic_021711notes.doc
· Proposed Request, submitted by J. Hurley: http://www.naesb.org/pdf4/bd_cic_041511w1.pdf 

	CRITICAL INFRASTRUCTURE COMMITTEE MEMBERS

	Name
	Organization 
	Attendance

	Jim Buccigross
	8760, Inc.
	

	Ralph Cleveland
	AGL Resources, Inc.
	

	Joelle Ogg
	Brunenkant & Cross, LP
	

	Chris Eisenbrey
	Edison Electric Institute
	

	Bob Gee
	Gee Strategies Group
	

	J. Cade Burks
	ista
	

	Leigh Spangler
	Latitude Technologies
	

	Paul McCurley
	NRECA
	

	Bill Boswell
	NAESB General Counsel
	

	Rick Smead
	Navigant Consulting, Inc.
	

	Diane Barney
	New York State Department of Public Service Staff
	

	Bruce Ellsworth
	New York State Reliability Council
	

	Michehl Gent
	Open Access Technology International, Inc
	Phone

	Chris Kotting
	Public Utilities Commission of Ohio
	

	Thomas Pearce
	Public Utilities Commission of Ohio
	

	Jesse D. Hurley
	Shift Research, LLC
	Phone

	Michael Desselle
	Southwest Power Pool
	

	Dave Darnell
	Systrends USA
	

	Susanna B. Barry
	Tennessee Gas Pipeline Company
	Phone

	Chuck Feagans
	Tennessee Valley Authority
	Phone

	Valerie Crockett
	Tennessee Valley Authority
	

	Christopher Freitas
	US Department of Energy
	

	Brett Perlman
	Vector Consultants
	

	William Gallagher
	Vermont Public Power Supply Authority
	Phone
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	Other Attendees

	Attendee
	Organization

	John Allen
	Rochester Gas & Electric

	Andy Barnett
	Midwest ISO

	David Blackburn
	California ISO

	Jonathan Booe
	NAESB

	Kathryn Burch
	Spectra Energy

	Christopher Burden
	Williams Gas Pipeline

	Ernie Cardone
	New York ISO

	Kevin Kirby
	ISO New England

	Collen L’Abbe
	Union Gas

	Joe Morgan
	National Fuel Gas 

	Ed Skiba
	Midwest ISO

	Paul Sorenson
	OATI

	Amanda Stallings
	Public Utilities Commission of Ohio
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