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Generalized Comments to be Considered

The CSWG recommends that the NAESB REQ.22 be added to the NIST Catalog of Standards. However, a few issues should be considered:

· Additional cyber security requirements. The CSWG recommends that additional cyber security requirements for supporting privacy as well as traditional cyber security requirements for Third Party access to smart meter-based information be addressed in this or another document.

· Utility privacy requirements. A utility company should undertake some due diligence activities in order to help protect the privacy of Retail Customer data and to ensure that contracted agents protect the data throughout the entire data lifecycle. 

· Utility customer education. Utilities may wish to consider the possible benefits of educating customers about what due diligence customers may do to help protect their data once it is transferred to a third party. 

· Third Party identity verification. A potential gap could allow for an imposter to obtain Smart-meter Based Information because there is no requirement for a Third Party to verify their identity with a Distribution Company before the release of data.  This should be addressed in REQ.22 or elsewhere, perhaps by the Applicable Regulatory Authority.  It is understood that in some cases there may be guidance in these areas from other sources, such as State governments.

Specific Comments to be Considered

	NISTIR 7628 Volume 1 - High Level Requirements (HLR) in 

	Standard Number
	Applicable NISTIR 7628 HLR Requirements
	Comments including how NISTIR HLR Requirements Are or Are Not Completely Met
	NAESB Data Privacy Task Force Determination
	Notes

	REQ.22.1.1 
	· SG.PL-4 Privacy Impact Assessment
	Partially Meets. Privacy practices are subject to “Applicable Regulatory Authority and Governing Documents.” These privacy practices do not require management approval as the HLR requirements state.
	
	Consider adding “subject to management approval”
See 22.3.1.1.1

	*REQ.22.1.3 

(Comments Concerning Volume 1 & 2)
	· SG.AC-20 Publicly Accessible Content
	Partially Meets. This requirement applies only to making the privacy information available to the Third Party.
	
	Return to this one

	REQ.22.1.5 
	· AG.AC-1 Access Control Policy and Procedures
	Partially Meets. Access control applies to privacy information.
	
	Consider adding language to the Executive Summary that references the NISTIR as a document for consideration

	REQ.22.1.6 
	· SG.IR-11 Coordination of Emergency Response
	Partially Meets. The sharing of information takes place before the emergency situation.
	
	NA

	REQ.22.3.1.1.2 
	· SG.AT-2 Security Awareness 
	Partially Meets. The use of the term “promote” is not clear. It appears to mean raising awareness and encouraging employees to take privacy seriously.
	
	Covered by REQ.22.3.1.2.2

	REQ.22.3.1.2.2 
	· SG.AT-2 Security Awareness 
	Partially Meets. The use of the term “promote” is not clear. It appears to mean raising awareness and encouraging employees to take privacy seriously.
	
	Covered by REQ.22.3.1.2.2


	NISTIR 7628 Volume 2 - Privacy Recommendations 

	Reference in Standard
	Applicable NISTIR 7628 Requirement
	Comments if NISTIR Privacy Recommendations Not Completely Met and/or Clarifications
	NAESB Data Privacy Task Force Determination
	Notes

	REQ.22.1.3 
	· Pg 23, Openness, Monitoring, and Challenging Compliance.

· Pg 24, 1st bullet; "Policy challenge procedures"

· Pg 40, Notice & Purpose
	Scope Difference.  Req.22.1.3 has qualifiers that list the only time the Distribution Company will provide policies to consumers will be as they relate to the disclosure of smart meter information to Third Parties, and as “reasonably available and transparent as determined by the Applicable Regulatory Authority.” 

From Vol. 2 of the NISTIR 7628: "Openness, Monitoring, and Challenging Compliance: Privacy policies should be made available to service recipients. These service recipients should be given the ability to review and a process by which to challenge an organization’s compliance with the applicable privacy protection legal requirements, along with the associated organizational privacy policies and the organizations’ actual privacy practices."
	
	Consider “…reasonably available and transparent to the public as determined by the Applicable Regulatory Authority.”

	REQ22.2.B 
	· Pg 3 - 2nd bullet describing privacy use cases

· Pg 5 - #7 describing privacy use cases

· Pg 38 - 5.7.1 Use Case Mitigation Studies 

· Pg D-1 - Privacy Use Cases “Privacy Use Case”
	Partially Meets.  The description of “Privacy Use Case” is more limited than the description provided within NISTIR 7628 Vol. 2.

Clarification: NISTIR 7628 Vol. 2 did not define “third party” but recognizes it needs to be addressed.
	
	NA - Scope difference

	REQ 22.3.1.1.4 
	· Pg 19, Management and Accountability

· Pg 24, Openness, Monitoring, and Challenging Compliance
	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  Otherwise the requirements align.
	
	NA – Scope difference

	REQ.22.3.1.1.5 
	· Pg 22, Security & Safeguards
	Meets
Clarification:  There is a scope discrepancy between the two documents, but otherwise this meets.
	
	NA – Scope difference
Note to Task Force – Consider “…prevent its terminated employees from obtaining unauthorized access to Smart Meter-based Information and information about the Retail Customer that is within the control of the Distribution Company.”

	REQ.22.3.1.2.5 
	· Pg 22, Security & Safeguards
	Meets

Clarification: Per NISTIR 7628 Vol. 2, all organizations collecting, processing, or handling energy data and other personal information from or about consumer locations should ensure that all information collected and subsequently created about the recipients of Smart Grid services is appropriately protected in all forms from loss, theft, unauthorized access, disclosure, copying, use, or modification.
	
	NA – Scope difference

Note to Task Force – Consider “…prevent its terminated employees from obtaining unauthorized access to Smart Meter-based Information and information about the Retail Customer that is within the control of the Third Party.”

	REQ.22.3.2  
	· Pg 19, Notice and Purpose

· Pg 41, Notice and Purpose
	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  Otherwise the requirements align.
	
	NA – Scope difference

	REQ.22.3.2.2.3 
	· Pg 21, Disclosure and Limiting Use
	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  Otherwise the requirements align.
	
	NA – Scope difference

	REQ.22.3.4 
	· Pg 20, Collection and Scope


	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  Otherwise the requirements align.
	
	NA- Scope difference

	REQ.22.3.5 


	· Pg 20, Use and Retention
	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  REQ.22 does not include utilities except in their role of transferring data to a Third Party.  It is understood, however, that utilities have many more purposes for collecting, using, and retaining the data than most Third Parties would have.
	
	NA- Scope difference
Language “as specified by the Applicable Regulatory Authority…” was included to ensure that policy decisions were left to the state commissions.

	REQ.22.3.6  


	· Pg 21, Individual Access
	Partially Meets.  NISTIR 7628 Vol. 2 states that individuals should be informed about parties with whom their information is shared.  REQ.22 does require that the Authorization process should be reasonably clear, concise, understandable, and accessible, and should reflect and record the Retail Customer’s authorization.  Further, the definition of Authorization reflects a process that “provides informed consent.”  However, it does not explicitly require specific identification of those parties with which information has been shared.
	
	Task Force note - Consider a new model business practice to address providing customers notice of providing smart meter based information to third parties as required by ARA or appropriate legal body - such as in the case of a study.  Must be consistent with REQ.22.3.2.1.1 and REQ.22.3.2.2.1.

	REQ.22.3.7 

	· Pg 21, Disclosure and Limiting Use

· Pg 41, Disclosure and Limiting Use


	Meets when combined with REQ.22.3.7.2.1.

Note:  Last word of this MBP should be “activities,” not “activates.”
	
	REQ.22.3.7.1.1 correct typo.

	REQ.22.3.7.1.2
…
	· Pg 23, Security and Safeguards

· Pg 41, Security and Safeguards
	N/A.

Clarification: The NISTIR discusses the need to aggregate data so it cannot be easily linked back to an individual.  The NISTIR does not, however, state that aggregated data is safe to disclose.  It is implied, but not said explicitly.  This may be addressed in version 2 of the NISTIR.
	
	Noted

	REQ.22.3.7.1.5
	· Pg 19, Management and Accountability
	Partially meets:  NISTIR 7628 states that an organization should have policies in place for disclosing data to law enforcement officials.  REQ.22 is concerned with organizations not being restricted from disclosing such data to law enforcement agencies.  While REQ.22 mentions that appropriate law enforcement procedural requirements should be met, it would be useful to clarify that an organization should have internal policies for what to do when law enforcement agencies make inquiries in order to meet these procedural requirements (e.g., ask for a warrant/subpoena/other legal documents).
	
	Consider adding a sentence if we decide to expand the scope – 2nd sentence: Distribution companies should have procedures and policies in place for addressing such requests.
Note change 22.3.7.2.5 and 1.5 for third parties
As an alternate to the additional sentence:  Consistent with Distribution Companies procedures and policies,….

	REQ.22.3.7.2.5 
	· Pg 19, Disclosure and Limiting Use
	Partially meets.  NISTIR 7628 states that an organization should have policies in place for disclosing data to law enforcement officials.  REQ.22 is concerned with organizations not being restricted from disclosing such data to law enforcement agencies.  While REQ.22 mentions that appropriate law enforcement procedural requirements should be met, it would be useful to clarify that an organization should have internal policies for what to do when law enforcement agencies make inquiries in order to meet these procedural requirements (e.g., ask for a warrant/subpoena/other legal documents).
	
	See above

	REQ.22.3.8 

	· Pg 22, Security and Safeguards


	Scope Difference.  NISTIR 7628 Vol. 2 recommends data be protected from “loss, theft, unauthorized access, disclosure, copying, use, or modification.”  This is met for Third Parties through REQ.22.3.2.2.3.  This is, however, unaddressed with respect to Distribution Companies due to the narrower scope.
	
	NA – Scope difference

	REQ.22.3.8.1.1.1
	· Pg 22, Security and Safeguards

· SG RA-4 to SG RA-6
	Partially meets.  NISTIR 7628 Vol 2 includes how data is collected, processed, stored, and otherwise handled by all organizations.
	
	Consider adding language to the Executive Summary that references the NISTIR as a document for consideration related to cyber security.  See REQ.21 language (see above)

	REQ.22.3.8.1.1.2
	· Pg 22, Security and Safeguards

· SG RA-4 to SG RA-6
	Meets.

Clarification: NISTIR 7628 Vol 2 also recommends considering sending a copy of the PIA results for review by an impartial third party and making the results of the review public.
	
	Will consider

	REQ.22.3.8.1.2 
	· Pg 24 - third bullet

· Pg 35


	Partially meets.  To the extent REQ.22 says only “comply with applicable requirements and laws” it falls short of the recommendations in NISTIR 7628 Vol. 2. §5.4.2.  In the absence of requirements and laws, there should still be policies to deal with breaches.
	
	NA – Scope difference

Return to this - Consider adding – In addition, a Distribution Company should adopt and implement policies and procedures that are consistent with industry best practices. 

	REQ.22.3.8.2.1.1

	· Pg 23, 10. Openness, Monitoring, and Challenging Compliance

· Pg 40, Rec. 1
	Scope Difference:  Combined with REQ.22.3.8.2.1.2, this MBP meets the NISTIR 7628 Vol. 2 recommendation for Third Parties.  However, the NISTIR 7268 Vol. 2 (page 24) recommendation states “Any organization collecting energy data from or about consumer locations …” 
	
	NA – Scope difference

	REQ.22.3.8.2.1.2
	· Pg 23 – 24, 10.Openness, Monitoring, and Challenging Compliance

· Pg 40, Rec. 1 
	Scope Difference:  Combined with REQ.22.3.8.2.1.1, this MBP meets the NISTIR 7628 Vol. 2 recommendation for Third Parties.  However, the NISTIR 7268 Vol. 2 (page 24) recommendation states “Any organization collecting energy data from or about consumer locations …” 
	
	NA – Scope difference

	REQ.22.3.8.2.1.3
	· Pg 38, Sect. 5.7.1
	Scope Difference.  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  (page 42) states, “ … set of privacy use cases that will help utilities and third party Smart Grid providers …” 
	
	NA – Scope difference

	REQ.22.3.8.2.1.4
	· Pg 22, Security and Safeguards

· Pg 23, Accuracy and Quality

· Point 2 – Security and Safeguards
	Partially meets:  NISTIR 7628 Vol 2, §5.4.2 Security and Safeguards goes into much more detail stating, “… energy and personal information, in all forms, should be protected from loss, theft, unauthorized access, disclosure, copying, use, or modification.” (pg 22) Additionally, it covers limiting association of data with individuals and de-identifying information.  
	
	NA – Scope difference

	REQ.22.3.8.2.1.5
	· Pg 22,  Security and Safeguards
	Scope Difference:  The scope of REQ.22 is narrower than that of NISTIR 7628 Vol. 2.  
	
	NA – Scope difference

	REQ.22.3.8.2.2
	· Pg 24, Openness, Monitoring, and Challenging Compliance

· Pg 35, Sect. 5.6.3
	Partially meets.  To the extent REQ.22 says only “comply with applicable requirements and laws” it falls short of the recommendations in NISTIR 7628 Vol. 2. The NISTIR does not base the establishment of policies and practices on the existence of requirements and laws.  In the absence of requirements and laws, there should still be policies to deal with breaches.
	
	NA – Scope difference

Return to this - Consider adding – In addition, a Distribution Company should adopt and implement policies and procedures that are consistent with industry best practices.

	REQ.22.3.10  

	· N/A
	N/A

Clarification: Educating customers about what protection policies and practices the utility has is not specifically addressed in NISTIR 7628 Vol. 2.  Notifying customers about policies about how data is collected, used, retained, and disclosed is covered in NISTIR 7628 Vol. 2, but not how it is protected.  This MBP also does not cover the NISTIR 7628 Vol. 2 recommendation to educate consumers about the privacy risks in the Smart Grid.
	
	NA – Scope difference

	REQ.22.3.10.1.2
	· Pgs 23 – 2, 10.
Openness, Monitoring, and Challenging Compliance
	Scope Difference:  It only covers disclosure of the data.  It does not cover collection, use, or retention.
	
	NA – Scope difference
Consider future discussion on how collection, use and retention may have an impact on disclosure to third parties.

	REQ.22.3.10.2.1
	· N/A
	N/A

Clarification: Educating customers about what protection policies and practices the Third Party has is not specifically addressed in NISTIR 7628  Vol. 2.  Notifying customers about policies that address how data is collected, used, retained, and disclosed is covered, but not how it is protected.  This MBP also does not cover the NISTIR 7628 Vol. 2 recommendation to educate consumers about the privacy risks in the Smart Grid.
	
	NA – Scope difference

	REQ.22.3.10.2.2
	· Pg 23,  Openness, Monitoring, and Challenging Compliance
	Scope Difference:  When combined with REQ.22.3.10.1.2, this MBP partially meets the recommendation made in NISTIR 7628 Vol. 2.  However, REQ.22.3.10.1.2 only covers disclosure of the data.  It does not cover collection, use, or retention.
	
	NA – Scope difference in 22.3.10.1.2
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