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February 12, 2026
TO:	All Interested Parties
FROM:		Caroline Trum, Director of Wholesale Electric Activities
RE:	WEQ/RMQ/WGQ Cybersecurity
The WEQ Cybersecurity Subcommittee and WEQ Business Practices Subcommittee are holding joint meetings to consider the development of cybersecurity-related standards supportive of the wholesale electric industry’s implementation of FERC Order No. 912 and NERC Supply Chain Risk Management Reliability Standards.  Initial discussions have focused the need for new or revised standards related to vendor vulnerability disclosure reporting and third-party software verification.  The subcommittees have a joint meeting scheduled for February 24, 2026 from 1:00 – 3:00 PM Central to continue discussions regarding areas where NAESB standards could be beneficial to address any priorities for industry or gaps in available guidance.
As part of the kick-off meeting held on December 15, 2025, a participant provided presentation regarding existing vendor vulnerability disclosure reporting processes led to the identification of several potential topics for further discussion by the subcommittees.  These included ways to potentially streamline the identification of pertinent software vulnerabilities by the energy industry and help ensure relevant information is made available by vendors in a useful, consistent manner, such as minimum data authenticity and provenance requirements for vendor product and vulnerability disclosures and standardized data and reporting formats.  As part of the most recent meeting held January 30, 2026, participants discussed how standardized contract language could support industry and vendor relationships by helping ensure entities receive timely notifications from their vendors regarding vulnerability identifications and mitigation instructions.   
Additionally, this year, the WEQ, along with the WGQ and RMQ, will undertake the annual assessments of their respective cybersecurity standards as part of proactive efforts to help ensure the NAESB Business Practice Standards continue to meet industry needs and support secure electronic commercial communications.  The reviews focus on the mitigation of potential vulnerabilities and any new or revised standards necessary to address changing technologies, regulatory expectations, and security frameworks.  This includes discussion of legacy functionalities that should be removed to limit risks for exploitation by bad actors as well as confirmation that the communication protocols and encryption methodologies identified within the standards are in alignment with relevant industry guidance from the U.S. Department of Energy (DoE) and National Institute for Standards and Technology (NIST), among others.  
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