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North American Energy Standards Board

Request for Initiation of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction

or 

Enhancement of an Existing NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
Instructions:


1.
Please fill out as much of the requested information as possible.  It is mandatory to provide a contact name, phone number and fax number to which questions can be directed.  If you have an electronic mailing address, please make that available as well.


2.
Attach any information you believe is related to the request.  The more complete your request is, the less time is required to review it.


3.
Once completed, send your request to:




Rae McQuade




NAESB, President




801 Travis, Suite 1675




Houston, TX  77002




Phone:  713‑356‑0060



Fax:      713‑356‑0067



by either mail, fax, or to NAESB’s email address, naesb@naesb.org.

Once received, the request will be routed to the appropriate subcommittees for review.

Please note that submitters should provide the requests to the NAESB office in sufficient time so that the NAESB Triage Subcommittee may fully consider the request prior to taking action on it.  It is preferable that the request be submitted a minimum of 3 business days prior to the Triage Subcommittee meetings.  Those meeting schedules are posted on the NAESB web site at http://www.naesb.org/monthly_calendar.asp.

North American Energy Standards Board

Request for Initiation of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction

or 

Enhancement of an Existing NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
   Date of Request:     August 16, 2012



1.  Submitting Entity & Address:




    
Smart Grid Interoperability Panel Cyber Security Working Group






c/o Marianne Swanson (Lead)










100 Bureau Drive, MS 8930











Gaithersburg, MD 20899-8930


2.  Contact Person, Phone #, Fax #, Electronic Mailing Address:





Name 
:     
Marianne Swanson




Title 
:     
Cyber Security Specialist






Phone :  
301-975-3293







Fax 
:
301-975-8387







E‑mail
:
marianne.swanson@nist.gov
3. Title and Description of Proposed Standard or Enhancement:

Title:



Additional Privacy and Cyber Security Requirements for NAESB REQ.22

Description:

As part of its Charter obligations, the Smart Grid Interoperability Panel (SGIP) produces and maintains a “Catalog of Standards.”  The Catalog is a compendium of standards and practices considered to be relevant for the development and deployment of a robust and interoperable Smart Grid.  The purpose of the Catalog of Standards is to provide an easy and comprehensive reference to the set of specifications relevant to Smart Grid deployments.  Inclusion of a specification in this Catalog indicates that in the expert opinion of a consensus of the SGIP members, who represent a large cross-section of all segments of the Smart Grid industry and users, that the specification can be useful in an interoperable deployment of the Smart Grid.  As part of the process of reviewing a standard for inclusion in the Catalog, the Cyber Security Working Group (CSWG) assesses whether the standard is consistent with the high level cybersecurity requirements and privacy recommendations contained in NIST IR 7628, “Guidelines for Smart Grid Cyber Security”.


These proposed additions to NAESB REQ.22 are the result of the CSWG review:

· Additional cybersecurity requirements. The CSWG recommends that additional cybersecurity requirements for supporting privacy as well as traditional cybersecurity requirements for third party access to smart meter-based information be addressed in this or another document.

· Utility privacy requirements. A utility company should undertake some due diligence activities in order to help protect the privacy of Retail Customer data and to ensure that contracted agents protect the data throughout the entire data lifecycle. 

· Utility customer education. Utilities may wish to consider the possible benefits of educating customers about what due diligence customers may do to help protect their data once it is transferred to a third party. 

· Third Party identity verification. A potential gap could allow for an imposter to obtain Smart-meter based Information because there is no requirement for a third party to verify their identity with a Distribution Company before the release of data.  This should be addressed in REQ.22 or elsewhere, perhaps by the applicable regulatory authority.  It is understood that in some cases there may be guidance in these areas from other sources, such as State governments.

4.  Use of Proposed Standard or Enhancement (include how the standard will be used, documentation on the description of the proposed standard, any existing documentation of the proposed standard, and required communication protocols): 

The proposed enhancements to REQ.22 are based on the recommendations of the CSWG’s review report available at:  http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SGIPCosSIFNAESBREQ22/CSWG_Standards_Review_NAESB_22_v10.docx.

5.  Description of Any Tangible or Intangible Benefits to the Use of the Proposed Standard or Enhancement:

Adoption of the recommended enhancements will result in 
better cybersecurity and privacy protections for those utilizing these model business practices, as well as for customers seeking to have their smart meter-based information released to Third Parties.











6.  Estimate of Incremental Specific Costs to Implement Proposed Standard or Enhancement:

There will be a cost to develop better cybersecurity and privacy practices for those organizations that do not already employ sufficient practices.



7.  Description of Any Specific Legal or Other Considerations:

These proposed enhancements are not meant to supersede any regulatory or legal requirements.

8.  If This Proposed Standard or Enhancement Is Not Tested Yet, List Trading Partners Willing to Test Standard or Enhancement (Corporations and contacts):

Not applicable

9.  If This Proposed Standard or Enhancement Is In Use, Who are the Trading Partners :

Not applicable

10.  Attachments (such as : further detailed proposals, transaction data descriptions, information flows, implementation guides, business process descriptions, examples of ASC ANSI X12 mapped transactions):

CSWG Standards Review Report, NAESB REQ.22: Third Party Access to Smart Meter-based Information:

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SGIPCosSIFNAESBREQ22/CSWG_Standards_Review_NAESB_22_v10.docx
