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FINAL RECOMMENDATION APPROVED BY THE RETAIL
EXECUTIVE COMMITTEE on October 22, 2014
                                       For Quadrant: 
Retail Energy Quadrant
                                       Requesters:
Retail Energy Quadrant Data Privacy Task 


Force
                                       Request No.: 
Retail Energy Quadrant 2014 Annual Plan Item 


6.a and R12008
                                       Request Title:
Review and consider changes to NAESB 



REQ.22 as requested by SGIP CSWG (R12008) 


– in coordination with the DoE effort to develop 

            a voluntary code of conduct

1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

	
	Accept as requested
	
	Change to Existing Practice

	
	Accept as modified below
	X
	Status Quo

	X
	Decline
	
	


2.  TYPE OF DEVELOPMENT/MAINTENANCE

	Per Request:
	Per Recommendation:

	
	Initiation
	
	Initiation

	
	Modification
	
	Modification

	
	Interpretation
	
	Interpretation

	
	Withdrawal
	
	Withdrawal

	
	
	
	

	
	Principle
	
	Principle

	
	Definition
	
	Definition

	
	Business Practice Standard
	
	Business Practice Standard

	
	Document
	
	Document

	
	Data Element
	
	Data Element

	
	Code Value
	
	Code Value

	
	X12 Implementation Guide
	
	X12 Implementation Guide

	
	Business Process Documentation
	
	Business Process Documentation


3.  FINAL ACTION
SUMMARY:

On August 16, 2012, NAESB received a standards request, R12008, from the Smart Grid Interoperability Panel (SGIP) Cyber Security Work Group (CSWG).  As part of the process of reviewing a standard for inclusion in the SGIP Catalog of Standards, the Cyber Security Working Group assesses whether the standard is consistent with the high level cybersecurity requirements and privacy recommendations contained in NIST IR 7628, “Guidelines for Smart Grid Cyber Security”.  The proposed modifications to NAESB REQ.22 are the result of the CSWG review.  On December 6, 2012, the NAESB Board of Directors added 2012 Retail Annual Plan Item 8 (2014 Retail Annual Plan Item 6.a) to the annual plan and assigned the item to the NAESB Data Privacy Task Force.  The NAESB Data Privacy Task Force met on February 25, 2013 to review each proposed modification and determined to postpone a decision on a no action recommendation on the request until the direction of the Department of Energy (DoE) effort on the Voluntary Code of Conduct (VCC) was determined.  On September 2, 2014, the task force held a conference call and unanimously voted out this no action recommendation on Annual Plan Item 6.a and R12008.  
Recommended Standards:
No changes are needed at this time.
4.  SUPPORTING DOCUMENTATION
a.   Description of Request: 
These proposed additions to NAESB REQ.22 are the result of the CSWG review:
•
Additional cybersecurity requirements. The CSWG recommends that additional cybersecurity requirements for supporting privacy as well as traditional cybersecurity requirements for third party access to smart meter-based information be addressed in this or another document.

•
Utility privacy requirements. A utility company should undertake some due diligence activities in order to help protect the privacy of Retail Customer data and to ensure that contracted agents protect the data throughout the entire data lifecycle. 

•
Utility customer education. Utilities may wish to consider the possible benefits of educating customers about what due diligence customers may do to help protect their data once it is transferred to a third party. 

•
Third Party identity verification. A potential gap could allow for an imposter to obtain Smart-meter based Information because there is no requirement for a third party to verify their identity with a Distribution Company before the release of data.  This should be addressed in REQ.22 or elsewhere, perhaps by the applicable regulatory authority.  It is understood that in some cases there may be guidance in these areas from other sources, such as State governments.
b.   Description of Recommendation:

On September 2, 2014, the task force held a conference call and unanimously voted out this no action recommendation on Annual Plan Item 6.a and R12008.  
c.   Business Purpose:

 N/A
d.   Commentary/Rationale of Subcommittee(s)/Task Force(s):
On September 2, 2014, the task force held a conference call and unanimously voted out this no action recommendation on Annual Plan Item 6.a and R12008.  

February 25, 2013 NAESB Data Privacy Task Force Notes: https://www.naesb.org/pdf4/data_privacy_022513notes.doc. 

September 2, 2014 NAESB Data Privacy Task Force Notes: https://www.naesb.org/pdf4/data_privacy_090214a.doc. 

NAESB Data Privacy Task Force Work Paper developed at the February 25, 2014 meeting and reviewed during the September 2, 2014 conference call: https://www.naesb.org/pdf4/data_privacy_022513a1.doc. 
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