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1. Introduction

This document describes the Transport Layer Security (TLS) settings for common internet
browsers. Included for each browser is how to view and change the TLS settings to support TLS
version 1.2 and how to check the TLS version when accessing a web site. Note: these browser

settings may be controlled by Group Policy and users may not be able to change them.
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2. Internet Explorer (IE)

2.1 How to View or Change the TLS Settings in IE

1. Open IE.
2. From the menu bar, click Tools > Internet Options > Advanced tab.

3. Scroll down to Security category, manually check the option box for Use TLS 1.2.

€ Internet Properties 7 ot

General Security Privacy Content Connections Programs Advanced

Settings

Enable DOM Storage s
[] Enable Enhanced Protected Mode*

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable Windows Defender SmartScreen

[] send Do Mot Track requests to sites you visit in Internet E
[] usessL 3.0
[] useTLS 1.0
[ ] useTL5 1.1
|=luse T1s 1.2
Warn about certificate address mismatch™

[] warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n
W

< >

*Takes effect after vou restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition.

You should only use this if your browser is in an unusable state,

Cancel Apply

4. Click on the “OK” button.

5. Close your browser and restart Internet Explorer.
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2.2 How to Find the TLS Version Used in IE

1. Launch the Internet Explorer.

2. Enter the Uniform Resource Locater (URL) you wish to check in the browser.

3. Right-click the page or select the Page drop-down menu, and select Properties.

4. In the new window, look for the Connection section. This will describe the version of TLS or

Secured Socket Layer (SSL) used.

Properties *

General

N | OATI webSupport 5.0

Protocol: HyperText Transfer Protocol with Privacy
Type: HTML Document

Connection:  TLS 1.2, AES with 258 bit encryption (High); ECDH
with 255 bit exchange

Zone: Trusted sites | Protected Mode: Off

Address: hitps:/fwebsupport.oati.comfwebsupportSupportMai
(URL) n.wml

Size: Mot Available

Created: Mot Available
Maodified: Mot Available

Conce | (0GRS
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3. Microsoft Edge

3.1 How to View or Change the TLS Settings in Microsoft Edge

1. In the Windows menu search box, type Internet options.
2. Under Best match, click Internet Options.

3. In the Internet Properties window, on the Advanced tab, scroll down to the Security section.

& Internet Properties 7 x

General Security Privacy Content Connections  Programs Advanced

Settings

Enable DOM Storage ~
[ ] Enable Enhanced Protected Mode®

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable Windows Defender SmartScreen

[ ] send Do Mot Track requests to sites you wvisitin Internet E

[ ] Use S5L 3.0
[] UseTLS 1.0
[] useT1S 1.1
|=ilus= Tis 1.2))
Warn about certificate address mismatch™

[ 1 warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

W
< >

*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition,

You should only use this if your browser is in an unusable state,

Cancel Apply

4. Check the User TLS 1.2 checkbox.
5. Click on the “OK” button.

6. Close your browser and restart Microsoft Edge browser.
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3.2 How to Find the TLS Version Used in Microsoft Edge

1. Press CTRL+SHIFT+i.
2. Click on the “Security Tab”.

3. View under “Connection” section.

Security overview

a @ A

This page is secure (valid HTTPS).

B Certificate - valid and trusted

The connection to this site is using a valid, trusted server
certificate issued by webCARES Issuing CA 2017,

View certificate

B Connection - secure connection settings

The connection to this site is encrypted and
authenticated using ThS 1.2, ECOHE_RS4A with X25519,
and AES_256_GCM.,

B Resources - all served securely

All resources on this page are senved securely,

©2020 OATI, Inc.
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4. Google Chrome (Lower than Release 81)
4.1 How to View or Change the TLS Settings in Google Chrome

1. In the Windows menu search box, type Internet options.
2. Under Best match, click Internet Options.

3. Inthe Internet Properties window, on the Advanced tab, scroll down to the Security section.

& Internet Properties 7 x

General Security Privacy Content Connections  Programs Advanced

Settings

Enable DOM Storage ~
[ ] Enable Enhanced Protected Mode®

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable Windows Defender SmartScreen

[ ] send Do Mot Track requests to sites you wvisitin Internet E

[ ] Use S5L 3.0
[] UseTLS 1.0
[] useT1S 1.1
|=ilus= Tis 1.2))
Warn about certificate address mismatch™

[ 1 warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

W
< >

*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition,

You should only use this if your browser is in an unusable state,

Cancel Apply

4. Check the User TLS 1.2 checkbox.
Click on the “OK” button.

6. Close your browser and restart Google Chrome.

NOTE: Starting with the release of Chrome 81, users won’t be able to connect with sites that

have not upgraded to TLS 1.2.
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4.2 How to Find the TLS Version Used in Google Chrome

1. Press CTRL+SHIFT+i.
2. Click on the “Security Tab”/

3. View under “Connection” section.

Security overview

a @ A

This page is secure (valid HTTPS).

B Certificate - valid and trusted

The connection to this site is using a valid, trusted server
certificate issued by webCARES Issuing CA 2017,

View certificate

B Connection - secure connection settings

The connection to this site is encrypted and
authenticated using ThS 1.2, ECOHE_RS4A with X25519,
and AES_256_GCM.,

B Resources - all served securely

All resources on this page are senved securely,
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5. Mozilla Firefox
5.1 How to View or Change the TLS Settings in Mozilla Firefox

1. Open Firefox

2. In the address bar, type “about:config” and press “Enter” button.

3. In the Search field, enter “tls”. Find and double-click the entry for
“security.tls.version.min”.

4. Set the integer value to 3 to force protocol of TLS 1.2 to be the default.

N NN 1T NT 1A TN T NN NN

+

5. Click on the “OK” button. ©2020 OATI, Inc.

6. Close your browser and restart Mozilla Firefox.

5.2 How to find the TLS version used in Mozilla Firefox

1. Launch Firefox.

2. Enter the URL you wish to check in the browser.

3. In the address bar, click the icon to the left of the URL.
4. Click on the arrow to the right.

O “ t t.oat.com, w

Site Information for websupport.oati.com

“ Connection secure 1
Connection verified by a certificate issuer that is L webSupport
not recognized by Moazilla. t‘\

Show connection details

23 Permissions -
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5. View Technical Details
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Website ldentity
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Privacy & History

Have | visited this website prior to today? Mo
s this website storing information on my computer? Mo
Have | saved any passwords for this website? Mo
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View Certificate

Clear Cookies and Site Data

View Saved Passwords

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA384, 256 bit keys, TLS 1.2)

The page you alesviewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. |t is

therefore unlikely that anyone read this page as it traveled across the network,
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