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North American Energy Standards Board
Request for Initiation of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
or 

Enhancement of an Existing NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
Instructions:


1.
Please fill out as much of the requested information as possible.  It is mandatory to provide a contact name, phone number and fax number to which questions can be directed.  If you have an electronic mailing address, please make that available as well.


2.
Attach any information you believe is related to the request.  The more complete your request is, the less time is required to review it.


3.
Once completed, send your request to:




Rae McQuade




NAESB, President



801 Travis, Suite 1675



Houston, TX  77002




Phone:  713‑356‑0060



Fax:      713‑356‑0067



by either mail, fax, or to NAESB’s email address, naesb@naesb.org.

Once received, the request will be routed to the appropriate subcommittees for review.

North American Energy Standards Board
Request for Initiation of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction

or 

Enhancement of an Existing NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
   Date of Request:   12/9/2019
1.  Submitting Entity & Address:




    
Southwest Power Pool





201 Worthen Dr. 





Little Rock, AR 72223

2.  Contact Person, Phone #, Fax #, Electronic Mailing Address:





Name 
:     
Joshua Phillips




Title 
:     
Lead Policy Analyst




Phone :  
501-688-1761




Fax 
:
___________________________________





E‑mail
:
jphillips@spp.org
3. Title and Description of Proposed Standard or Enhancement:

Title:  Conforming changes to the e-Tag specification in support of the Sandia National Labs report.

Description:

	The Sandia Report indicated, 

· Additionally, the assessment team recommends that WEQ-002 be reviewed with consideration to incorporate NIST 800-52 details for TLS version and associated configurations which currently requires version 1.2 and support for version 1.3 by January 1, 2021. Specific configurations for TLS servers and TLS versions are detailed in section 4 of NIST 800-52 and the specific server implementation is dependent on the TLS version and implementation strategy. SSL protocol is disallowed for both government and business – facing applications and as such, the assessment team recommends disallowing support for SSL version protocols and removal of references to SSL versions and exclusively callout TLS version 1.2 configured with validated FIPS-140-2 modules

· The assessment team recommends removal of HTTP communication for status notifications and utilizing either HTTPS solutions or utilize encrypted email notification. In section WEQ-002-5.1 appears to require encrypted communication but in WEQ-002-4.2 allowances are made for HTTP notifications. NIST SP 800-131A REV 2 provides guidance for acceptable encryption (AES 128 bit or better), random bit generation, hash functions and message authentication codes.

The current e-Tag Specification indicates that entities may use SSL, an older less secure method for communication between parties.  These references should be updated to conform to the recent Sandia National Labs Security review which indicated similar updates to the OASIS standards.




4. Use of Proposed Standard or Enhancement (include how the standard will be used, documentation on the description of the proposed standard, any existing documentation of the proposed standard, and required communication protocols): 


Use of the standard will continue as done today, however be covered by enhanced security policies.
5. Description of Any Tangible or Intangible Benefits to the Use of the Proposed Standard or Enhancement:


Adoption of these changes will align the specification with the suggestions provided by the Sandia National Labs Report.
6.  Estimate of Incremental Specific Costs to Implement Proposed Standard or Enhancement:


None anticipated.
7.  Description of Any Specific Legal or Other Considerations:


None known at this time
8.  If This Proposed Standard or Enhancement Is Not Tested Yet, List Trading Partners Willing to Test Standard or Enhancement (Corporations and contacts):


This enhancement will require e-Tag vendors complete an interoperability test to adopt the revisions.

9.  If This Proposed Standard or Enhancement Is In Use, Who are the Trading Partners:


N/A

10.  Attachments (such as: further detailed proposals, transaction data descriptions, information flows, implementation guides, business process descriptions, examples of ASC ANSI X12 mapped transactions):



N/A

