R18012

North American Energy Standards Board
Request for Initiation of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
or 

Enhancement of an Existing NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
Instructions:


1.
Please fill out as much of the requested information as possible.  It is mandatory to provide a contact name, phone number and fax number to which questions can be directed.  If you have an electronic mailing address, please make that available as well.


2.
Attach any information you believe is related to the request.  The more complete your request is, the less time is required to review it.


3.
Once completed, send your request to:




Rae McQuade




NAESB, President



801 Travis, Suite 1675



Houston, TX  77002




Phone:  713‑356‑0060



Fax:      713‑356‑0067



by either mail, fax, or to NAESB’s email address, naesb@naesb.org.

Once received, the request will be routed to the appropriate subcommittees for review.

North American Energy Standards Board
Request for Initiation of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction

or 

Enhancement of an Existing NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
   Date of Request:   September 23, 2018
1.  Submitting Entity & Address:




    
SSL.com




3100 Richmond Ave Suite 503




Houston, Texas, USA
2.  Contact Person, Phone #, Fax #, Electronic Mailing Address:





Name 
:     
Leo Grove




Title 
:     
President




Phone :  
832-788-6268




Fax 
:
832-201-7706




E‑mail
:
leo@ssl.com
3. Title and Description of Proposed Standard or Enhancement:

Title:

Baseline Requirements for PKI and Digital Certificate Issuance in the OpenFMB Protocol. 
_______________________________________________________________________

_______________________________________________________________________

_______________________________________________________________________

Description:

Currently there are no standards for the issuance and maintenance of x509 certs in the OpenFMB protocol. It's left up to the implementer to create their own self-signed Root CA and adopt internal standards. 
This would be considered bad practice that could introduce vulnerabilities and compliance issues in the future. Furthermore, if a hacker or disgruntled employee compromised the self-signed Root certificate, this could render all certificates (and by extension the devices) that chain the compromised Root certificate useless. In addition, the in-house CA would no longer be viable and all relying parties (including users) on the particular OpenFMB implementation potentially could be compromised and/or exposed.
4.  Use of Proposed Standard or Enhancement (include how the standard will be used, documentation on the description of the proposed standard, any existing documentation of the proposed standard, and required communication protocols): 

The NAESB Certification Program for Accredited Certification Authorities (NAESB ACA program)
will govern the implementation of Public Key Infrastructure (PKI) and x509 certificates for OpenFMB. The criteria and documentation can be found in the NAESB ACA program documentation (see https://www.naesb.org/member_login_check.asp?doc=certification_specifications.docx ).
5.  Description of Any Tangible or Intangible Benefits to the Use of the Proposed Standard or Enhancement:

This would alleviate the requirement for an implementer to build and maintain their own PKI (which if not done right makes the implementation vulnerable and even if done properly can be time consuming and expensive). In addition, this would mandate baseline requirements to properly secure the implementation and root key materials and would protect all relying parties using accepted best practices and already tested methods.
6.  Estimate of Incremental Specific Costs to Implement Proposed Standard or Enhancement:

Costs would be incurred by NAESB Accredited Certification Authorities, which in turn would charge for their services and products. Since the NAESB ACA is well documented, transparent and open to any qualifying Certificate Authority, competition would dictate that prices remain competitive.
7.  Description of Any Specific Legal or Other Considerations:

Each participating CA will continue to review the requirements for the NAESB ACA Program. 
8.  If This Proposed Standard or Enhancement Is Not Tested Yet, List Trading Partners Willing to Test Standard or Enhancement (Corporations and contacts):

NAESB ACA standards are currently being implemented throughout NAESB. This proposed standard seeks to extend implementation of the NAESB ACA to OpenFMB.  
9.  If This Proposed Standard or Enhancement Is In Use, Who are the Trading Partners:

All parties that rely on NAESB standards for gas trading, etagging and EIR access currently rely on the NAESB ACA program.
10.  Attachments (such as : further detailed proposals, transaction data descriptions, information flows, implementation guides, business process descriptions, examples of ASC ANSI X12 mapped transactions):

(see https://www.naesb.org/member_login_check.asp?doc=certification_specifications.docx).

_______________________________________________________________________

_______________________________________________________________________

_______________________________________________________________________

_______________________________________________________________________

