R11015

North American Energy Standards Board
Request for Initiation of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
or 

Enhancement of an Existing NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
Instructions:


1.
Please fill out as much of the requested information as possible.  It is mandatory to provide a contact name, phone number and fax number to which questions can be directed.  If you have an electronic mailing address, please make that available as well.


2.
Attach any information you believe is related to the request.  The more complete your request is, the less time is required to review it.


3.
Once completed, send your request to:




Rae McQuade




NAESB, President



801 Travis, Suite 1675



Houston, TX  77002




Phone:  713‑356‑0060



Fax:      713‑356‑0067



by either mail, fax, or to NAESB’s email address, naesb@naesb.org.

Once received, the request will be routed to the appropriate subcommittees for review.

Please note that submitters should provide the requests to the NAESB office in sufficient time so that the NAESB Triage Subcommittee may fully consider the request prior to taking action on it.  It is preferable that the request be submitted a minimum of 3 business days prior to the Triage Subcommittee meetings.  Those meeting schedules are posted on the NAESB web site at http://www.naesb.org/monthly_calendar.asp.

North American Energy Standards Board
Request for Initiation of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction

or 

Enhancement of an Existing NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
   Date of Request:   __6/24/2011___
1.  Submitting Entity & Address:

	ISO New England

1 Sullivan Rd.

Holyoke,  MA 01040


	Midwest ISO

P.O. Box 4202

Carmel, IN 46082
	Tennessee Valley Authority 400 West Summit Hill Dr.

Knoxville, TN 37902




2.  Contact Person, Phone #, Fax #, Electronic Mailing Address:





Name 
:     
Jamshid Afnan




Title 
:     
Vice President, Information Technologies




Phone :  
413-535-4325




Fax 
:
N/A




E‑mail
:
jafnan@iso-ne.com
3. Title and Description of Proposed Standard or Enhancement:

Title:

Technology Review and Upgrade for NAESB Public Key Infrastructure Standard WEQ-012
Description:

The field of security technologies is constantly evolving as new technologies are introduced 

and existing technologies are replaced by newer, more secure versions. The WEQ-012 standard was ratified by the membership in 2007. Since that time many security breaches have occurred throughout the commercial world where sensitive information was accessed by unauthorized parties and the flaws which enable such breaches have been patched, or newer, more robust technologies have been introduced which are not vulnerable to these flaws. Technologies that were not available when WEQ-012 was first developed are now mainstream, for example faster, more reliable methods for performing online certificate validation have improved the integrity of the entire certificate verification process. Hashing algorithms which were once considered viable have been proven flawed.  
The purpose of this standards request is twofold 1) update WEQ-012 with the latest best practices and security technologies for PKI and 2) ensure that regularly scheduled technology reviews/updates are performed on the WEQ-012 standard going forward. 
4.  Use of Proposed Standard or Enhancement (include how the standard will be used, documentation on the description of the proposed standard, any existing documentation of the proposed standard, and required communication protocols): 

The existing WEQ-012 standard will be reviewed and revised as necessary in order to incorporate the latest best practices and security technologies for ensuring a secure, reliable PKI infrastructure. 
5.  Description of Any Tangible or Intangible Benefits to the Use of the Proposed Standard or Enhancement:

· Any known security or technical issues that may negatively impact WEQ-012 will be addressed. 

· Newer, more robust best practices, methods and technologies will replace any outdated versions contained in WEQ-012
· Industry accepted methods for auditing Certification Authorities (CA) will be introduced where applicable in order to facilitate the CA certification process.
6.  Estimate of Incremental Specific Costs to Implement Proposed Standard or Enhancement:

Companies with existing software maintenance agreements should receive updated versions of the software containing these revisions from their PKI vendor.
Certification Authorities will be expected to include appropriate WEQ-012 revisions to business practices, methods, security enhancements and technologies within their environments. 

7.  Description of Any Specific Legal or Other Considerations:

It is expected that state and federal laws and regulations pertaining to PKI and Certification Authorities will be given adequate consideration by the subcommittee responsible for updating WEQ-012.
8.  If This Proposed Standard or Enhancement Is Not Tested Yet, List Trading Partners Willing to Test Standard or Enhancement (Corporations and contacts):

Testing will be performed among NAESB certified Certification Authorities claiming compliance with the revised WEQ-012 standard and subscribers of Digital Certificates from these CA’s. Testers should have experience with the previous version of WEQ-012 and have an understanding of the differences being introduced in the revised standard.
9.  If This Proposed Standard or Enhancement Is In Use, Who are the Trading Partners :

There are no existing trading partners using the proposed WEQ-012 standard contained in this standards request.
10.  Attachments (such as : further detailed proposals, transaction data descriptions, information flows, implementation guides, business process descriptions, examples of ASC ANSI X12 mapped transactions):

The existing WEQ-012 standard will be used as a basis for the work associated with this standards request.

