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North American Energy Standards Board
Request for Initiation of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
or 

Enhancement of an Existing NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
Instructions:


1.
Please fill out as much of the requested information as possible.  It is mandatory to provide a contact name, phone number and fax number to which questions can be directed.  If you have an electronic mailing address, please make that available as well.


2.
Attach any information you believe is related to the request.  The more complete your request is, the less time is required to review it.


3.
Once completed, send your request to:




Rae McQuade




NAESB, President



801 Travis, Suite 1675



Houston, TX  77002




Phone:  713‑356‑0060



Fax:      713‑356‑0067



by either mail, fax, or to NAESB’s email address, naesb@naesb.org.

Once received, the request will be routed to the appropriate subcommittees for review.

Please note that submitters should provide the requests to the NAESB office in sufficient time so that the NAESB Triage Subcommittee may fully consider the request prior to taking action on it.  It is preferable that the request be submitted a minimum of 3 business days prior to the Triage Subcommittee meetings.  Those meeting schedules are posted on the NAESB web site at http://www.naesb.org/monthly_calendar.asp.

North American Energy Standards Board
Request for Initiation of a NAESB Business Practice Standard, Model Business Practice or Electronic Transaction

or 

Enhancement of an Existing NAESB Business Practice Standard, Model Business Practice or Electronic Transaction
   Date of Request:   December 6, 2010
1.  Submitting Entity & Address:




    
Reliant Energy




1000 Main Street




Houston, TX 77002

2.  Contact Person, Phone #, Fax #, Electronic Mailing Address:





Name 
:     
Mary Zientara




Title 
:     
Director Smart Energy Fulfillment




Phone 
:  
(713) 497-5306




Fax 
:
(713) 537-5306




E‑mail
:
mzientara@reliant.com 
3. Title and Description of Proposed Standard or Enhancement:

Title:

Model Business Practices for Third Party Access to Consumer Smart Grid data
Description: 
The deployment of Smart Grid technologies and the standardization of energy usage information syntax and transport, enable new parties to gain access to consumer usage data. By enabling third parties access to consumer usage data innovative consumer products will be developed which will give consumers more insight and control over their energy usage. Some states are considering or have allowed third parties to access consumer usage data. The model business practices will set forth best practices on the release of consumer information to third parties and recommendations on the privacy policies and practices those third parties should employ. 

4.  Use of Proposed Standard or Enhancement (include how the standard will be used, documentation on the description of the proposed standard, any existing documentation of the proposed standard, and required communication protocols): 

The model business practices will provide policy guidance to state regulators on granting third party access to consumer information and the third party’s responsibility to protect consumer privacy and to employ data handling best practices. 
The DOE Data Access and Privacy Issues Related to Smart Grid Technologies report (October 5, 2010) and the NISTIR 7628 Guidelines for Smart Grid Cyber Security, Vol. 2 Privacy and the Smart Grid both provide guidance to regulators and policy makers for third party data access. 

Recommendations from the DOE report include:

1. Consumption data should be released only with the customer’s authorization

2. Authorized third parties should be required to protect the privacy and security of customer data and only use it for the purposes specified in the authorization

3. Define the circumstances, conditions, and data that may be released to third parties

4. Define and establish customer complaint procedures

Guidelines from the NISTIR Vol. 2 include:
1. Require a third party Privacy Impact Assessment (PIA) using the NISTIR model

2. Require the third party to have privacy policies and practices which include the following NISTIR recommended principles:
a. Management and Accountability
· Appoint designated security personnel

· Provide regular privacy training for all workers who have access to personal smart grid information

b. Customer Notice and Purpose
· Provide notice of all purposes for which the customer data will be used, how long the data will be maintained, and which third parties the data will be shared with
c. Choice and Consent

· To the extent practicable, obtain explicit approval for the collection and use of personnel information

· Customers should have the option to forgo data collection and services that are not related to the core services provided

d. Collection and Scope

· Only personal information that is required to fulfill the stated purpose should be collected

e. Use and Retention

· Information should be used or disclosed only for the purpose for which it was collected and divulged only to those parties authorized to receive it

· Information should be aggregated and anonymity preserved wherever possible

· Information should be kept only as long as is necessary to fulfill the purposes for which it was collected

f. Individual Access

· A process should be available whereby an individual may ask to see their personal information and correct inaccuracies

· Individuals should be informed about parties with whom their personal information has been shared

g. Disclosure and limiting Use

· Seek individual approval for disclosure of consumer data to third parties

h. Security and Safeguards

· Personal information should be protected from loss, theft, unauthorized access, inappropriate disclosure, copying, use, or modification

5.  Description of Any Tangible or Intangible Benefits to the Use of the Proposed Standard or Enhancement:

By incorporating these model business practices into regulatory rulemakings, the time and cost spent in a rulemakings will be reduced and the requirements on third parties for access to consumer usage data will be standardized across jurisdictions.  With a set of standard requirements, third parties will be able to offer consumer products in many different regions achieving economies of scale, reducing the cost to the consumer, and bringing the benefits of the smart grid to consumers. 

6.  Estimate of Incremental Specific Costs to Implement Proposed Standard or Enhancement:

There will be a cost to develop such practices for third parties who do not already employ privacy and data handling best practices.
7.  Description of Any Specific Legal or Other Considerations:

Unknown.
8.  If This Proposed Standard or Enhancement Is Not Tested Yet, List Trading Partners Willing to Test Standard or Enhancement (Corporations and contacts):

9.  If This Proposed Standard or Enhancement Is In Use, Who are the Trading Partners :

Not Applicable

10.  Attachments (such as : further detailed proposals, transaction data descriptions, information flows, implementation guides, business process descriptions, examples of ASC ANSI X12 mapped transactions):

1. NISTIR 7628 Guidelines for Smart Grid Cyber Security, Vol. 2 Privacy and the Smart Grid:
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf 

2. DOE Data Access and Privacy Issues Related to Smart Grid Technologies: http://www.gc.energy.gov/documents/Broadband_Report_Data_Privacy_10_5.pdf 
