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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org


Home Page: www.naesb.org

via posting

TO:
NAESB Board Critical Infrastructure Committee Members and posting for Interested Industry Parties

FROM: 

Cory Galik Cummings, NAESB Counsel

RE:

Meeting Notes for the NAESB Board Critical Infrastructure Committee

DATE:

October 6, 2010

Dear Critical Infrastructure Committee Members,

A Critical Infrastructure Committee conference call was held on September 30, 2010. The meeting was called to order at 1:00 pm C. Mr. Hurley presided over the meeting and Ms. Cummings served as counsel for the meeting.  The notes below serve as a record for the meeting.

	Notes for the September 30, 2010 NAESB Board Critical Infrastructure Meeting

	Administrative:
	Mr. Hurley welcomed the participants to conference call and thanked them for attending.  Ms. Cummings provided the antitrust guidance.  The draft agenda was reviewed.  Ms. Crockett made a motion to adopt the agenda as drafted and Mr. Spangler seconded the motion.  The motion passed without opposition.

	Discussion of Cyber Security Legislation
	Mr. Hurley provided a review of the status of the Draft Lieberman Senate Bill (Senate Bill S. 3480).  The bill is being merged with the Rockefeller Cyber Security bill to create an omnibus bill for critical infrastructure protection.  He anticipated a draft would be available in November, which may not be publicly available.  The legislature is still waiting on the administration’s wish list for the bill.    Ms. Barry asked how the bill would be impacted by the upcoming elections.  Mr. Hurley answered that the issue is a big enough national security interest that it will remain important, regardless of the election outcomes.  
Next, Mr. Hurley discussed stuxnet, which has been referred to as a polymorphic virus that can change over time to attack specific types of hardware.  
In discussing NIST’s Smart Grid Cyber Security efforts, it was noted that there has not been consensus in the manner they were produced and few electric industry participants were involved in the process.  Ms. McQuade noted that it would be difficult for standards that have not been vetted through the industry responsible for them to garner industry support.  Mr. Gallagher noted there was a strong coalition from the electric industry that was working on cybersecurity, so the industry would not be taken by surprise with regulation or legislation.  

Ms. McQuade stated that she was unsure if any of these activities would result in NAESB action but it was important to stay informed of the ongoing activities that could have a possible impact on NAESB’s body of work.  

	Other Business/Next Meeting and Action Items:
	The next meeting is scheduled for November 11, 2010.  The two items to be discussed at that meeting are:
1) evaluation of existing body of standards in light of cybersecurity

2) an update on recent administration meetings regarding cybersecurity and critical infrastructure.

	Adjourn:
	Mr. McCurley moved to adjourn the meeting at 2:12 pm Central.

	Work Papers Provided for the Meeting:
	Meeting Related Documents:
· July 19, 2010 meeting notes: http://www.naesb.org/pdf4/bd_cic_071910notes.doc  
· Antitrust Guidelines: http://www.naesb.org/misc/antitrust_guidance.doc
· NIST IR 7628 – Smart Grid Cyber Security Strategy and Requirements
· Volume 1:  http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf 

· Volume 2:  http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf 

· Volume 3:  http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf 

Introduction to NIST IR 7628:  http://www.naesb.org/pdf4/bd_cic_093010w1.doc

	CRITICAL INFRASTRUCTURE COMMITTEE MEMBERS

	Name
	Organization 
	Attendance

	Jim Buccigross
	8760, Inc.
	

	Ralph Cleveland
	AGL Resources, Inc.
	

	Joelle Ogg
	Brunenkant & Cross, LP
	Phone

	Chris Eisenbrey
	Edison Electric Institute
	

	Bob Gee
	Gee Strategies Group
	Phone

	J. Cade Burks
	ista
	

	Leigh Spangler
	Latitude Technologies
	Phone

	Paul McCurley
	NRECA
	Phone

	Bill Boswell
	NAESB General Counsel
	

	Rick Smead
	Navigant Consulting, Inc.
	

	Diane Barney
	New York State Department of Public Service Staff
	

	Bruce Ellsworth
	New York State Reliability Council
	

	Michehl Gent
	Open Access Technology International, Inc
	

	Chris Kotting
	Public Utilities Commission of Ohio
	

	Thomas Pearce
	Public Utilities Commission of Ohio
	

	Jesse D. Hurley
	Shift Research, LLC
	Phone

	Michael Desselle
	Southwest Power Pool
	

	Dave Darnell
	Systrends USA
	

	Susanna B. Barry
	Tennessee Gas Pipeline Company
	Phone

	Chuck Feagans
	Tennessee Valley Authority
	Phone

	Valerie Crockett
	Tennessee Valley Authority
	Phone

	Christopher Freitas
	US Department of Energy
	

	Brett Perlman
	Vector Consultants
	

	William Gallagher
	Vermont Public Power Supply Authority
	Phone

	Notes for the July 19, 2010 NAESB Board Critical Infrastructure Meeting

	Other Attendees

	Attendee
	Organization

	Kathryn Burch
	Spectra Energy

	Ed Skiba
	 Midwest ISO

	Keith Sappenfield
	Encana

	Ed Davis
	Entergy

	Mark Gracey
	El Paso

	Kathy York
	TVA

	Bill Griffith
	El Paso

	Ward Pyles
	Southern Company

	Richard Ishikawa
	Southern California Gas Company

	Allan Shaw
	Capitoll

	Rae McQuade
	NAESB

	Cory Cummings
	NAESB 
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