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RECOMMENDATION - WGQ/REQ/RGQ EXECUTIVE COMMITTEES
                                       For Quadrant: 
WGQ/REQ/RGQ
                                       Requesters:
WGQ EDM, REQ/RGQ IR/TEIS Subcommittees
                                       Request No.: 
WGQ Annual Plan Item 4; REQ/RGQ AP Item 6 


1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

  X  Accept as requested


      Change to Existing Practice

      Accept as modified below


      Status Quo

      Decline

2.  TYPE OF DEVELOPMENT/MAINTENANCE

Per Request:




Per Recommendation:
  X  Initiation




  X  Initiation 

      Modification




      Modification

      Interpretation



      Interpretation

      Withdrawal




      Withdrawal

      Principle 




      Principle 

      Definition 




      Definition 

      Business Practice Standard 


      Business Practice Standard 

  X  Document 




 X   Document 

      Data Element 



      Data Element

      Code Value 




      Code Value 

      X12 Implementation Guide


      X12 Implementation Guide

      Business Process Documentation

      Business Process Documentation

3.  RECOMMENDATION SUMMARY:
The NAESB WGQ Electronic Delivery Mechanism (EDM) subcommittee and the REQ/RGQ Technical Electronic Implementation subcommittee (TEIS) were tasked with comparing the Internet Electronic Transport (Internet ET) standards with specifications from the Internet Engineering Task Force (IETF) Applicability Statements (AS) 2 and 3 per WGQ Annual Plan item number 4 and REQ/RGQ Annual Plan item number 6.  
The following are the subcommittees findings. 
Internet ET compared to 
IETF Applicability Statements (AS) 2 and 3

Internet ET (previously WGQ GISB EDM) and AS2/AS3 History

In 1996 GISB developed the first version of the HTTP-based EDM to support exchanging natural gas related electronic transactions.  Several other industries (e.g. Automotive Industry Action Group - AIAG) developed similar communication protocol standards.  

In the late 1990’s, the IETF commissioned the EDIINT (Electronic Data Interchange over the Internet) group to develop global Internet electronic transaction transport standards.  For informational purposes, AS1 was the first standard and is based on e-mail/Simple Mail Transfer Protocol (SMTP) models and protocols.  AS2 followed and was similar to GISB and AIAG protocols using HTTP to exchange transactions.  For a brief period, AS2 was closely aligned with GISB EDM; however, for a variety of reasons this partnership dissolved and EDIINT removed GISB references from the final AS2 (RFC4130) specification dated July 2005.  As GISB evolved to NAESB, aligning the EDM transport to AS2 was again discussed.  The alignment never was realized due to the NAESB installed base of users’ desire to retain control for technical and energy-related regulatory reasons.  Recently, EDIINT has also introduced the FTP (File Transfer Protocol)-based AS3 protocol.

From 2000 through 2004, GISB retained AS2 language and incorporated some AS2 conventions.  Due to the EDM’s broad use in the Energy industry, in 2005, NAESB separated the electronic transaction messaging standards from the WGQ (Wholesale Gas Quadrant) EDM, and named it the Internet ET.  The Internet ET is now shared and used within NAESB by the WGQ, RGQ and REQ, but not the WEQ.
High-Level Differences

NAESB Internet ET shares many AS2 and AS3 conventions.  Below are the most significant differences:

Receipts

AS2 and AS3 use Message Disposition Notification (MDN) for receipts, while the Internet ET uses a convention called the ‘GISB Acknowledgement’.  In practice these acknowledgements are very similar.

Encryption and Signatures

Encryption and signatures ensure privacy and non-repudiation among trading partners.  AS2 and AS3 use S/MIME to sign and encrypt data, while the Internet ET uses OpenPGP and PGP.  AS2 requires the entire header and payload to be encrypted with S/MIME.  The Internet ET encrypts the payload using OpenPGP/PGP and encrypts the entire communication session with 128-bit SSL. 

Certificates

Certificates ensure authenticity among trading partners.  AS2 and AS3 use X.509 certificates while Internet ET uses OpenPGP/PGP certificates.

Header Data Elements

When a computer receives an HTTP/HTTPS request, a number of data elements are placed in a ‘header’ to give direction to the computer for processing the request. 
There are some functional similarities in the headers of AS2 and IET, but there are also many differences.

Vendor Support

AS2 has broad vendor support with 22 vendors listed as tested on the AS2 Certification site (http://www.drummondgroup.com/html-v2/as2-companies.html).   AS3 has 7 vendors (http://www.drummondgroup.com/html-v2/as3-companies.html).  The AS2/AS3 certification site does not indicate certified service provider information.  Internet ET currently has 3 certified software vendors, or service providers (http://www.naesb.org/materials/certification.asp).  All interstate pipelines are required to be compliant with NAESB Internet ET standards due to FERC regulation.  In addition to NAESB certified software vendors and regulated pipelines, there are many state energy regulatory agencies that have adopted the Internet ET as their internet transport mechanism.

Interoperability between Internet ET and AS2 and AS3
As the preceding paragraphs illustrate, currently there is no simple interoperability between the NAESB Internet ET and any of the AS2 and AS3 methods.  Companies that communicate with both Internet ET and AS2 and AS3 trading partners must support two software/communication technologies. While the migration of all users to a common protocol could create benefits, any migration strategy should consider:

· Breadth of established customer base of each protocol
· Regulatory issues (e.g. interstate pipelines are federally regulated and are required to support the Internet ET)
· Current systems enjoy low support costs and established vendor support
· Extensive planning to coordinate a synchronized cross industry implementation to limit disruption of current communications
· Internally developed solutions that would be difficult to convert
· One-time migration costs - including additional staffing, hardware and software   
Internet ET/AS2, AS3 Comparison Grid
	
	GISB EDM / NAESB Internet ET
	IETF AS2
	IETF AS3

	History
	· 1996 – Version 1.0 release to support Gas Nominations; included with broader EDM book of standards

· 2003 – Version 1.6 using SSL, OpenPGP

· 2005 – Separated from EDM and renamed IET
	· 2000 – AS2 (HTTP) announced

· 2000 – Collaboration w/ GISB begins; AS2 and GISB EDM closely aligned

· 2003 – AS2 and GISB partnership dissolves

· 2003 – AS2 finalized
	· 2005 – AS3 (FTP) announced

	Industry Support
	Retail/Wholesale Natural Gas (FERC-mandated), Retail Electric (state-mandated)
	Banking, Health Care, many others
	

	Protocol
	HTTPS
	HTTPS
	FTP

	Cryptography
	OpenPGP, PGP
	S/MIME
	S/MIME

	Certificates
	PGP, X.509 emulation
	X.509
	X.509

	Receipts
	GISB Acknowledgement
	MDN
	MDN

	Entity Identification
	DUNS
	GLN
	GLN

	Vendor Support
	3
http://www.naesb.org/materials/certification.asp 
	22

http://www.drummondgroup.com/html-v2/as2-companies.html
	7

http://www.drummondgroup.com/html-v2/as3-companies.html


	Privacy
Privacy
	X
	X
	X

	Authentication
Authentication
	X
	X
	X

	Integrity
Integrity
	X
	X
	X

	Non-repudiation of Receipt
	X
	X
	X

	EDI Data Format
EDI data format
	X
	X
	X

	XML XXM
XML data format

	X
	X
	X


	Transmit Large files without fragmenting (some SMTP servers automatically fragment large files into multiple partial messages)
	X
	X
	X

	Synchronous Transmission (no intermediate servers nor potential delays)
	X
	X
	

	Dial-up Internet connection
	
	
	X



BUSINESS PROCESS DOCUMENTATION (for addition, modification or deletion of business process documentation language)

4.  SUPPORTING DOCUMENTATION
a.  Description of Request:

WGQ 2006 Annual Plan item number 4 - Prepare a joint analysis with the retail quadrants for AS2 and AS3 protocols as compared to the NAESB IET; 
REQ/RGQ 2006 Annual Plan item number 6 - Prepare a joint analysis with the WGQ for AS2 and AS3 protocols as compared to the NAESB IET. 
b. Description of Recommendation:

WGQ EDM Subcommittee/REQ/RGQ TEIS Subcommittee: 

See the WGQ EDM - REQ/RGQ TEIS meeting minutes, and attachments for the supporting documentation, discussion, and voting records for the following dates:

01/12/2007
01/24/2007
02/16/2007
03/03/2007
03/20/2007
03/30/2007
04/16/2007
04/20/2007

05/04/2007

05/17/2007

Proposed Motion: In response to WGQ Annual Plan item 4 and RXQ Annual Plan item 6 the WGQ EDM and RXQ IR/TEIS subcommittees submit the following recommendation to the respective Executive Committees for their consideration.
Vote:


Unanimousily approved.
� While XML is not technically a part of the EDIINT, nor the WGQ QEDM specification, most software products support transmitting the XML data format since EDIINT as well as the Internet ET are “payload agnostic” (i.e. it transports any type of file).


�  The AS3 client software could use a dial-up, however, it is recommended that the AS3 server software be implemented with a 24x7 high reliability broadband connection 
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