

From: Love, Paul
Sent: Tuesday, March 25, 2008 9:00 AM
To: Rae Mcquade
Subject: Request R08008
Request R08008 which was recently triaged, found to be in scope and assigned to BPS causes concern for NGPL.  Annually, our system security procedures are reviewed by our auditors as part of their Sarbanes Oxley (Sarbanes) review.  Our auditors have very specific views on how data security access should be controlled to include who can update data and network security.  The perplexing nature of Sarbanes controls reviews is that each auditing firm develops its own guidelines as to what is an acceptable/appropriate control.  Thus, when addressing this request NAESB must be extremely careful not to develop any standards that require a specific technical/process solution since such specificity may not comply with particular Sarbanes guidelines.
Additionally, to the best of my knowledge security to web sites has not been standardized in any other industry.  In other industries, guidelines have been established and then the mechanics of what and how security is implemented on each web site is left up to the individual web site owner (I know from personal experience that this is the case in the financial/banking industry).  By having different security implementations, it becomes more difficult for individuals to gain industrywide unauthorized access to data or systems.
Based on these considerations, NGPL originally felt that this request was out of scope but is willing to proceed, with great caution, to consider it.  It is NGPL's position that only guidelines as opposed to standards, can be developed and those guidelines need to broad enough to cover many varied implementations.
