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RECOMMENDATION TO NAESB EXECUTIVE COMMITTEE

                                       For Quadrant:  Wholesale Electric Quadrant

                                       Requesters:
Electronic Scheduling Subcommittee and




Information Technology Subcommittee

                                       Request No.: 
R04006-B

                                       Request Title:
OASIS 1A Enhancements – Multiple Requests


1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

  X  Accept as requested


  X  Change to Existing Practice

      Accept as modified below


      Status Quo

      Decline

2.  TYPE OF DEVELOPMENT/MAINTENANCE

Per Request:




Per Recommendation:
  X  Initiation




  X  Initiation 

      Modification




      Modification

      Interpretation



      Interpretation

      Withdrawal




      Withdrawal

      Principle 




      Principle 

      Definition 




      Definition 

  X  Business Practice Standard 


  X  Business Practice Standard 

      Document 




      Document 

      Data Element 



      Data Element

      Code Value 




      Code Value 

      X12 Implementation Guide


     X12 Implementation Guide

      Business Process Documentation

      Business Process Documentation

3.  RECOMMENDATION

SUMMARY:
This recommendation modifies the OASIS Business Practices in order to provide a mechanism by which transmission providers can mitigate problems associated with Denial of Service attacks or grossly inefficient use of OASIS.  The particular cases addressed by this standard are,

· Denial of Service, 

· Queue Flooding, and

· Queue Hoarding.

In addition this recommendation suggests consolidation of all definitions from 1.3  and new definitions from this recommendation into a separate section preceeding the OASIS Business Practices.  All content is removed from section 1.3 and is reserved for future use.

Recommended Standards:

The following definitions section is to be added to the OASIS Business Practices.  It shall consist of definitions previously in Requirement 1.3 and new definitions resulting from the business practices proposed in this recommendation.  The new definitions are underlined.

Definitions – the following definitions are applicable to the OASIS Business Practices:
Affiliate-

 (1) For any exempt wholesale generator, as defined under section 32(a) of the Public Utility Holding Company Act of 1935, as amended, the same as provided in section 214 of the Federal Power Act; and

 (2) For any other entity, the term affiliate has the same meaning as given in 18 CFR 161.2(a).

Commission - the Federal Energy Regulatory Commission.

Denial of Service – the act of  intentionally or unintentionally  denying service to other OASIS customers by consuming OASIS cyber resources in such a way that OASIS performance is degraded and the market’s ability to operate is impeded.  (The name didn’t fit the definition.)
Identical Service Requests – “identical service requests” are those OASIS transmission service requests that have exactly the same values for the following OASIS template Data Elements:

· CUSTOMER_CODE

· CUSTOMER_DUNS

· SERVICE_INCREMENT

· TS_CLASS

· START_TIME

· STOP_TIME

· POR*

· POD*

· PATH*

* Service requests where any combination of PATH, POR and/or POD represent exactly the same commercial transmission elements shall be considered as “having the exact same value.”

Queue Flooding – excessive submission of identical service requests.

Queue Hoarding – this is the act, intentionally or unintentionally, of not confirming or withdrawing an accepted service request within the time limit specifed by the e-tag rules. .

Responsible party - the Transmission Provider or an agent to whom the Transmission Provider has delegated the responsibility of meeting any of the requirements of this part.

Reseller - any Transmission Customer who offers to sell transmission capacity it has purchased.

Transmission Provider - any public utility that owns, operates, or controls facilities used for the transmission of electric energy in interstate commerce.

Transmission Customer - any eligible customer (or its designated agent) that can or does execute a transmission service agreement or can or does receive transmission service.

Wholesale merchant function - the sale for resale of electric energy in interstate commerce.

The following changes are made to the OASIS Business Practices.

Standard 1.3 Reserved

The following requirements are added to the OASIS Business Practices.

Standard 8. Requirements for dealing with multiple, identical transmission service requests.

8.1 Denial of Service -  OASIS system administrators or Transmission Providers shall have the right to institute programs for the detection and mitigation of Denial of Service (DoS) events based on recognized standard industry practices. (the word attacks here implies an intentional event while the definition states a cause can be unintentional)
8.1.1 OASIS system administrators or Transmission Providers shall have the right to block a user’s large volume or high frequency submission of  transmission service requests that are syntactically invalid and/or do not constitute a valid, legitimate request for service under the terms of the Transmission Provider’s tariff (i.e., cannot be queued by OASIS for evaluation by the Transmission Provider) pursuant to the provisions in NAESB OASIS Business Practice Standard 1.5(d).
8.1.2 The Transmission Provider will have the right to suspend the user’s access to the OASIS system when it is determined that the user has casued two or more DoS events.
8.1.3 The user’s access to OASIS will be reinstated when they can demonstrate the problem that caused the DoS events has been corrected.

8.2 Queue Flooding - OASIS system administrators or Transmission Providers shall have the right to invalidate the submission of additional identical service requests by a given Transmission Customer when the sum of the capacity requested in all preceeding, pending, valid identical service requests for that Transmission Customer equals or exceeds the impacted transmission facilities’ Total Transfer Capability at any point in time over the duration of such requests.
8.2.1 The Transmission Provider will have the right to suspend the user’s access to the OASIS system when it is determined that the user has casued two or more Queue Flooding events.

8.2.2 The user’s access to OASIS will be reinstated when they can demonstrate the problem that caused the Queue Flooding events has been corrected.

8.3 Queue Hoarding - OASIS system administrators or Transmission Providers shall have the right to institute processes and procedures to limit the ability of a given Transmission Customer to delay the timely processing of transmission requests submitted by other Transmission Customers.  

8.3.1 When transmission service requests are queued for a limited transmission facility(ies) such that the Transmission Provider must wait for a given Transmission Customer to act on an accepted request for service prior to accepting or denying subsequent requests for service, the Transmission Provider shall have the right to deny and remove from consideration all subsequent identical service requests submitted by the same Transmission Customer should that Transmission Customer explicitly (i.e., withdraws their request) or implicitly (i.e., fails to confirm the request within the confirmation time limit) elect not to take service over the limited facility(ies).

8.3.2 Transmission Providers shall have the right to restrict the Customer Confirmation Time Limit, as established in Standard 4.13, in the event the confirmation time limit would extend beyond the Provider’s established scheduling deadline.  But in no event shall the TP impose such restrictions that would set the confirmation time limit to expire any earlier than 30 minutes before the pro forma scheduling deadline.

8.3.3 The Transmission Provider will have the right to suspend the user’s access to the OASIS system when it is determined that the user has casued two or more Queue Hoarding events.

8.3.4 The user’s access to OASIS will be reinstated when they can demonstrate the problem that caused the Queue Hoarding events has been corrected.

Appendix – Standard 8 Examples

8.3 Queue Hoarding

The following example assumes that the Transmission Provider made an assessment of their Firm ATC on path IN-OUT in response to ABC’s submission of a reservation request at 08:12:01.  The TP determined the Firm ATC to be 30 MW for 8/5/2004, which is sufficient to satisfy the first queued request. Following this evaluation, the TP accepts the first queued request from ABC at 11:30.   The TP delays acting on the next request from LMN since whether it is counteroffered with  “interim partial service” or accepted in total until the disposition of ABC’s request is determined. For this example, the TPs reservation queue at 11:30 on 8/2/2004 is shown in the following table.

CUSTOMER_ CODE
CUSTOMER_ DUNS
SERVICE_ INCREMENT
TS_CLASS
START_TIME
STOP_TIME
POR
POD
PATH
MW
STATUS
QUEUE_TIME

ABC
123456789
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
20
ACCEPTED
2004-08-02 08:12:01CS

LMN
567890123
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
15
QUEUED
2004-08-02 08:23:10CS

ABC
123456789
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
10
QUEUED
2004-08-02 08:45:06CS

ABC
123456789
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
10
QUEUED
2004-08-02 09:00:33CS

ABC
123456789
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
10
QUEUED
2004-08-02 10:01:16CS

XYZ
987654321
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
5
QUEUED
2004-08-02 10:57:41CS

LMN
567890123
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
15
QUEUED
2004-08-02 08:23:10CS

The Standard Customer Confirmation Time Limit for ABC is 24 hours, and the TP may retract their acceptance of ABC’s request on expiration of this confirmation time limit.  Standard Requirement 8.3.2 also gives the TP the right to remove from consideration (deny using STATUS of INVALID) all identical service requests from ABC should ABC elect to not confirm their first accepted request.  Assuming ABC takes no action on their first accepted request, the following table shows the results of exercising Requirement 8.3.2.  To prevent the subsequent requests from ABC delaying the TP acting on other Customer requests  from LMN and XYZ for another 24 hour confirmation time limit, the TP removes ABC’s requests from the queue since they already had the option to purchase 20 MWs of capacity and elected not to do so.  The first LMN and XYZ requests are accepted, but again the second LMN request cannot be acted upon until the disposition of these two accepted requests is determined.

CUSTOMER_ CODE
CUSTOMER_ DUNS
SERVICE_ INCREMENT
TS_CLASS
START_TIME
STOP_TIME
POR
POD
PATH
MW
STATUS
QUEUE_TIME

ABC
123456789
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
20
RETRACTED
2004-08-02 08:12:01CS

LMN
567890123
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
15
ACCEPTED
2004-08-02 08:23:10CS

ABC
123456789
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
10
INVALID
2004-08-02 08:45:06CS

ABC
123456789
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
10
INVALID
2004-08-02 09:00:33CS

ABC
123456789
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
10
INVALID
2004-08-02 10:01:16CS

XYZ
987654321
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
5
ACCEPTED
2004-08-02 10:57:41CS

LMN
567890123
DAILY
FIRM
2004-08-05 00:00:00 CS
2004-08-06 00:00:00 CS
IN
OUT
IN-OUT
15
QUEUED
2004-08-02 08:23:10CS

4.  SUPPORTING DOCUMENTATION
a.  Description of Request:

Multiple Submissions of Identical Transmission Requests / Queuing Issues

OASIS business rules are very similar across most providers. In general, customers submitting transmission request have time periods when they can “queue” their requests. This queue process and the way it relates to the Internet can create issues when customers are “battling” for ATC on constrained interfaces. Many customers have automated the submission of transmission requests. In order to ensure their place in the queue, these customers schedule these requests to be submitted as a scheduled event. To account for delays caused by the Internet and the nature of web server systems, customers usually submit multiple copies of the same request beginning a few minutes before the top of the hour and lasting until well after the top of the hour. The issues created by duplicate request submittal are fairly straightforward. Backend systems and the operators working those systems are impacted dramatically. Each request that arrives after the top of the hour is a valid request. Therefore, the provider can have hundreds of requests in the queue that will never be confirmed. Other issues that are created are related to OASIS performance. Anyone using transstatus to retrieve a list of OASIS requests submitted during a time period similar to the one described above can receive hundreds of bogus requests and only a hand full of legitimate requests. Also, while the systems are busy working on the bogus requests, valid requests can be delayed due to bottlenecks created by this issue.
b.  Description of Recommendation:


The standards recommended are intended to address three basic issues that have been noted in the operation of OASIS:

· Denial of Service – this is the intentional or unintentional degradation of OASIS performance that impacts all customer interactions with OASIS either through the flooding of the OASIS network connection with messages (OASIS specific or not), or excessive or grossly inefficient queries for, or submission of, data to OASIS.

· Queue Flooding – this is the excessive submission of specific transmission service requests, intentionally or unintentionally, in an attempt to hit a window in service availability and gain priority based on OASIS queued time.

· Queue Hoarding – this is the act, intentionally or unintentionally, of delaying a decision to confirm or withdraw an accepted service request such that it impacts the ability of other willing buyers to secure service in a timely fashion.

The Denial of Service standard recommendation establishes how an OASIS system administrator should deal with perceived DoS attacks.  Specifically, it allows the administrator to use industry recognized processes and procedures to detect a pattern consistent with a DoS attack and take mitigating action.  True DoS attacks are not necessarily targetted at simply compromising an OASIS system, and are typically implemented in network communications devices (e.g., routers, firewalls, etc.).  Procedures relative to perceived DoS type of performance impacts specifically related to OASIS messaging are to be implemented in compliance with FERC Order 605.

The Queue Flooding standard attempts to establish a minimum standard by which an OASIS system would screen multiple requests to limit the total number of transmission service reservations queued by any one given Transmission Customer.  The criteria to which the OASIS may limit such requests (TTC) is intentionally conservative until operational experience dictates that there is a sufficient, documented operational problem that warrants being more restrictive.

The Queue Hoarding standard attempts to provide some mitigation of operational concerns that were originally addressed by the MIC in Docket No. RM95-9-013.  The standard does not convey any preference to pre-confirmed service requests, nor limit any Transmission Customer from exercising their full rights to the confirmation time limits imposed by FERC Order 638.  Instead, it specifies that once a Customer explicitly (by setting request status to WITHDRAWN) or implicitly (by allowing request status to be set to RETRACTED) declines to purchase service offered by the Transmission Provider, they forfeit all rights to purchase identical service requested in subsequently queued reservations.  The Customer, in these cases, has opted to not purchase the service offered, which raises the question whether they truly intend to purchase service at all.  These Customers may be intentionally “hoarding” transmission capacity by exercising their priority in the queue and customer confirmation time limit rights to block other willing buyers from purchasing transmission service.

Finally, recommendations to supplement FERC Order 638 Business Practice Standard 4.13 are proposed to eliminate the possibility for a single transmission service request to block all subsequent service requests until after the Firm and Non-Firm scheduling deadlines as specified in the Pro Forma Tariff (e.g., 10:00am and 2:00pm of day prior to service respectively.  Note that there was not consensus within the OASIS 1A Task Force as to whether to propose modifications to the existing Order 638 Timing Standards.  The recommendation therefore presents several alternatives for consideration as Standard Z.2:

· Silence - existing Order 638 standards are sufficient to address the concerns,

· Reinforcement of TP right to institute timing requirements such that confirmation time limits do not extend scheduling deadlines, 

· Recommended confirmation time limit changes in fixed steps based on time prior to start of service to eliminate the possibility for a single transmission service request to block all subsequent service requests, or

· Recommended confirmation time limit changes on a sliding time frame based on time prior to start of service to eliminate the possibility for a single transmission service request to block all subsequent service requests.

In support of the Recommendation Multiple Requests to the NAESB Executive Committee for a proposed business practice standard, please see the following sets of minutes.

WEQ OASIS 1A Task Force
February 13, 2004
http://www.gisb.org/pdf/weq_oasis1a_021304fm.doc 


July 14, 2004
http://www.gisb.org/pdf/weq_oasis1a_071404dm.doc 

WEQ ESS/ITS
December 15-16, 2003
http://www.gisb.org/pdf/weq_ess121503fm.pdf 


January 8, 2004
http://www.gisb.org/pdf/weq_ess010804fm.pdf 


February 17-18, 2004
http://www.gisb.org/pdf/weq_ess021704fm.doc 


April 6, 2004
http://www.gisb.org/pdf/weq_ess_its040604fm.doc 


May 26-27, 2004
http://www.gisb.org/pdf/weq_ess_its052604fm.doc 


July 28-29, 2004
http://www.gisb.org/pdf/weq_ess_its072804fm.doc 


August 17, 2004
http://www.gisb.org/pdf/weq_ess_its081704fm.doc 


September 2, 2004
http://www.gisb.org/pdf/weq_ess_its090204fm.doc 


September 29-30, 2004
http://www.gisb.org/pdf/weq_ess_its092904dm.doc 

c.  Business Purpose:

The recommended standards are intended to establish clear processes and procedures to be taken in OASIS to address operational concerns of the Industry.

d. Commentary/Rationale of Subcommittee(s)/Task Force(s):

The recommended standards are intended to address OASIS operational concerns that have been, at least in part, attempted to be addressed in prior FERC filings and orders.  FERC issued Order 605 (Docket No. RM98-3-000) in May 1999 to specifically deal with the issue of automated access to OASIS and the performance impacts of excessive or grossly inefficient queries for information.  The NERC Market Interface Committee, in response to numerous concerns over the queuing of multiple transmission service requests and the impact on OASIS operations, filed a proposed standard to address this issue in Docket No. RM95-9-013.  This filing was subsequently denied by the Commission, principally due to:

· No Industry filing of comments in support of the standard

· Language in the standard that allowed application of the standard to be discretionary and therefore difficult to monitor/police (i.e., "…the transmission provider has the right to move to a retracted status…").

· Failure of the standard to address whether change to Transmission Provider response times are necessary, thereby circumventing the need for the standard.

The Subcommittee believes the language in FERC Order 605, and companion business practices standards related to Transmission Provider response and Transmission Customer confirmation time limits in FERC Order 638 (Docket No. RM95-9-003) establish clear guidance with respect to the specific issues they address.  The recommended standards are intended to clarify and establish additional business practices with respect to three operational issues: Denial of Service, Queue Flooding, and Queue Hoarding.

The Denial of Service recommendation would allow the OASIS system administrators to use industry standard practices for the detection and mitigation of Denial of Service attacks whether they be due to flooding of a network connection with OASIS specific connection requests or not. The Subcommittee believes the existing provisions in Order 605 establish sufficient guidelines and protections for OASIS administrators to take action against excessive or grossly inefficient means of accessing OASIS data.

The Queue Flooding recommendation establishes a standard for OASIS to automatically limit the submission of excessive transmission service requests by a given Transmission Customer, or remove such requests from the queue of pending requests.  The standard establishes the limit based on the Total Transfer Capability of the transmission system requested (based on path, POR and/or POD).  TTC rather than Available Transfer Capability (ATC) was used as the criteria because of the possibility that preceding requests, or changes in system conditions between the time the request is queued and finally evaluated may actually increase the ATC to a level sufficient to support the service requested.

The Queue Hoarding recommendation establishes a standard by which the OASIS would purge the queue of pending, like requests from a given Transmission Customer, if that Customer explicitly or implicitly fails to purchase service offered by the the Transmission Provider, and is therefore preventing other willing buyers from acquiring service in a timely manner.  This standard would prevent the submission of mulitple frivolous service requests that the Customer has no intention of acting upon.

As a companion to the Queue Hoarding recommendation, the subcommittee is recommending a supplement to the Order 638 Business Practice Standard 4.13 to ensure that the time from a reservation being queued, provider evaluation, and customer confirmation time limit would not encroach on the day-ahead Firm and Non-firm scheduling deadlines in the Pro Forma tariff.  Without the suggested changes, there is still the possibility for a single customer’s transmission service request to block other customer requests until after the scheduling deadline.  This is another example of “queue hoarding” that needed to be addressed by the industry.

3
September 30, 2004

Page 1

[image: image2.wmf] 

_1075620371.doc
[image: image1.png]|

Lo







