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RECOMMENDATION TO NAESB WGQ EXECUTIVE COMMITTEE

                                       Requesters:
NGPL
                                       Request No.: 
R09005 

1.  RECOMMENDED ACTION:
EFFECT OF EC VOTE TO ACCEPT RECOMMENDED ACTION:

  X  Accept as requested


   X Change to Existing Practice

      Accept as modified below


      Status Quo

      Decline

2.  TYPE OF DEVELOPMENT/MAINTENANCE

Per Request:




Per Recommendation:
      Initiation




      Initiation 

  X  Modification




  X  Modification

      Interpretation



      Interpretation

      Withdrawal




      Withdrawal

      Principle 




      Principle 

      Definition 




      Definition 

      Business Practice Standard 


      Business Practice Standard 

  X  Document 




  X  Document 

      Data Element 



      Data Element

      Code Value 



    
      Code Value 

      X12 Implementation Guide


      X12 Implementation Guide

  X  Business Process Documentation

  X  Business Process Documentation

3.  RECOMMENDATION 
SUMMARY:

Note:
This recommendation is based off of, and incorporates, the changes reflected in the recommendation for WGQ Annual Plan Item 3; REQ/RGQ AP Item 9 (Sandia Labs Updates) which was ratified July 11, 2008.

· Revise Appendix D of the NAESB WGQ Quadrant Electronic Delivery Mechanism Standards Manual to remove references to UDP 1604 for Secure ICA.  The recommended protocol and port configuration for internet ICA based applications is TCP/IP+HTTP using TCP port 80. 
BUSINESS PROCESS DOCUMENTATION (for addition, modification or deletion of business process documentation language)

Appendix D - Minimum Technical Characteristics for EDM Communications
The following ports may be used by EDM developers and should be made available in user environments.

Allowable TCP Ports (not UDP ports)

HTTP HTTPS 80, 443, 5713, 6112, 6304, 6874, 7403

ICA®  1494

RMI(Java®  ) 1099-1100

Java®  Telnet 31415

SMTP 25

Allowable UDP Ports (not TCP ports)

Secure ICA® 1604

Trading partners may mutually agree to use ports other than those specified above.  Only ports necessary to transaction-related traffic should be opened, and they should be protected by network and system security controls.  There are other technologies available that would require additional ports to be opened, such as FTP and Telnet. If and when NAESB WGQ approves such technologies, this list will be modified accordingly. The client-side firewall implementation and client browser settings should permit the downloading and installation of NAESB WGQ approved plug-ins and modules. Please refer to the NAESB WGQ defined Minimum Technical Characteristics for Accessing Customer Activities Web Sites for the listing of NAESB WGQ approved plug-ins and modules.

4.  SUPPORTING DOCUMENTATION
a.  Description of Request:

Revise Appendix D of the QEDM document to remove references to UDP 1604 for Secure ICA. The use of TCP/IP browsing (without HTTP) and it’s required use of UDP 1604 is only recommended by Citrix for intranet applications and not for internet applications (see Citrix “XenApp Plugin for Hosted Apps for Windows Administrator’s Guide” pages 38-39 for one example of Citrix recommendations on this topic). The recommended protocol and port configuration for internet ICA based applications is TCP/IP+HTTP using TCP port 80.
b. Description of Recommendation:

WGQ EDM Subcommittee: 

See the WGQ EDM meeting minutes, and attachments for the supporting documentation, discussion, and voting records for the following dates:

· 04/23/2009
Motion:

April 23, 2009
Delete references to UDP ports for secure ICA connections in the WGQ QEDM Standards Manual as set forth in the attachment to these minutes in the following QEDM appendix:
APPENDIX D - Minimum Technical Characteristics for EDM Communications
.
Vote:


   ICA® is a registered trademark of Citrix Systems Inc.


   JAVA® is a registered trademark of Sun Microsystems, Inc.
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