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FINAL MINUTES

1.
Administrative

Participants were welcomed to the conference call and introduced themselves.  Mr. Culliton provided the antitrust guidance.  Ms. D. Davis offered to present her request (R10003) moved to after  R10004 as it has a high priority assigned to it and R10003 was assigned normal course of business.  There was no objection, and the motion to adopt the agenda as modified passed without opposition.  The group reviewed the revised draft minutes prepared by Ms. D. Davis prior to the meeting.  This revised version was unanimously adopted as final.

2. Review of Business Practices Requests for Discussion Only

NAESB WGQ 2010 Annual Plan Item #4 - Ms. Gussow presented her request R08008, which calls for the BPS to review and develop standards as appropriate to support customer security administration standards. She read the following statement into the record: 

Some pipelines have highly automated customer controlled security administration systems (for granting logins, passwords, and designating access to different functions such as nominations, invoices, contracts, etc., and levels of access for such) and for keeping track of this activity. On the other hand, some have a combination of website and manual processes or systems, while others have only manual systems that always keep you wondering as to who might have access to your gas information.

Some pipelines provide the ability to separate by function (i.e., capacity release vs. contract management) whether the user is to have "view only" capability vs. an "update" capability vs. an "execute" capability (as with executing legal contracts or amendments on-line). Others do not.

For those that have the less sophisticated security administration systems, I would like to see standards aimed at streamlining the process but also requiring for limited access, website security administration reports on who has access to what functions (noms, confirms, invoices, flowing gas, capacity release, contracts) and the level of capability (view, update, execute) for each to the extent applicable for the function.

Pipelines should also offer separation of the levels. Someone qualified to view a function or data may not be the appropriate person for updating the data or executing a contract or amendment.

Mr. Novak confirmed that Ms. Gussow was requesting at least an administrative report from the pipelines, and preferably standardization of security access privileges for enumerated functions.  Ms. Gussow concurred.  Mr. Novak opened the floor for discussion. 

Mr. Young expressed his opinion that enforcement and management of security access to such information falls squarely on the customer and they should be responsible for advising the pipeline when people leave the company or change positions.  He noted that contemporaneous communication was needed, but that the requirement that a point of contact be designated was the extent that pipelines’ security processes should be standardized.  Ms. Gussow replied that some pipelines allow access through a password, which can be shared.  She expressed her view that pipelines should provide an auditable report of which individuals have access under existing customer contracts. 

Mr. Novak stepped down as chairperson to observe that a report seemed to be a bare minimum, pointing out the parallel between this issue and the affiliate order requirements to ensure that certain employees/entities did not have access to non-public information in their affiliate’s computer systems.  He noted that it can be difficult to prove that someone does not have access without such a report. 

Mr. Love applauded Ms. Gussow’s company for being willing to take on the roll of a security administrator.  He explained that his company has had a very difficult time getting companies to take on that responsibility and advise of personnel changes. He expressed sympathy with the dilemma posed and understanding of the inherent difficulty in controlling access to such functions.  He noted, however, that any attempts to set a standard we would have to address principle WGQ No. 4.1.15 which states:

The North American Energy Standards Board Wholesale Gas Quadrant should not set standards for site‑level security.  Individual organization security standards should be relied upon.

 He expressed personal support for a solution involving shared ownership of this security information and/or the provision of reports to customers, but cannot support a requirement that such a report be mandated. 

Mr. Young recognized that such a report seemed essential, but expressed his unwillingness to get too specific about how the reporting is done.  After a request to clarify, Mr. Love explained that he can support, at a high level, what information should be provided between the pipeline and the customers that is made available upon request and then it is up to the pipeline on how that is distributed.  Mr. Love said he cannot support defining the process that someone has to come in and define themselves as the security administrator and then they can reset passwords, update rights, functional areas in an online process.  HE explained that he has certain legal and SOX requirements to do those functions.

Mr. Young made the suggestion that a bi-directional listing of who has access to enumerated functions may be appropriate, given the sharing of user IDs and personnel changes issues.  Mr. Love added that a pipeline often discovers these issues only when it processes a new password request.  

Mr. Smith asked whether these issues may be related to existing tariff requirements.  Ms. Gussow noted that indeed some tariffs require the appointment of a security administrator.  Ms. R. Davis related that her organization screens the new personnel issue through sending the new password to the existing authorized e-mail address on file; she added that this does not prevent the sharing of e-mail addresses within a customer’s organization.  Mr. Young expressed his view that, although the responsibility to follow a tariff may exist, the consequences of non-compliance were potentially quite high.  Mr. Novak recognized room for improvement on both the pipeline and customer sides before closing the discussion on this topic. 

R10004 - Mr. Love introduced his request to modify the usage of Beginning Time (or equivalent element for the specific document provided in the request) and Ending Time (or equivalent element for the specific document provided in the request) from Mandatory to Senders Option in various Flowing Gas and Invoicing data sets.  Mr. Love explained that the request stems from the FERC audit of Questar and one of the items was that the referenced posting of nomination end time as mandatory.  He stated that the data sets that support this information do not always have a mechanism for submitting an end time, adding that some pipelines need this time entry, while others do not. 

Mr. Schisler noted that some code values, such as RD8, don’t permit time entries, but have a default time of 9:00. The observation was made that such a structure implies that mandatory usage was not originally contemplated.  

Mr. Love stated that he had sifted through the data sets and marked them as sender’s option or business conditional, as appropriate; the request is to change these data elements as needed. 

Mr. Stender expressed concern at the change suggested by the request in the context of pipeline to pipeline confirmations, because some pipelines need time entries; if this is made sender’s option, the transactions would be inhibited.  Ms. D. Davis observed that business conditional would possibly be more appropriate in this context.  Mr. Novak stated that if this request is implemented, then substantial educational efforts will be required to prevent unintended consequences.

Mr. Spangler expressed a preference for clarity, stating that he wished to avoid the ambiguity inherent in having no time, stated time, and default time as options available to pipelines.  He stated that putting the counterparty in the position of making an assumption is dangerous.

The meeting was ended prematurely due to technical difficulties.  In an offline conversation, Mr. Novak stated that the upcoming BPS meeting on May 19, 2010 will include Annual Plan Item 4 and R10004. 

4. 
Attendance
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	Pipeline
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	Northern Natural Gas
	Pipeline

	Dale
	Davis
	Williams Gas Pipeline
	Pipeline

	Rae
	Davis
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