Identity Assurance Levels

The following table has been produced using information contained in the X.509 Certificate Policy  For The U.S. Federal PKI Common Policy Framework [FPKIPA], X.509 Certificate Policy For the Federal Bridge Certification Authority [FBCA], NIST Special Publication 800-63 Version 1.0.2 Electronic Authentication Guideline [NIST800-63] and RFC 3647, Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework [RFC3647].
The following table identifies the four levels of identitiy assurance [FPKIPA] [FBCA] that an X.509 Digital Certificate may be associated with to conform to the Federal PKI Common Policy Framework and X.509 Certificate Policy For the Federal Bridge Certification Authority. The certificate policies extension field [RFC3647] of an X.509 digital certificate must contain one of the Registered Certificate Policy OID’s indicated. 

	Assurance Level
[NIST800-63]

	Confidence Level
[NIST800-63]
	Identify Proofing Requirements
[NIST800-63]
	Assertion Mechanism
[FBCA]
[RFC3647]
	Registerd CP OID [OIDREG]
[FBCA]


	1
	Rudimentary
	As defined by NIST SP800-63
Section 7.2.1
	X.509 V3 certificate signed by Authorized CA asserting certificate policy indicated in Registered CP OID
	{joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) cert-policy(1) fbca-policies(3) fpki-certpcy-rudimentaryAssurance(1)}
e.g. 2.16.840.1.101.3.2.1.3.1

	2
	Basic
	As defined by NIST SP800-63
Section 7.2.1
	X.509 V3 certificate signed by Authorized CA asserting certificate policy indicated in Registered CP OID
	{joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) cert-policy(1) fbca-policies(3) fpki-certpcy-basicAssurance(2)}

e.g. 2.16.840.1.101.3.2.1.3.2

	3
	Medium
	As defined by NIST SP800-63
Section 7.2.1
	X.509 V3 certificate signed by Authorized CA asserting certificate policy indicated in Registered CP OID
	{joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) cert-policy(1) fbca-policies(3) fpki-certpcy-mediumAssurance(3)}

e.g. 2.16.840.1.101.3.2.1.3.3

	4
	High
	As defined by NIST SP800-63
Section 7.2.1
	X.509 V3 certificate signed by Authorized CA asserting certificate policy indicated in Registered CP OID
	{joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) cert-policy(1) fbca-policies(3) fpki-certpcy-highAssurance(4)}

e.g. 2.16.840.1.101.3.2.1.3.4
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