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North American Energy Standards Board

801 Travis, Suite 1675, Houston, Texas 77002

Phone:  (713) 356-0060, Fax:  (713) 356-0067, E-mail: naesb@naesb.org
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September 26, 2011
TO:  
NAESB PKI Subcommittee participants and interested parties
FROM: 
Cory Galik Cummings, NAESB Staff Attorney

RE:  
Draft Minutes of the NAESB WEQ PKI Subcommittee Meeting –September 22, 2011
NAESB WEQ PKI SUBCOMMITTEE MEETING 

Thursday, September 22, 2011 – 2:00 p.m. to 5:00 pm Central

Draft Minutes

1. Administration and Welcome
Ms. York thanked Mr. Buccigross, chair of the subcommittee, and all participants for attending the meeting, either in person or on the phone.  Ms. Cummings read the antitrust guidelines.  Participants announced themselves in the room and on the phone.
2. Adoption of the Agenda and Minutes

Mr. Hurley moved, seconded by Mr. Suarez, to approve the agenda.  The motion passed unanimously. 

3. Review of R11014 and R11015
Mr. Buccigross read the mission statement of the Public Key Infrastructure (PKI) subcommittee.  He noted that two requests were triaged and assigned to this subcommittee.  The goal of this subcommittee is to review the WEQ-012 PKI standards and update them as necessary.  He also noted that the work of the subcommittee would complement the NAESB Board Certification Program Committee work paper that was approved by the NAESB Board of Directors at its meeting earlier in the day.  
Mr. Hurley reviewed R11014.  The purpose of his request was to ensure that the PKI standards met a level of protection that would be adequate for in today’s market.  Mr. Brooks reviewed R11015.  The goal of the request was to update the WEQ-012 standards to encompass the newer, more robust security technologies for PKI and ensure that regularly scheduled reviews are performed on the standards.  

Next, the subcommittee reviewed the Authorized Certificate Authority (ACA) checklist that was presented to the NAESB Board of Directors and approved today.  It was noted that future changes could be made to the checklist, based on the work of this subcommittee.  The ACA checklist defines the process to assess if an ACA is performing its responsibilities and identifies the process for an ACA to achieve certification.  The checklist is effective immediately. 
4.
Discussion of approach to review the WEQ-012 standards for possible additions, deletions and modifications
Mr. Buccigross suggested that the subcommittee begin with the WEQ-012 matrix and review each of the standards to see where potential changes could be made.  Subcommittee participants agreed with this initial approach.
5. Review of the Standards
The WEQ-012 matrix posted for today’s meeting reflects all final actions and changes to the WEQ-012 standards.  

The subcommittee reviewed standards WEQ-012-1 through WEQ-012-1.2.1.  The following key issues were discussed:
· There will not be duplicative language in the WEQ-012 standards and the ACA checklist.  The subcommittee discussed whether or not to move the language from the ACA Certification section of the checklist to the WEQ-012 standards.  A final decision on this issue was not reached.

· The various levels of certification that could be applicable to the standards were discussed.  After discussing terminology, it was agreed that rather than use the term class, which can differ among the ACAs, the term assurance levels would be used.  
· The subcommittee discussed the applicability of the standards to the ACA and those entities that would use the digital certificates.  It will be important to distinguish between those groups in the standards.  
6. Assignments

 The following assignments were made to participants based upon today’s discussions:

· Use revised matrix to capture the applicability of the standards (both who and what it is applicable to);
· Mr. Brooks will provide a draft of assurance levels based on OIDs ;
· Review the standards as they are addressed in the two requests and suggest appropriate language;

· Review the standards as related to emerging and present market issues (i.e. BEAST) and suggest appropriate language;

· Review the standards in light of the certification program to delete duplicative language and identify inconsistencies.

7. Other Business
No other business was discussed 
8. Future Meetings
The next two PKI subcommittee meetings were re-scheduled to Thursday, October 20, 2011 from 1:00 pm to 3:00 pm Central and Thursday, November 10, 2011 from 9:00 am to 11:00 am Central.  

At the October 20 meeting, Ms. Kee and Mr. Suarez will provide a 20 minute Webtrust principles presentation.  
9. Adjourn
Mr. Hurley moved, seconded by Mr. Skiba, to adjourn the meeting at 4:47 pm Central.
10. Other Attendees

	Name
	Organization
	Attendance

	Dan Baisden
	SOCO
	Phone

	Jonathan Booe
	NAESB
	In Person

	Dick Brooks
	ISO New England
	In Person

	Jim Buccigross
	Group 8760, Inc.
	In Person

	Christopher Burden
	Williams Gas Pipeline
	Phone

	Valerie Crockett
	TVA
	In Person

	Cory Cummings
	NAESB
	In Person

	Dave Darnell
	Systrends
	Phone

	Dale Davis
	Williams Gas Pipeline
	In Person

	Megan Doss
	Spectra Energy
	Phone

	Jesse Hurley
	Shift Systems
	In Person

	Lila Kee
	Global Sign, Inc.
	In Person

	Tim Lockwood
	California ISO
	Phone

	Debbie McKeever
	Oncor
	In Person

	Rae McQuade
	NAESB
	In Person

	Paul Sorenson
	OATI
	Phone

	Tony Suarez
	TVA
	In Person

	Ron Tomlinson
	Dominion Transmision
	In Person

	Patrick Tronnier
	OATI
	In Person

	Kim Van Pelt
	PEPL
	In Person

	David Wollman
	NIST
	Phone

	Kathy York
	TVA
	In Person
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