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ACA & Subscriber Certificate Renewals (also referred to as rekeying) consists of issuing a new certificate with a new key pair, validity period, and serial number while retaining all other information in the original certificate including the subject. Certificate renewals reusing the same key pair are allowed under this standard only at the rudimentary assurance level.considered an insecure practice and increases the size of CRL’s and thus is not allowed under this standard.
3.4.1.     Circumstance of Certificate Renewal
A certificate may be renewed if the Subject name and any other attributes identifying the certificate owner have not changed. The main reason renewals are performed is prevent a certificate from expiring (i.e. towards the end of the validity period).
3.4.2.     Processing Certificate Renewal Requests
Renewal requests are processed by not allowing any information in the certificate (i.e. those fields which are part of the digital signature on the certificate) to change except for the key pair, validity period, and serial number. 
An ACA certificate must be renewed before the validity period of the certificates it signs is shortened (i.e. a child certificate validity period cannot extend beyond the validity period of the parent signing certificate). In addition, the validity period of the certificate must meet the requirements specified elsewhere in this document. An ACA shall notify the NAESB office a minimum of 30 days in advance of a planned ACA certificate renewal, or as soon as practical in the event of an incident that forces an ACA certificate renewal.

3.5.         ACA & Subscriber Certificate Reissuance
ACA & Subscriber Certificate Reissuance is exactly the same as renewing a certificate (including rekeying with new keys pairs) with the exception that the validity period end date remains the same as the old certificate which is being replaced.  Certificate reissuance reusing the same key pair is allowed under this standard only at the rudimentary assurance level.
3.5.1.     Circumstances of an ACA & Subscriber Certificate Reissuance
Reissuance requests are processed by not allowing any information in the certificate (i.e. those fields which are part of the digital signature on the certificate) to change except for the key pair and serial number. The end date of the validity period is exactly the same as the end date of the certificate being reissued.

