Public Key Infrastructure Implementation Plan for Electronic Tagging

Currently, e-Tag requests are transmitted over networks and the Internet using hypertext transfer protocol.  The data transmitted is unsecured and the communications between systems are unauthenticated.  The problems with clear text transmissions are that 1) the data is not encrypted and can be read by unintended parties and 2) the data can be intercepted and manipulated without either the client sending the data or server receiving the data knowing.  With the implementation of e-Tag version 1.8, the use of HTTPS became supported in e-Tagging.  All e-Tag services are required to examine the target Universal Resource Locator (URL) that they are sending to and utilize the correct service based on the presence of HTTP or HTTPS.  This allows the industry to transition to HTTPS individually without requiring a coordinated transition.

HTTPS is the same as HTTP except that it uses an encryption PKI technology to encrypt and authenticate data transfer.  The Joint Interchange Scheduling Working Group (JISWG) recommends the use of Transport Layer Security (TLS) 1.0 or higher.  The acceptance and use of Secure Socket Layer (SSL) versions and TLS versions can be controlled on both the client and server.

Initially, there is no requirement to attach NAESB PKI compliant client certificates to the e-Tag communications since implementation of the NAESB Electric Industry Registry is required first.  

In order to transition to server side TLS, the industry must change the “http” URLs in the NERC Registry to “https” URLs.  This will require all servers providing e-Tag services to install certificates on their internet servers in order to implement server side TLS.  The JISWG recommends the use of certificates that meet the requirements for NAESB PKI compliance, however we recognize that the certification program is not yet complete and that hence, there are no certificate providers who are certified.

The use of TLS in the transaction combined with NAESB compliant PKI certificates for the target servers will ensure that:

1) the data exchange is private;

2) the data sent is exactly the same as the data received.
3) 
The JISWG recently requested that NERC modify the Transmission Systems Information Networks (TSIN) system so that users may enter URLs containing “https”.  This work has been completed as of April 6th 2009.  Entities should now begin the process of changing their e-Tagging URLs from “http” to “https” in the NERC Registry.

The JISWG expects that industry participants will complete this transition no later than September 1, 2009.

The e-Tagging Specification (version 1.8 and later) contains additional information on server side TLS implementation and the future plans for client side certificate implementation in section 7.1.1.  The PKI standard may be obtained from NAESB.

Industry participants should contact their e-Tag service vendors to coordinate their transition.

