














http://www.naesb.org/pdf2/r05020.doc
http://www.naesb.org/pdf3/weq_srs072508w3.doc
http://www.naesb.org/pdf2/r05026.doc
http://www.naesb.org/pdf2/weq_srs112006a1.doc
http://www.naesb.org/pdf2/r06006.doc






Exhibit F 

 
116-390 Village Boulevard 
Princeton, New Jersey  08540-5721 
Phone: 609.452.8060 ▪ Fax: 609.452.9550 
www.nerc.com 

 

North American Energy Standards Board 
1301 Fannin, Suite 2350 

Houston, Texas 77002 
Phone: 713.356.0060 – Fax 713.356.0067 

www.naesb.org 
 

 
 

 
 
 
 
 

          January 15, 2009 
NAESB Wholesale Electric Quadrant Executive Committee 
 
 
Subject: JISWG Recommendation on Transitioning the e-Tag Specification to NAESB 
 
 
During the January 14-15, 2009 NERC-NAESB Joint Interchange Scheduling Working Group 
(JISWG) meeting, the working group discussed the transition of the Electronic Tagging 
Functional Specification and corresponding XML schema definition.  The JISWG acknowledged 
that the senior managements of both NERC and NAESB have agreed to transition the 
Specifications and Schema from NERC to NAESB. 
 
The JISWG made and approved the following motion: 
 

Regarding the NAESB 2009 Annual Plan item _____, Transition of e-Tag 
Specifications to NAESB, the JISWG proposes the Electronic Tagging Functional 
Specification and corresponding XML schema definition continue to be 
maintained in their current form by NAESB.  The JISWG believes it is 
inappropriate to include the specification and schema in NAESB Business 
Practice Standards.  While the maintenance of these documents needs structure 
and process, JISWG does not see the need to file these two documents with 
FERC. 

 
The JISWG will continue to work with the NERC and NAESB staff, the NAESB WEQ EC, and 
the industry to complete the transition of the Electronic Tagging Functional Specification and 
corresponding XML schema definition from NERC to NAESB. 
 
Sincerely, 
 
 Robert Harshbarger     Jam es Hansen 
 JISWG, NAESB Co-chair    JISWG, NERC Co-chair 
 
 
Cc: Rae McQuade 

Lynn Constantini 
 Andy Rodriquez  

Joint Interchange Scheduling Working Group  
 e-Tag Vendors 
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Section 1 - Functional Description 

1.1 Introduction 

1.1.1 Purpose 
This document describes the functional requirements and detailed technical specifications 
for the implementation of an electronic Transaction Information System (TIS), also 
referred to as Electronic Tagging or just e-Tag. These requirements and specifications 
provide a basis for tools designed to facilitate identification and communication of 
interchange transaction information (e-Tags) between parties in accordance with NERC 
Reliability Standards and NAESB Business Practice Standards. 

1.1.2  E-Tag References 
 
Data related to the JISWG and this work can be found at 
http://www.naesb.org/weq/weq_jiswg.asp 
 
The most recent copy of the e-Tag 1.8 XML Schema can be found at 
http://reg.tsin.com/Tagging/ e-Tag/ 
 
For detailed information regarding NAESB Standards, please see 
http://www.naesb.org/ 
 
For detailed information regarding NERC Standards, please see 
https://standards.nerc.net/ 
 
The Hypertext Transport Protocol version 1.1 is described by W3C RFC 2616 and can be 
obtained at 
http://www.w3.org/Protocols/HTTP/1.1/rfc2616.txt.gz 
 
The XML Schema Protocol is defined by the W3C and can be downloaded from 
http://www.w3.org/2000/10/XMLSchema 
 
The Simple Method exchange Protocol (SMXP) is defined by the OASIS Standards 
Collaborative and can be found on the TISWG site: 
http://reg.tsin.com/Tagging/ e-Tag/ 
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1.1.3 Change Log 
 
 

Version Change spare 
1.7096 Accepted all changes in 1.7095 posted document  

 Replaced NERC policy references with NERC/NAESB 
Standards references 

 

 Incorporated Functional Model language  
 Added Change Log  
 Updated other references and URLs  
 Market Re-dispatch (MRD) language and function removed   

1.7.097 Removed Passive Approval by Reliability Entities  
 Extend e-Tag creation to 48 hours into the past  

 Extend e-Tag adjustment to 96 hours into the past for 
DYNAMIC e-Tags 

 

 Remove 24 hour limit on Reliability Adjustments  
 Remove Counter Party Reports  
 Remove references to MRD  

 Add Optional Approval Rights for any PSE cited in the 
transmission allocation 

 

 Replaced various state diagrams with descriptive wording   
 Strike automatic approval of cancellations  

1.8 Remove Background section  
 Add reference to default ramp rate definitions  
 Add new final states and their definitions  
 Add Rounding definition  
 Add Ramp Duration validation  

 Identify physical segment in Curtailment (for proper MWh 
accounting when in-kind losses are used) 

 

 Modify in-kind loss calculations  

 Define which Functional Model entities can be Scheduling 
Entities (BA) 

 

 Strike Appendix A  
 Strike erroneous current level warning  
 Carbon Copy list (no approval, sent copies of e-Tag)  
 Calculation of ActOnByTime and ImplementTime  
 Addition of TimeClassification (Late, OnTime, ATF)  

 NERC web site changed to Electric Industry Registry web 
site 

 

 Added RequestTerminateTag and related handling  
 Simplify Recovery function  
 Allow ATF e-Tags to be Terminated  

 Allow Source or Sink to modify DYNAMIC e-Tag with 
actual data 
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 Transmission Allocation must be > energy profile.  

 Validations in INT-007-1 R1.1, 1.2, and 1.3 are performed 
by the Agent and Authority 

 

 Added SSL via HTTPS and client certificate requirement 
based on NAESB PKI standard 

 

 Extend e-Tag creation to 168 hours into the past  

 Extend e-Tag adjustment to 168 hours into the past for 
DYNAMIC e-Tags 

 

 Current Level no longer distributed (calculated based on 
approved requests in request order) 

 

 Change Tag Agent, Tag Approval, Tag Authority to Agent, 
Approval, Authority 

 

 Change Tag to e-Tag  
 Add Pseudo Tie tag type.  

 

Add functionality to allow TSP to modify their associated 
physical segment’s Transmission Product Reference and 
Transmission Allocation(s) with no approval process for 
support of Order 890 Conditional Firm 

 

 
Transmission and Energy profiles must have same earliest 
start and latest end.  Loss Accounting Profile must be 
bounded by (be within) these. 

 

1.8.1 Modified CANCELLED definition  
 Added statement regarding specification/schema relationship  

 Modified sections 1.4.1.2 and 3.6.1.1.1 regarding forwarding 
URLs and the creation of the distribution list 

 

 Modified section 1.4.9.4 to clarify the Authority Service 
archive requirements 

 

 Made multiple changes to support a 25 hour day  

 Added language addressing profile start times and durations 
in section 2.6.1.1, 3.6.1.1,  

 

 
Clarified that entities may not be added or removed in profile 
change requests in section 2.6.1.3, 3.6.1.3, and 4.6.1.2 and 
deleted text in 3.6.2.3 

 

 Removed the requirement to include a reason when 
withdrawing a request in section 2.6.3.2, 3.6.3.2, and 4.6.3.2 

 

 Minor wording correction in 3.4  
 Removed a validation item in section 3.6.3.1  
 Corrected the spelling of Authority operator in several places  

 
Added requirement for Authority service to set 
ActOnByTime and TimeClassfifcation in section 3.6.3.2 and 
in 3.6.3.3 

 

 Added requirement for asynchronous response in section 
3.6.5.2 

 

 Deleted bullet item from section 4.6.3.1  
 Revised references to PKI in section 7.1.1  
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 Still to do – add roll-out document text  

 Created Appendix A – Special Implementation 
Requirements  

 

 On hold until INT rewrite complete – provide modifications 
for multiple reliability limits  

 

 
Modified 1.4.2.2 and 3.6.1.1.1 definition of duplicate row for 
the distribution list and modified the distribution list record 
example 

 

 Added definition of Tagging Entity ID  

 

Modified 1.4.6 and 2.6.1.3 to clarify that e-Tag authors may 
adjust DYNAMIC type e-Tags after the fact (after the 
current scheduling period) in order to reflect metered values 
and that this will clear any previously existing reliability 
limits. 

 

 

1.2 Definitions 

Term Definition 

{Source BA, Sink BA, 
PSE} Code Entity Code defined in the Electric Industry Registry 

ACTIVE 
An Approval State Type indicating that a party has specifically 
indicated their willingness or unwillingness to implement a 
particular Request. 

Active Approval An approval or denial that occurred through an entity’s deliberate 
indication of their intent. 

Approval Entity Entities identified on the transaction path of an e-Tag that have 
been authorized with approval rights by NERC/NAESB standards. 

Approval Rights The rights that an entity has to approve, deny, curtail, or otherwise 
modify an e-Tag.  

Approval State The State communicating an Approval Entity’s willingness to 
implement a particular Request. 

Approval State Type A description of the manner in which an Approval Entity’s State 
was set. 

APPROVED 

Approval State indicating that an entity is willing to implement a 
Request.  This is also the Request State and is achieved when either 
all entities with approval rights on the Request have submitted their 
approvals, or the market assessment period has expired and all 
reliability entities (BA, TSP, SE) have approved the Request and no 
market entities (GPE, LSE, or PSE whose transmission rights are 
cited) have denied the Request.  Once a Request reaches this state, 
an e-Tag is created or modified as called for by the Request. 

Deleted: Still to do – attach regional 
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Arranged Interchange The state where the Interchange Authority has received the 
Interchange information (initial or revised). 

Asynchronous A two-part communication, involving a request message followed 
by a separate response message. 

Author Rights The rights a Request author has to submit, view, receive updates 
regarding, request changes to, and withdraw a Request. 

Balancing Authority (BA) A function associated with an electrical system bounded by 
interconnection (tie line) metering and telemetry. 

Balancing Authority Area 
(BAA) 

The collection of generation, transmission, and loads within the 
metered boundaries of the Balancing Authority.  The Balancing 
Authority maintains load resource balance within this area. 

Base Profile The profile associated with the new e-Tag, as originally requested. 

Block Start Time See Tag Start Time 

CANCELLED 

Final Composite State that results when the e-Tag Author issues a 
RequestTerminateTag message for an e-Tag with a composite 
status of CONFIRMED prior to the e-Tag’s ramp start time with 
the termination time in the Request set to the block start time of the 
e-Tag and the Request State becomes APPROVED.  The 
Composite State of the e-Tag changes from CONFIRMED to 
CANCELLED as soon as the Request becomes APPROVED. The 
Authority sets the market level and transmission allocation of the e-
Tag to zero. Once reached, this state may not transition to any other 
state. 

COMMFAIL A Delivery State indicating that communications were unable to be 
established between the sender of a message and the recipient. 

Composite State 

This is the overall state of the e-Tag which can have any of the 
following values:  CONFIRMED, IMPLEMENTED, 
CANCELLED, PENDING, WITHDRAWN, TERMINATED, 
EXPIRED and DENIED. 

CONFIRMED 

The Composite State of a tag for which the tag creation request is in 
a state of APPROVED, the ramp start time is greater than or equal 
to the current time, and which has not been CANCELLED or 
TERMINATED.  This State may transition to IMPLEMENTED, 
CANCELLED, or TERMINATED.   

Correction A change to a Request e-Tag’s composition prior to the expiration 
of the approval window, as defined in NERC/NAESB standards. 

Current Level 

The current level is derived based upon all approved e-Tag 
Requests applied in RequestID order.  The current level represents 
the intended energy transfer at specific points in time. 
 

Deleted: 
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The initial current level is set to the market level for each base 
profile.  The current level will vary by physical segment under 
certain circumstances (“in-kind” losses for example).  The current 
level may be modified by either approved market level changes or 
reliability limit changes.  The current level is set to the lower of the 
Exception Reliability Limit or the Effective Market Level which is 
defined as the current Exception Market Level if one exists or, if 
none exists, then the Base Market Level. 

DC Tie Operator An entity that operates a DC transmission facility; specifically, one 
that provides a connection between two different interconnections. 

DELIVERED Delivery State indicating that a particular Request was distributed 
to and received by a party. 

Delivery State A value used to provide information about a party’s receipt of a 
particular Request. 

DENIED 

Approval State indicating that a party is unwilling to implement a 
particular Request.  If one or more Approval Entities set their 
Approval State to DENIED then the resulting Request State will 
become DENIED upon the expiration of the Request’s approval 
window.  Once a Request achieves this state, it cannot transition to 
any other state. 

Electric Industry Registry 
Data set provided by the Electric Industry Registry vendor 
describing entity information, such as name, acronym, phone 
numbers, service URLs, etc… of registered participants. 

 e-Tag 
Document describing a physical interchange transaction and its 
associated participants.  An e-Tag is the result of one or more 
requests. 

Exception Profile A profile containing time specific changes to original profile values  

Exchange Amount of energy exchanged between two parties; encompasses 
both physical interchange and title transfers. 

EXPIRED 

Approval State and Request State that results when one or more 
reliability Approval Services fail to actively respond to the IA’s 
assessment distribution before the assessment period ends.  Once a 
Request transitions to this state, it cannot transition to any other 
state. 

Financial Path 
Path defining the financially responsible parties of a transaction, 
detailing ownership of energy across physical movement of energy 
as well as purely financial. 

Generation Providing 
Entity (GPE) 

Merchant selling energy from owned, affiliated, or contractually 
bound generation.  

Implement Allow energy to be scheduled as described. 
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IMPLEMENTED 

The Composite State of a tag for which the tag creation request is in 
a state of APPROVED, the ramp start time is less than the current 
time, and which has not been cancelled or terminated.  This State 
may transition to TERMINATED. 

In-Kind Losses Transmission losses delivered coincident with energy delivery. 

Individual Approval State The Approval State associated with a specific party to the e-Tag. 

Individual Delivery States The Delivery State associated with a specific party to the e-Tag. 

Interchange Distribution 
Calculator (IDC) NERC tool used to determine curtailments during TLR. 

Interchange Transaction 

A business exchange between two parties that result in the physical 
flow of energy from one point to another; a strict definition would 
indicate that exchange must be from one Balancing Authority to 
another, but for the purposes of this document, any such flow 
utilizing Point-to-Point service shall be considered an Interchange 
Transaction. 

INVALID Delivery state indicating that a party received a request distribution, 
but felt it was not syntactically or semantically correct 

Load Serving Entity 
(LSE) 

Marketer purchasing energy with the intent to deliver to and serve 
an affiliated or contractually bound load. 

Market Entity PSE, GPE, or LSE 

Market Level Desired energy profile for the transaction; level of market-desired 
flow. 

Maximum Reservation 
Capacity 

The commitment of transmission resources to support a particular 
transaction; typically the same as actual flow. 

Minute Boundary Date/Time value “seconds” are zero. 

NA 
Special Approval State or Approval State Type indicating that the 
entity does not have approval rights over the Request or that the 
Request has not yet been delivered to the entity. 

OVERRIDE 
Approval State Type indicating the Approval State for the entity 
was manually overridden by the entity providing the Authority 
Service. 

PASSIVE 
Approval State type indicating that the entity was unable to state 
their intentions within the assessment period and the system has 
made an automated decision on their behalf. 

Passive Approval 

An approval that occurred through the expiration of a Request’s 
evaluation window without an active approval; set automatically by 
the Authority when the expiration occurs.  Passive approval is only 
applicable to non-reliability entities such as GPE, LSE, and PSE 
(whose transmission rights are cited).   
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Passive Denial 

A denial that occurred through the expiration of a Request’s 
evaluation window without an active approval or denial; set 
automatically by the Authority when the expiration occurs.  Passive 
denial is only applicable to reliability entities such as BA, SE, and 
TSP. 

PENDING Initial Request State and Approval State. 

Physical Path The source to sink route (via intermediate transmission paths) 
between generation and load. 

Profile A time/level matrix that defines an energy flow or other related 
information. 

Purchasing-Selling Entity 
(PSE) 

Any entity eligible to apply for an order requiring a Transmitting 
utility to provide Transmission Services under Section 211 of the 
Federal Power Act. 

QUEUED Delivery State indicating the Request is scheduled for delivery but 
has not yet been successfully delivered. 

Ramp Start and Stop 
Times 

The times determined using the e-Tag Start and Stop times in 
conjunction with the supplied or default ramp durations using the 
methodology defined in this specification. 

Reliability Authority 
Service (RAS) 

Service used to collect transaction information for analysis, 
particularly with regard to system security. 

Reliability Coordinator 
(RC) 

An entity that provides the reliability assessment and emergency 
operations coordination for a specific portion of an interconnection. 

Reliability Entity BA, SE, or TSP 

Reliability Level Profile at which a transaction may flow, based on reliability 
considerations; limit of energy flow. 

Request An electronic notation of a particular desired action with regard to a 
new or existing interchange transaction.  An APPROVED Request 
results in either the creation of an e-Tag or the modification of an 
existing e-Tag. 

Request For Interchange 
(RFI) 

A collection of required data, as defined in Appendix C of the 
NAESB Coordinate Interchange standard, necessary for the purpose 
of submitting to the Interchange Authority as an Arranged 
Interchange. 

Request State 
  The overall status of a Request which can be any of the following:  
PENDING, APPROVED, WITHDRAWN, EXPIRED, or 
DENIED. 

Scheduling Entity (SE) Scheduling Entity – Reference in the e-Tag for the Balancing 
Authority responsible for the bulk transmission system over which 
a transmission segment flows.  The SE may also be an entity 
performing this function on behalf of the Balancing Authority and 
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must be defined as performing that function in the Electric Industry 
Registry. 

Security Key A security token, used to authenticate an entity involved in the e-
Tag messaging system 

Service One of four types of computer systems used in the e-Tag messaging 
system (Tag Agent, Authority, Approval, Reliability Authority) 

Sink Final point of delivery for a transaction. 

Sink Balancing Authority 
(Sink BA) 

The Balancing Authority metered area in which load is located 

Source Initial point of supply for a transaction. 

Source Balancing 
Authority (Source BA) 

The Balancing Authority metered area in which generation is 
located. 

State Either the Request State, Composite State, Individual Delivery 
State, or Individual Approval State. 

Straddle Ramp Ramp that divides the start ramp duration equally across the profile 
block start or end time. 

STUDY 

The approver has actively decided to defer their decision to approve 
or deny until a later time within their approval window, but wishes 
to communicate their acknowledgement of the request back to the 
sender. 

Synchronous Message type in which the requesting message is responded to 
within the same connection. 

Tag  e-Tag 

Tag Agent Service 
(Agent) 

Software component used to generate and submit new e-Tags, 
Corrections, and Profile Changes to an Authority and to receive 
State information for these requests. 

Tag Approval Service 
(Approval) 

Software component used to indicate individual approval entity 
responses when requested by Authority Service, as well as submit 
Profile Changes. 

Tag Author Entity that creates and submits an e-Tag; the caller of the Request 
NewTag method. 

Tag Authority Service 
(Authority) 

Software component that receives Agent and Approval Requests 
and Responses and forwards them to the appropriate Approval 
Services. Also maintains master copy of an e-Tag (all associated 
Requests), the Composite State of the e-Tag, etc. and responds to 
queries regarding the e-Tags in its possession 

Tag Code 7 Character code used as part of the e-Tag ID to identify a 
transaction.   
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Tag ID Identifier of the e-Tag represented by combining Source BA code, 
PSE code, an e-Tag Code, and Sink BA code. 

Tag Start Time The earliest time listed in any part of a tag, including energy, 
transmission, and loss accounting. 

Tag Stop Time The latest time listed in any part of a tag, including energy, 
transmission, and loss accounting.   

Tagging Entity ID Unique numeric identifier for each tagging entity as defined in the 
Electric Industry Registry (EIR) 

TERMINATED Composite State that results when the e-Tag Author issues a 
RequestTerminateTag message for an e-Tag with a composite 
status of IMPLEMENTED.  The Composite State of the e-Tag 
changes from IMPLEMENTED to TERMINATED once the current 
time is less than or equal to the termination time.  The termination 
time plus stop ramp duration must be greater than or equal to the 
current time except in the case of ATF e-Tags which may be 
terminated up to 168 hours into the past. The Authority sets all 
market level and transmission allocation profiles of the e-Tag to 
zero at and after the termination time when the Request State 
becomes APPROVED. Once an e-Tag has reached this Composite 
State, it cannot transition to any other Composite State, and the e-
Tag can only be adjusted between its block start time and the 
Request’s termination time (i.e. it can no longer be extended past 
the Request’s termination time). 

Termination Time The time at which the IMPLEMENTED e-Tag will be transition to 
TERMINATED.  The earliest termination time of approved 
termination requests associated with the e-Tag is the termination 
time for the e-Tag. 

Test e-Tag An e-Tag used for diagnostic purposes; does not represent actual 
transacted business. 

Title Transfer An exchange of energy ownership; may or may not be associated 
with a physical movement of energy. 

Transaction Information 
System (TIS) 

Transaction Information System – currently implemented as e-
Tagging. 

Transmission Allocation 

Set by the e-Tag Author, it is a description of how a reservation or 
contract is being used in a particular e-Tag.  The Transmission 
Allocation allows the author to specify the duration and megawatt 
level of the capacity used from a transmission reservation to 
support the e-Tag transaction.   

Transmission Customer 
(TC) 

A PSE specified as owner (rights holder) in a Transmission 
Allocation in the e-Tag.  The PSE may or may not be the energy 
title holder. 

Transmission Service A registered entity that administers the transmission tariff and 
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Provider (TSP) provides Transmission Service to Transmission Customers under 
applicable transmission service agreements. 

Universal Coordinated 
Time (UTC) 

Time standard used by the e-Tagging System for communication 
purposes; also referred to as Greenwich Mean Time (GMT). 

Valid Passed syntax checks by an e-Tag Service  (i.e. not invalid) 

Viewing Rights The rights of an entity to view transaction details. 

WITHDRAWN 

Final Request State that results when a request submitter (Tag 
Author or Adjustment requester) submits a WithdrawRequest 
message before the Request has reached any other final state (e.g., 
APPROVED, DENIED, etc.).  This state may not transition to any 
other state. 

Deleted: ¶
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1.3 Tagging Terminology 
In an abstract sense, Electronic Tagging’s primary purpose is to create, manipulate, and 
maintain two objects – e-Tags and Requests.  An e-Tag can be thought of as a collection 
of Requests, bundled together in one package and relating to a single transaction.  
Requests can be of various types, and each Request contains its own state and approval 
history.  Each approved Request modifies the e-Tag that it is associated with in some 
way.  E-Tags also maintain their own state (called Composite State), independent from 
the states of the various Requests that make up that e-Tag.   
 
References to “time” in this document mean a specific date/time in most cases; e.g. ramp 
start time, ramp stop time, e-Tag start time, etc. 
 
The remainder of this section contains a list of useful terms and definitions relating to e-
Tags and Requests. 
 
 
Request - New e-Tags and changes to existing e-Tags are all initiated with a Request.  
An e-Tag is the composite result of all APROVED Requests related to that e-Tag.  There 
are six types of requests: 
 

New e-Tag – a request to implement a new Interchange Transaction as a physical 
energy flow, also called a Request for Interchange.  An e-Tag that reaches an 
IMPLEMENTED state will usually transition through the following stages:   
 

1.  Request for Interchange – the Request created by the e-Tag Author. 
2. Arranged Interchange - once the Authority receives the Request. 
3. Confirmed Interchange - once the Request is approved. 
4. Implemented Interchange – when the current time is past the e-Tag’s 

ramp start time. 
 

Curtailment – a request to limit an energy flow through the limiting of an 
associated Interchange Transaction 
Reload – a request to release a limit previously requested through a Curtail 
Request 
Adjustment – a Request that modifies energy flow and/or transmission capacity 
of an Interchange Transaction in order that such a change may be implemented 
and resources committed 
Termination – a Request that either reduces energy flow and transmission 
capacity of an e-Tag to zero for the life of the e-Tag prior to its start so that such a 
transaction is not started (CANCEL) or reduces energy flow and transmission 
capacity of an e-Tag to zero starting at a time indicated in the termination Request 
that is after ramp start time and continuing for the life of the transaction 
(TERMINATION) 
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Extension – a Request that includes energy flow and/or transmission capacity for 
unscheduled hours of an Interchange Transaction, in order that such a change may 
be implemented and resources committed 

 
Submission time – the time at which an e-Tag Author submits a Request to the Authority 
for processing as determined by the Authority.  Requests are categorized by submission 
time into one of three categories based on the NERC/NAESB Interchange Standards’ 
timing tables.  These categories are: 
 

1. On Time,  
2. Late, and  
3. After The Fact (ATF). 
 

Request State – the overall status of the Request, based on the processing of the Request.  
Requests are categorized by Request State in the following ways: 
 

PENDING - initial Request State 
 
WITHDRAWN – final Request State that results when a Request Author submits 
a WithdrawRequest before the Request has reached any other final state (e.g., 
APPROVED, DENIED, etc.).  This state may not transition to any other state. 
 
APPROVED – final Request State that results when all entities with approval 
rights over a Request actively approve it or when no entities with approval rights 
actively deny the Request, all reliability entities approve the Request, and the 
Request’s assessment period expires. 
 
DENIED – final Request State that results when one or more Approval Entities 
set their Approval State to DENIED and the Request’s assessment period expires. 
 
EXPIRED – final Request State that results when one or more reliability 
Approval Services fail to actively respond to the IA’s assessment distribution 
before the assessment period ends.  Once a Request transitions to this state, it 
cannot transition to any other state. 
 

Individual Delivery States – indicates the successful or unsuccessful transfer of a 
Request to an entity.  The possible Delivery States are: 
 

QUEUED – the Request is scheduled for delivery. 
 
INVALID – the Request was perceived as invalid by the receiving entity and 
rejected. 
 
COMMFAIL – the Request was undeliverable due to communication problems. 
 
DELIVERED – the Request was successfully delivered. 
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Individual Approval States – indicates the intent of an entity to implement a Request.  
The possible Approval States are: 
 

NA – no state is applicable, as the Request has not yet been successfully delivered 
to the entity or the entity does not have approval rights. 
 
PENDING – no indication has been made to show whether the implementation of 
the Request is supported or not. 
 
APPROVED - an indication of supporting the implementation of the Request. 
 
DENIED - an indication of opposing the implementation of the Request. 
  
STUDY - an indication that the Approval Entity was uncertain whether or not to 
support or oppose the Request.  This state is treated the same as PENDING when 
the assessment period ends. 
 
EXPIRED – an indication that an Approval Entity who is required to actively set 
Approval State did not actively set Approval State to APPROVED or DENIED 
before the assessment period ended. 
 

Individual Approval State Types – indicates how an entity’s state was assigned.  The 
possible Approval State Types are:  

Active – an Approval Entity actively selected The Approval State. 
 
Passive – the Approval State was passively selected due to a time elapse or other 
non-interactive manner. 

Overridden – the Approval State was actively selected by the Sink Balancing 
Authority via its Authority Service acting on the behalf of an Approval Entity that 
was unable to act on their own. 

Composite State Types – indicates the overall state of an e-Tag.  The possible 
Composite States are:  
 

CONFIRMED –Composite State of an e-Tag that results when the new e-Tag’s 
creation Request is in an APPROVED state and the e-Tag ramp start time is 
greater than the current time. 
 
IMPLEMENTED – Composite State of an e-Tag that results when the new e-
Tag’s creation Request is in an APPROVED state and the e-Tag ramp start time is 
less than or equal to the current time. 
 
CANCELLED – Final Composite State that results when the e-Tag Author issues 
a RequestTerminateTag message for an e-Tag with a composite status of 
CONFIRMED with the termination time in the Request set to the block start time 
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of the e-Tag.  The Authority sets the market level and transmission allocation of 
the e-Tag to zero. Once reached, this state may not transition to any other state. 
 
TERMINATED – Composite State that results when the e-Tag Author issues a 
RequestTerminateTag message for an e-Tag with a composite status of 
IMPLEMENTED with the termination time set after the block start time of the e-
Tag.  The Composite State of the e-Tag changes from IMPLEMENTED to 
TERMINATED once the current time is less than or equal to the termination time.  
The termination time plus stop ramp duration must be greater than or equal to the 
current time. The Authority sets all market level and transmission allocation 
profiles of the e-Tag to zero at and after the termination time when the Request 
State becomes APPROVED. Once an e-Tag has reached this Composite State, it 
cannot transition to any other Composite State, and the e-Tag can only be adjusted 
between its block start time and the Request’s termination time (i.e. it can no 
longer be extended past the Request’s termination time). 
 
PENDING - Initial Composite State 
 
WITHDRAWN – The e-Tag Composite State transitions to WITHDRAWN 
when the new e-Tag creation Request transitions to WITHDRAWN. 
 
DENIED – The e-Tag Composite State transitions to DENIED when the new e-
Tag creation Request transitions to DENIED. 
 
EXPIRED - The e-Tag Composite State transitions to EXPIRED when the new 
e-Tag creation Request transitions to EXPIRED. 
 

1.4 System Concepts 
The functional requirements address the following basic information and data exchange 
needs: 

 Initial creation of an e-Tag Request representing the transaction, 

 Dissemination of the e-Tag Request to all parties directly involved in the transaction, 

 Collection of Approval States from all parties with approval rights, 

 Forwarding of the Request and e-Tag  to appropriate entities and tools, and 

 Modifications to the e-Tag throughout its lifetime. 
 

This document approaches the functional requirements for electronic Tagging by defining 
four services:  the Agent Service, the Authority Service, the Approval Service, and the 
Reliability Authority Service. 
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The functionality that must be supported by each of these services and the entity 
responsible for providing for these services are defined. There are no restrictions with 
regard to who may provide these services (i.e., the responsible entity or any one of a 
number of third-party service providers) nor any restrictions on which services (or all) 
that a third-party service provider could offer. Under no circumstances shall a provider 
of any of these services require any other service provider to implement additional 
features or functionality beyond these specifications as a condition to properly 
performing the obligations associated with that service. 
 
This specification is accompanied by an XML schema.  The schema is intended to reflect 
the specification.  Should the specification and schema conflict the specification is the 
ruling document.  

 

1.4.1 System Architecture 

1.4.1.1 Agent Service 
The Agent Service provides the ability for initial creation of an electronic e-Tag and the 
transfer of that information to the appropriate Authority Service. Purchasing-Selling 
Entities (PSEs) and all other e-Tag Authors are responsible for providing this service 
directly or by arranging with a third party to provide this service as their agent. E-Tags 
created by the Agent Service are forwarded to the Authority Service associated with the 
Sink Balancing Authority (Sink BA). The Agent Service provides a mechanism for the e-
Tag Author to view the Approval State of its transactions via an unsolicited notification 
mechanism. The Agent Service also provides facilities for the e-Tag Author to make 
Corrections to e-Tags prior to confirmation, as well as request a Profile Changes to any of 
their e-Tags following confirmation.  These corrections and modifications are also sent 
and processed via the Authority.  
 
The Agent Service is referred to throughout this document as Agent. 

1.4.1.2 Authority Service 
The Authority Service is the focal point for all interactions with an e-Tag and maintains 
the single authoritative “copy of record” for each e-Tag received. Every Sink Balancing 
Authority is responsible for registering an URL of an Authority Service. The Authority 
Service forwards all valid received e-Tag Requests to each entity identified in the 
transaction as having “approval” or “viewing” rights over that Request (see section 3 for 
distribution list determination), and collects approvals/denials issued by these Approval 
Services. Based on time and/or the messages received from the Approval Services, the 
Authority arbitrates and sends the final disposition of the Request to each entity in the 
distribution list. The Authority Service also provides the capability for both Agent and 
Approval Services to interrogate the current Approval State of any transaction request on 
demand. 
 
The Authority Service is referred to throughout this document as Authority. 
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1.4.1.3 Approval Service 
The Approval Service receives e-Tag Requests submitted by Agents via the appropriate 
Authority.  The Approval Service also provides a means for an entity to receive 
notification of transactions in which they are involved, as well as send approve or deny 
responses to an Authority’s presentation of a valid Request (if they have approval rights 
over the Request).  Additionally, the Approval Service allows entities to curtail or 
otherwise modify the profile of an existing e-Tag (if they have rights to do so).  
Balancing Authorities, Transmission Service Providers, and Purchasing-Selling Entities 
are responsible for providing this service directly or for arranging with a third party to 
provide this service as their agent. Finally, Transmission Service Providers may use the 
Approval Service to issue corrections or adjustments. 
 
The Approval Service can be referred to throughout this document as Approval. 

1.4.1.4 Reliability Authority Service 
Reliability Authority Services receive all Requests from Authorities.  These e-Tags 
inform the Reliability Authority Service of the expected flows a transaction will create, 
and are used by Reliability Coordinators to mitigate constraints should the need arise. 
 
The Reliability Authority Service can be referred to throughout this document as RAS. 

1.4.2 Tag Identification 
All e-Tags and e-Tag creation Requests shall be uniquely identified by an e-Tag ID. 
Electronic communications between Agent, Authority, and Approvals shall require the 
association of an additional Security Key or Keys to control all interactions related to a 
given transaction. The following subsections describe the requirements for the creation of 
the e-Tag ID and Security Key. 

1.4.2.1 E-Tag IDs 
Every transaction shall be identified by a unique e-Tag ID based on key attributes of the 
transaction as specified in the Data Model: 

 Source Balancing Authority Code  

 PSE Code (Tag Author PSE) 

 Unique transaction identifier 

 Sink Balancing Authority Code 

The “Source Balancing Authority” shall be defined as the host Balancing Authority in 
which the generation is located.  The “Sink Balancing Authority” shall be defined as the 
host Balancing Authority in which the load is located.  The “e-Tag Author PSE” shall be 
defined as the PSE who is creating and submitting the new e-Tag Request to the 
Authority. 
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Since this e-Tag ID and the contents of the e-Tag contain potentially commercially 
sensitive information, all components of the e-Tagging Information System shall treat 
such information as confidential.  
 
All services shall reject any attempt to submit as new an e-Tag ID that is identical to an 
existing e-Tag creation Request’s e-Tag ID for a period of one (1) year from the stop date 
and time associated with the existing e-Tag. Agents shall be required to ensure that each 
e-Tag ID is unique for a period of not less than one (1) year from the stop date and time 
associated with the last transaction that was assigned that e-Tag ID. 

1.4.2.2 Security Keys 
The electronic exchange of e-Tag information shall require the assignment of unique 
“Security Keys” to be associated with the transaction. Security Keys control 
communication between the Agent, Authority, Approval, and RASs. 
The Security Key is a unique 12 character alphanumeric (0–9, A–Z, a–z; case sensitive) 
security token. 
 
The Agent generates a unique Security Key to associate with the e-Tag at the time of 
submission. All subsequent messages exchanged between the Agent and the Authority in 
regard to the e-Tag shall refer to both the e-Tag ID and Security Key assigned by the e-
Tag Author’s Agent. 
 
The Authority shall also generate one unique Security Key for each entry in the 
distribution list to be associated with the e-Tag on the initial distribution of the e-Tag. All 
subsequent messages exchanged between the Authority and a given Approval in regard to 
the e-Tag shall refer to both the e-Tag ID and Security Key assigned by the Sink 
Balancing Authority’s Authority. 
 
In certain situations, Security Keys can exist independent of e-Tag IDs (such as the Get e-
Tags and Get e-Tag IDs requests).  Those situations will be described in detail in the 
appropriate sections of this document. 
 
The Security Key must either be random or have the appearance of randomness. 
Although schemes may be used to generate a key, these schemes must not be obvious to 
the interested observer (for example, APR05991240X is obviously a date and time, but a 
ciphered version of this, KYZ71434450H, might not be). The Security Key must be 
considered a security mechanism, and as such, must not be easily deducible by parties 
lacking first-hand knowledge of the specific Security Key generation mechanism 
employed by the system.  
 
It should be noted that each Authority is assigned by NERC a unique Security Key for 
interaction with the IDC. This key is only to be used for communication with the IDC, 
and must be kept confidential. This key secures communications from the IDC to each 
Authority as well. NERC will notify each registered Authority with that Authority's 
unique Security Key to be used in all messages between the IDC and Authority. 
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 The TagID Referenced in the message must be one held by the Authority 
 The Security Key presented must be identical to the key associated with the 

querying party and must be associated with the queried e-Tag.  For the e-Tag 
Author, this will be the Security Key presented to the Authority at the time the e-
Tag was originally transferred by the Agent.  For e-Tag Approvers, this will be 
the Security Key assigned by the Authority at the time the new e-Tag was 
originally transferred to the Approval.   

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 The Authority should return all data to the caller, regardless of the message 
delivery status, except for retry messages (which should never be returned). 

 
Once a Query e-Tags message passes validation, the authority should return the requested 
data ordered by Call Time Stamp (oldest to most recent). 
 

3.7 Availability and Performance 
Availability and performance requirements are specified in NERC/NAESB Standards, as 
well as a description of what actions to take during a system outage to ensure transaction 
of business is not halted. 
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Section 4 -  Tag Approval Functional Requirements 

4.1 Introduction 
All entities that may have “approval rights” over any Interchange Transaction shall 
provide the necessary hardware and software systems to implement the Approval. The 
Approval shall comply with all functional requirements set forth in this section. Approval 
entities may elect to comply with these Approval requirements using internally developed 
hardware/software; third party developed hardware/software, or third party subscription 
type services. 
Approval shall be responsible for providing the following functions: 
 Accept input e-Tag data transferred in compliance with this document from any 

Authority. 

 Provide immediate syntactical validation of the incoming data stream and respond 
accordingly (i.e., provide for positive acknowledgement of receipt of the e-Tag). 

 Communicate approval, denial, study, and adjustment information to the Authority 
managing the e-Tag in compliance with this document. 

 Receive notification messages from the Authority. 

 Query the appropriate Authority for the current State of each Request submitted for 
approval. 

 
Information systems designed to provide more than one electronic e-Tagging service 
(e.g., Authority and Approvals) are free to use any internal or proprietary mechanisms to 
convey e-Tag information between those functional services, but must still comply with 
all technical standards and protocols related to the exchange of transaction information 
with e-Tagging related services provided by (or for) others. 

4.2 Registry Usage 
The Approval shall be responsible for maintaining an updated list of all registered PSEs, 
Transmission Service Providers (TSPs), Balancing Authorities (BAs), and any other such 
entities whose identities must be uniquely specified in connection with the arrangement 
of an Interchange Transaction.  The Electric Industry Registry of all such entities shall be 
maintained and available for downloading from the Electric Industry Registry web site. 
The Approval shall supply a procedure to allow updates from the Electric Industry 
Registry on demand or on a prescheduled interval.  The Electric Industry Registry shall 
be maintained in a format defined by the NERC/NAESB Joint Interchange Scheduling 
Working Group. 
 
The Approval must support the receipt of unsolicited messages sent by Authorities. To 
enable the delivery of these messages, the user must register the appropriate service 
identification information in the Electric Industry Registry and be capable of receiving e-
Tag messages. 
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4.3 Tag Data Entry and Viewing 
The Approval is the main interface through which entities with approval rights to an e-
Tag alert the e-Tag author and each other of their decisions to approve, deny, or change 
an e-Tag to reflect a valid representation of a scheduled transaction. To this end, the 
Approval shall provide a mechanism for a user to view, make changes, or modify the 
entity state(s), as well as perform all other functional requirements described herein. The 
exact nature of this user interface is beyond the scope of this document; with the 
exception that the user shall have the facilities to view all transaction related information 
(as described in the Data Model) necessary to represent a complete, valid e-Tag. 

4.4 Date and Time Handling 
The Approval shall be responsible for the conversion of all date and time related input 
fields to Universal Coordinated Time (UTC) prior to information being exchanged with 
any other service. Valid times during the day shall be from 00:00:00 to 23:59:59. The 
Approval user interface is free to accept and manage the conversion of any appropriate 
date/time formats at the discretion of the service provider. The internal representation of 
date and time within the Approval is also entirely at the discretion of the service provider. 
However, all electronic transmittal of data shall be in UTC time. 

4.5 Data Validation 
The Approval shall ensure that all data elements in a communication are legitimate and 
that no syntax or validation rules have been broken.   

4.6 Function Implementation 
The Approval is responsible for being able to call the following methods: 

 RequestCorrection 
 RequestProfileChange 
 SetState 
 WithdrawRequest 
 QuerySummaries 
 QueryTag 
 QueryTags 
 QueryHistory 
 QueryRequestIDs 
 QueryRequest 
 QueryStatus 
 QueryAvailability 
 

And process the following methods: 
 DistributeNewTag 
 DistributeCorrection 
 DistributeTerminateTag 
 DistributeProfileChange 
 DistributeStatus 
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 DistributeResolution 
 CallbackSummaries 
 CallbackTags 
 CallbackHistory 
 QueryAvailability 
 

 
Semantics, including calling and processing rules are described in detail in the following 
sections. 
 

4.6.1 Initiating a Request 
The Approval may only issue one type of Request – the Profile Change Request. The 
following procedure should be used to validate and process a new e-Tag Creation 
request: 

 Write the new Request and encode it in a valid XML format (as described by the 
latest e-Tag schema). 

 Look up (in the Electric Industry Registry) the Authority URL associated with the 
load control area on the e-Tag.  Send the XML message created during the first 
step to this URL as the payload of an HTTP message, and wait for the response. 

 If the submission fails or the response contains fault or error messages, do not 
automatically retry the submission.  Log the error and correct the problem before 
attempting resubmission.  If the response succeeds, then process any data returned 
by the Authority. 

 

4.6.1.1 Submitting a Correction Request 
Write Request – Transmission Service Providers (TSPs) may submit e-Tag correction(s) 
if needed.  The TSP must also provide any additional parameters necessary to 
successfully call the RequestCorrection method.  The Approval may elect to automate the 
provision of some of these parameters (i.e., Security Key, e-Tag Code, etc…).  When 
submitting a correction, the correction must contain all the necessary data to replace the 
existing data.  For example, a correction to a TransProductRef must not only contain the 
TransProductRef, but also the Transmission Allocation ID, a reference to the Parent 
Segment, the OASIS Number, and the associated Transmission Customer. 
 
The TSP is only allowed to modify the TransProductRef and transmission allocation on a 
physical segment where they are the associated TSP (TPCode).  The TSP may 
horizontally or vertically stack transmission, just as the e-Tag Author can, however the 
total transmission allocation may not be changed (either reduced or increased) 
 
Verify Semantics – the following rules must be met in order to constitute a valid Request: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 Corrections may only be made to e-Tags that are PENDING 
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 Corrections may not be made that violate the rules defined in NERC/NAESB 
Standards regarding appropriate use of correction 

Should the Request not be valid, the TSP must be informed of the error(s) by the 
Approval and provided with an opportunity to rectify the violation.  
 
Store Reference Number – The Authority will assign each correction a number that is 
used to indicate the most recent correction to be applied to a specific segment or 
allocation (or set of such changes).  The Approval must record these numbers for later 
reference and integrity verification. 
 

4.6.1.2 Submitting a Profile Change Request 
 
When requesting a setting of the reliability limit, the Approver may specify the profile at 
a specific physical segment.  If the Approver does not specify a physical segment the 
default is the generator.  The Authority will calculate the remaining profiles for all other 
upstream and downstream profiles. The Approver must provide any additional 
parameters necessary to successfully call the RequestProfileChange method.  If 
requesting a clearing of reliability limits, the Approver must specify a start and a stop 
range for the clearing of the limit.  Approvals are not allowed to submit Current Level 
profiles, as they are calculated by the Authority.   
 
The Approval may elect to automate the provision of some of these parameters (i.e., 
Security Key, e-Tag Code, etc…).   
 
In some cases the Market Operators may specify Market Level Profile changes rather 
than Reliability Limit Profile Changes. Specifying a Market Level Profile Change is 
completely acceptable provided the entity is a registered Market Operator and the Profile 
Change Request would modify a transaction that sources or sinks in the Market 
Operator’s Balancing Area(s).  Such use of the Market Level profile must ONLY be used 
by the Market Operator when market conditions are setting the flow of the transaction; 
reliability concerns must still be handled through the use of the Reliability limit.  Market 
Operators must provide full sets of profile changes (i.e., not only the profile at the 
Generator, but all profiles along the scheduling path as well).  
 
In the case of DYNAMIC e-Tags, the sink BA or source BA may specify limit clearing 
and Market Level Profile changes.  This is intended to allow the LCA or GCA to set the 
energy level of the e-Tag to the metered (actual) interchange value.  This type of 
modification is allowed ONLY for historic data up to 168 hours in the past.  When any 
entity changes a market level, they must also supply all of the profiles in the e-Tag.  
Changes to the reliability limit, with the exception of limit clearing, must not be allowed 
for DYNAMIC e-Tags if they are for a period more than one hour in the past.   
 
The TSP may also submit a Market Level Profile change and is only allowed to modify 
the TransProductRef and transmission allocation on a physical segment where they are 
the associated TSP (TPCode).  The TSP may horizontally or vertically stack 
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transmission, just as the e-Tag Author can, however the total transmission allocation 
MWlevel may not be changed (either reduced or increased) nor the earliest start and end 
times. 
 
The following validation criteria must be checked when an Approval Service creates a 
Profile Change request message: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 Profile Changes may only be made to e-Tags with Composite States of 
CONFIRMED or IMPLEMENTED 

 Profile Changes are not allowed for ATF e-Tags (they may be terminated) 
 The Profile Changes must not affect points in time more than one (1) hour in the 

past with the exception of DYNAMIC e-Tags which must not affect points in 
time more than 168 hours in the past. 

 Profile change requests may not add or remove any entity. 
 
It is possible for a TSP to supply changes to the transmission allocation when specifying 
a profile change.  The following rules should be noted: 

 It is impossible to delete a transmission allocation.  If a reservation needs to be 
eliminated, its profile must be adjusted to zero. 

 A new transmission allocation may be added at any time. This addition will result 
in the creation of a new reservation allocation and new Base Profile. The 
transmission allocation will NOT be added as an Exception Allocation since a 
previous Base Profile does not exist. (See section 6.2.5 for more information on 
Allocation Profiles.).  Transmission allocation IDs must not be re-used, regardless 
of Request State. 

 Should the TSP need to modify a transmission allocation then the TSP must 
specify the change in the same manner in which profile change would be 
performed. 

 The TSP may not submit a transmission allocation change that modifies the pre-
existing transmission allocation MWlevel for any period.  Extension is prohibited. 

 The adjustment cannot impact any MWlevel or Product in the past.  Changes are 
bound in time with the earliest possible change starting at the time the Authority 
receives the Request and the latest possible change ending at the Tag Stop Time. 

 
 
 

4.6.2 Request Distribution 
The following procedure should be used to process all Request Distribution messages: 

 Decode the XML message 
 Perform any required validations 
 If the Request Distribution passes validation, then return a success response, 

otherwise return fault or error as appropriate. 
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4.6.2.1 Processing a New e-Tag Request Distribution 
Verify Semantics – the following rules must be met in order to constitute a valid New e-
Tag Request Distribution: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 A e-Tag with the ID presented must not already exist on the Approval 
 An e-Tag designated as ATF must be clearly identifiable.  The Approval user 

interface must be designed so that ATF e-Tags are differentiated/highlighted by 
color, text, or some other mechanism that ensures the e-Tag Approver is aware 
that the e-Tag is ATF. 

4.6.2.2 Processing a Correction Request Distribution 
The following validation criteria must be checked when an Approval Service receives a 
Distribute Correction message: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 Corrections may not be made to e-Tag creation Requests that do not have an 
Approval State of PENDING. 

 Corrections may not be made that violate the rules defined in NERC/NAESB 
Standards regarding appropriate use of correction 

 
Upon receipt of a valid Correction Request Distribution, the Approval must take the 
following actions: 

 Immediately replace the previously received information with the corrected 
information 

 Alert the e-Tag Approver that the correction has occurred, highlighting the 
correction for their inspection 

 Immediately consider any previous approval action (setting the approval State of 
the affected entity to either APPROVED, DENIED, or STUDY) to be reset 

4.6.2.3 Processing a Profile Change Request Distribution 
The following validation criteria must be checked when an Approval Service receives a 
Distribute Profile Change message: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 Profile Changes may not be made to e-Tags that have not been CONFIRMED or 
IMPLEMENTED 

4.6.3 Request Actions 
 
The following procedure should be used by approval services when taking actions on 
requests: 

 Encode the message in a valid XML format (as described by the latest e-Tag 
schema). 
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 Look up (in the Electric Industry Registry) the Authority URL associated with the 
load control area on the e-Tag.  Send the XML message created during the first 
step to this URL as the payload of an HTTP message, and wait for the response. 

 If the submission fails or the response contains fault or error messages, do not 
automatically retry the submission.  Log the error and correct the problem before 
attempting resubmission.  If the response succeeds, then process any data returned 
by the Authority. 

 

4.6.3.1 Approving and Denying Request 
The e-Tag Approver must indicate their decision to support or refute the Request.  Valid 
Approval States are defined in Section 1.3.4.2.  States of Denied and Study MUST be 
accompanied with reasons for the choice.  States of Approved MAY be accompanied 
with reasons or comments.  The Approver must specify the Request ID that is being acted 
upon, and must include their assigned Security Key in order for the SetState method call 
to be processed correctly. 
 
The following validation criteria must be checked when aApproval Service sends a Set 
Approval State message: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 The SetState call may not reference any Request that has already been resolved 
(i.e. has a current final state). 

 States of Denied and Study must be accompanied by a reason 
  

4.6.3.2 Withdrawing a Request 
 
Approval services may withdraw profile change requests. 
 
The following procedure should be used to withdraw a Request: 

 Write the withdraw message and encode it in a valid XML format (as described 
by the latest e-Tag schema).  The Message must include the following items: 

o The Request ID provided by the Authority at the time the request was 
made. 

o   The original Security Key for the transaction that was used in the e-Tag 
Creation message. 

o  
 Withdraw messages must not be sent for requests that have already reached a final 

state (APPROVED, etc.). 
 Look up (in the Electric Industry Registry) the Authority URL associated with the 

load control area on the e-Tag.  Send the XML message created during the first 
step to this URL as the payload of an HTTP message, and wait for the response. 

 If the submission fails or the response contains fault or error messages, do not 
automatically retry the submission.  Log the error and correct the problem before 

Deleted: The version of data being 
corrected must be the most recent 
correction held by the Authority 

Deleted: A reason that explains why 
the Withdrawal was made.
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attempting resubmission.  If the response succeeds, then process any data returned 
by the Authority. 

 WITHDRAWN is a final states for the Request. 

4.6.4 Approval Service Information Distribution 

4.6.4.1 Processing a Request Approval State Distribution 
 
The following validation criteria must be checked when an Approval Service receives a 
Distribute Status message: 

 The e-Tag ID Referenced in the message must be one held by the Approval 
 The Security Key presented must be identical to the original Security Key 

assigned at the time the Authority initially transferred the New e-Tag Request to 
the Approval 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

4.6.4.2 Processing a Request Resolution Distribution 
 
The following validation criteria must be checked when an Approval Service receives a 
Distribute Resolution message: 

 The e-Tag ID Referenced in the message must be one held by the Approval 
 The Security Key presented must be identical to the original Security Key 

assigned at the time the Authority transferred the New e-Tag Request to the 
Approval 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

4.6.4.3 Potential TLR Profile Change Distributions 
The Approval has no requirements with regard to the Distribution of Potential TLR 
Profile Changes. 

4.6.5 Recovery Functions 

4.6.5.1 Synchronous Queries 
Synchronous Queries include the following: 

 QueryTag 
 QueryRequestIDs 
 QueryRequest 
 QueryStatus 
 QueryAvailability 

 
The following procedure should be used to initiate all synchronous queries: 

 Write the query and encode it in a valid XML format (as described by the latest e-
Tag schema). 
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 Look up (in the Electric Industry Registry) the Authority URL associated with the 
load control area on the e-Tag.  Send the XML message created during the first 
step to this URL as the payload of an HTTP POST message, and wait for the 
response. 

 If the submission fails or the response contains fault or error messages, do not 
automatically retry the submission.  Log the error and correct the problem before 
attempting resubmission.  If the response succeeds, then process any data returned 
by the Authority. 

 

4.6.5.1.1 Query for an e-Tag 

Tag approval service must specify a valid e-Tag ID and the associated Security Key they 
were assigned when given the original New e-Tag Request. 

4.6.5.1.2 Query for Request Ids 

Tag approval service must specify a valid e-Tag ID and the associated Security Key they 
were assigned when given the original New e-Tag Request.  Optionally, the user may 
elect to filter RequestID’s based on the resolution of the requests associated with the e-
Tag (i.e., show only Activates Requests). 

4.6.5.1.3 Query for a Request 

Tag approval service must specify a valid e-Tag ID and the associated Security Key they 
were assigned when given the original New e-Tag Request, as well as the Request ID 
they wish to retrieve. 

4.6.5.1.4 Query for a Request’s State 

Tag approval service must specify a valid e-Tag ID and the associated Security Key they 
were assigned when given the original New e-Tag Request, as well as the Request ID for 
which they would like State information. 

4.6.5.1.5 Query for System Availability 

Tag approval service must specify a particular system for which to query availability (by 
entity desk and service type (Agent, Approval, Authority, RAS). 

4.6.5.1.6 Processing Queries for System Availability 

Approvals should respond back to Queries for System Availability as follows: 
 If the Approval is operating correctly, the Return Value should be SUCCESS. 
 If the Approval is not operating correctly, the Return Value should be FAIL. 
 If a known error is occurring, the Approval should indicate that error. 

 

4.6.5.2 Asynchronous Queries 
Asynchronous Queries include the following: 

 QuerySummaries 
 QueryTags 
 QueryHistory 
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The following procedure should be used to initiate all asynchronous queries: 
 Write the query and encode it in a valid XML format (as described by the latest e-

Tag schema). 
 Look up (in the Electric Industry Registry) the Authority URL associated with the 

load control area on the e-Tag, or, for Query Summaries, identify a unique list 
(select distinct) of Authority URL’s.  Send the XML message(s) created during 
the first step to this/these URL(s) as the payload of an HTTP POST message, and 
wait for the response. 

 If the submission fails or the response contains fault or error messages, do not 
automatically retry the submission.  Log the error and correct the problem before 
attempting resubmission.  If the response succeeds, then process any data returned 
by the Authority. 

 Wait for a response message(s) from the Authority.  The response message(s) will 
be over a new HTTP connection (not part of the query submission described in 
previous steps).  The response will be sent to the Approval Service’s registered 
service URL, and will include the same security key used by the Agent to submit 
the query.  The Agent should perform syntactic and semantic validation on the 
query response message from the Authority, and reply to the query response 
message with either a success reply or a Fault/Error reply. 

 

4.6.5.2.1 Query Summaries 

The approval service must specify either an Active Range or a Last Modified Range for 
which they want e-Tag summaries to be returned.  The Active Range is used to specify a 
range of time during which an e-Tag must have been “active” (i.e., either the first start 
date/time pair or the last stop date/time pair of the e-Tag is within the Active Range).  
The Last Modified Range is used to specify a range of time during which the e-Tag had a 
request made against it (New e-Tag Requests, Correction Requests, and Profile Change 
Requests).  
 
When an approval or agent service requests recovery over an outage range, the service 
must create a list of unique URL’s for Authority services and send the Query Summary 
messages to each authority service in order to retrieve all e-Tags for which that e-Tag 
approval or agent service is a party.  For Authorities that are shared between multiple 
companies, only one QuerySummaries message is required.  The Tag Authority should 
return data for all tags that are visible to the requestor in this case, regardless of which the 
Authority’s companies is listed as the intended message recipient. 
 
The User must also generate and specify a Security Key with which the Callback can be 
secured. 
 
The following validation criteria must be checked when an Approval Service submits a 
Query Summaries message: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 
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 The Range specified must not exceed twenty-five (25) hours.  Systems may, at 
their option, reject any single query that indicates a desire for more than 25-hours 
of information. 

 
The following validation criteria must be checked when an approval service receives a 
Query Summaries Callback message: 

 The Security Key presented must be identical to the original Security Key 
provided at the time the Approval transferred the Summaries Query to the 
Authority 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

4.6.5.2.2 Query e-Tags 

The Agent service must provide a list of e-Tag IDs and Security Keys for all e-Tags to be 
queried.  Agent must also specify a Return Rate, which indicates how many e-Tags the 
Agent wishes to receive within each callback.  Missing security keys can be recovered 
using the Query Summaries message.  The User must also specify a separate Security 
Key for the query with which the Callback can be secured.   
 
Special Note: Query e-Tags may return more than one callback, depending on how the 
user configures their original query and how the Authority is configured. 
 
The following validation criteria must be checked when an Agent receives a Query e-
Tags Callback message: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 The e-Tag IDs presented must match the e-Tag IDs requested in the original 
query 

 The Security Key presented must be identical to the original Security Key 
provided with the original query 

4.6.5.2.3 Query History 

The Approval Service must specify a valid e-Tag ID and Security Key.  The security key 
should be the same key that was used when creating the e-Tag (for e-Tag authors), or the 
security key provided by the Authority through a Distribute message.  Missing security 
keys can be recovered using the Query Summaries message.  

 
The following validation criteria must be checked when an Approval Service receives a 
Query History Callback message: 

 The e-Tag ID presented must match the e-Tag ID requested in the original query 
 The Security Key presented must be identical to the original Security Key 

provided with the original query 
 The rules described in the Data Model and Method Descriptions sections must not 

be violated 

Deleted: four 

Deleted: 24

Deleted: 24



Electronic e-Tagging - Functional Specifications  Version 1.8 
November 7, 2007 

  85 

4.7 Availability and Performance 
Availability and performance requirements are specified in NERC/NAESB Standards, as 
well as a description of what actions to take during a system outage to ensure transaction 
of business is not halted. 
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Section 5 -  Reliability Authority Service 

5.1 Introduction 
RASs are used by Reliability Coordinators (RCs) to identify transactions for curtailment, 
reallocation, and reloading. Functions of a RAS with regard to Reliability Authority and 
operations are determined by the NERC IDC Working Group or other industry groups. 
The information below describes the role of a RAS with regard to the e-Tag system. 

5.2 Registry Usage 
RASs shall be responsible for maintaining an updated list of all registered PSEs, 
Transmission Service Providers (TSPs), Balancing Authorities (BAs), and any other such 
entities whose identities must be uniquely specified in connection with the arrangement 
of an Interchange Transaction. The Electric Industry Registry of all such entities shall be 
maintained and available for downloading from the Electric Industry Registry web site. 
RASs shall supply a procedure to allow updates from the Electric Industry Registry on 
demand or on a prescheduled interval.  The Electric Industry Registry shall be maintained 
in a format defined by the NERC/NAESB Joint Interchange Scheduling Working Group. 
RASs must support the receipt of unsolicited messages sent by Authorities. To enable the 
delivery of these messages, the user must register the appropriate service identification 
information in the Electric Industry Registry and be capable of receiving e-Tag messages. 

5.3  e-Tag Data Entry and Viewing 
User Interface rules for RASs are defined by the NERC IDC Working Group or other 
industry groups. 

5.4 Date and Time Handling 
RASs shall be responsible for the conversion of all date and time related input fields to 
Universal Coordinated Time (UTC) prior to information being exchanged with any other 
service. Valid times during the day shall be from 00:00:00 to 23:59:59. RASs’ user 
interfaces are free to accept and manage the conversion of any appropriate date/time 
formats at the discretion of the service provider. The internal representation of date and 
time within the RAS is also entirely at the discretion of the service provider. However, all 
electronic transmittal of data shall be in UTC time. 

5.5 Data Validation 
RASs shall ensure that all data elements in a communication are legitimate and that no 
syntax or validation rules have been broken.   

5.6 Function Implementation 
The RAS is responsible for being able to call the following methods: 

 RequestProfileChange 
 SetState 
 DistributePotentialTLRProfileChange 
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And process the following methods: 
 DistributeNewTag 
 DistributeCorrection 
 DistributeProfileChange 
 DistributeResolution 

Semantics, including calling and processing rules are described in detail in the following 
sections. 
 

5.6.1 Initiating a Request 
 
Reliability Authority services may only issue one type of Request – the Profile Change 
Request. The following procedure should be used to validate and process a new e-Tag 
Creation request: 

 Write the new Request and encode it in a valid XML format (as described by the 
latest e-Tag schema). 

 Look up (in the Electric Industry Registry) the Authority URL associated with the 
load control area on the e-Tag.  Send the XML message created during the first 
step to this URL as the payload of an HTTP message, and wait for the response. 

 If the submission fails or the response contains fault or error messages, do not 
automatically retry the submission.  Log the error and correct the problem before 
attempting resubmission.  If the response succeeds, then process any data returned 
by the Authority. 

5.6.1.1 Submitting a Profile Change Request 
The following validation criteria must be checked when a RAS creates a Profile Change 
request message: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 Profile Changes may only be made to e-Tags that have been CONFIRMED or 
IMPLEMENTED 

 The Profile Changes must not affect points in time more than one (1) hour in the 
past with the exception of DYNAMIC e-Tags, which must not affect points in 
time more than 168 hours in the past. 

5.6.2 Request Distribution 
 
The following procedure should be used to process all Request Distribution messages: 

 Decode the XML message 
 Perform any required validations 
 If the Request Distribution passes validation, then return a success response, 

otherwise return fault or error as appropriate. 
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5.6.2.1 Processing a New e-Tag Request Distribution 
The following validation criteria must be checked when a RAS receives a Distribute New 
e-Tag message: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

  An e-Tag with the ID presented must not already exist on the RAS 

5.6.2.2 Processing a Correction Request Distribution 
The following validation criteria must be checked when a RAS receives a Distribute 
Correction message: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 Corrections may not be made to e-Tags that do not have a Composite State of 
PENDING. 

 Corrections may not be made that violate the rules defined in NERC/NAESB 
Standards regarding appropriate use of correction 

5.6.2.3 Processing a Profile Change Request Distribution 
The following validation criteria must be checked when a RAS receives a Distribute 
Profile Change message: 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

 Profile Changes may not be made to e-Tags that have not been CONFIRMED or 
IMPLEMENTED 

 

5.6.3 Information Distribution 

5.6.3.1 Processing of a Request Resolution Distribution 
The following validation criteria must be checked when an Approval Service receives a 
Distribute Resolution message: 

 The e-Tag ID Referenced in the message must be one held by the RAS 
 The Security Key presented must be identical to the NERC-assigned Security Key 

for RAS communications. 
 The rules described in the Data Model and Method Descriptions sections must not 

be violated 

5.6.3.2 Distribution of a Potential TLR Profile Change 
Note – The following actions describe the role of the NERC Interchange Distribution 
Calculator (IDC) with regard to the generation of curtailment prescriptions.  While other 
RASs may choose to implement this feature, it is not strictly required. 
 
The following procedure should be used to initiate all asynchronous queries: 

 Write the query and encode it in a valid XML format (as described by the latest e-
Tag schema). 
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 Look up (in the Electric Industry Registry) the Agent URL associated with the 
PSE listed as the e-Tag author for the e-Tag impacted by the Potential TLR 
profile change 

 
Agents may implement a callback mechanism to verify validity of the distribution, but 
are not required to do so. 
 
The following validation criteria must be checked when a RAS receives a Potential TLR 
Profile Change callback message: 

 The Security Key presented must be identical to the original Security Key 
provided at the time the RAS transferred the Potential TLR Profile Change  to the 
Agent 

 The rules described in the Data Model and Method Descriptions sections must not 
be violated 

5.7 Availability and Performance 
Availability and Performance Requirements for the RASs are defined by the NERC IDC 
Working Group or other industry groups. 
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Section 6 -  Data Model Overview 

6.1 Tag Data 

6.1.1 Transaction Types 
E-Tag 1.7 recognizes the following transaction types: 
Normal:  These are the “normal energy schedules” and should be the largest number of 
schedules.  They will include schedules that use point-to-point, network integrated 
transmission service, or grand-fathered service under a regional tariff. These schedules 
are included in the IDC and are subject to TLR curtailment.  
Dynamic:  A dynamic schedule is scheduled using an expected value but the actual 
energy transfer is determined in real time by separate communications external to the e-
Tag system. Also included in this type will be regulation energy schedules and energy 
imbalance schedules.  The e-Tag should contain the expected average energy in the 
energy profile and contain the maximum expected energy in the transmission allocation.  
Dynamic e-Tags may be adjusted by the source BA, sink BA, or e-Tag author up to 168 
hours in the past using a market adjust to set the actual interchange value. 
Emergency:  Emergency Schedules, including reserve sharing, Spinning Reserve, and 
Supplemental Reserve may be scheduled as Emergency Schedule Type.  Another kind of 
emergency schedules is execution of an operating guide that implements schedules in 
response to a loading problem.  For example, an RTO based emergency re-dispatch that 
lasts longer than an hour involving multiple Balancing Authorities. Typically, 
EMERGENCY schedules would not require reservations before being used where 
Capacity Benefit Margin had been calculated to allow for this reserve sharing. 
Loss Supply:  Used for customers self-supply losses. This type is used to differentiate 
between a loss schedule and a normal schedule. Some tariffs presently require that 
schedules for losses require different treatment than schedules for the associated energy. 
Capacity: Typically used for entities to import operating reserves from outside their 
reserve-sharing group but may also be used to arrange for purchases or sales of Spinning 
Reserve and Supplemental Reserve between other entities. This type of e-Tag may be 
activated upon contingency with zero ramp durations.  
Pseudo-Tie:  A dynamic transfer implemented as a pseudo-tie rather than a dynamic 
schedule.  Used in the same way as a Dynamic e-Tag.  These tags may be adjusted in the 
same manner as Dynamic transaction type e-Tags. 

6.1.2 Market Segments 
Market Segments represent those portions of the path that are associated with the tracking 
of title and responsibility.  A Physical Segment is always associated with a parent Market 
Segment.  However, the opposite is not true; Market Segments can exist independent of 
Physical Segments.   
Market Segments contain information that describes the market information, such as the 
identity of the market participant, the firmness of energy the market participant is 
delivering, and the physical segments the entity is responsible for providing.  Market 
Segments must be listed in order from GPE to LSE and numerically identified as such 
(e.g., GPE segment = 1, Intermediate PSE segment =2, LSE segment = 3).   
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GPE and LSE segments must contain an energy product.  Market Segments may only 
utilize products in the Electric Industry Registry related to Generation or Load.  

6.1.2.1 Scheduling Responsibilities 
Market Segments can describe a responsibility for managing the scheduling for a portion 
of the transaction. This is seen when a marketer has rights to a resource and wishes to 
exercise those rights (i.e., a generation merchant wishes to generate energy for sale, a 
load serving entity wishes to consume energy based on a purchase, or a marketer wishes 
to physically move energy from one area to another).  When this occurs, the market 
segment will contain the physical segments over which the marketer has scope. 

6.1.2.2 Title Transfers 
Market Segments can also describe non-physical title transfers.  These are seen when a 
market participant takes financial possession for the energy commodity, but does not 
physically move that energy before transferring possession to another financially 
responsible party.  When this occurs, the market segment will not contain any physical 
segments. 

6.1.3 Physical Segments 
Physical Segments represent those portions of the path that are physical in nature and 
represent a movement of energy.  There are three types of physical segment: Generation, 
Transmission and Load.  Physical segments must be listed in order from generation to 
Load and numerically identified as such (i.e., Generator segment = 1, first TSP segment 
=2, second TSP segment = 3, Load segment = 4).  Generation segments must always be 
listed first, while Load segments must be listed last. E/*-Tags may only have one 
Generation segment and one Load segment.  All physical segments must reference a 
parent market segment, identifying the market entity responsible for the physical 
segment. These references must also be in an order that matches that described by the 
market segments.  For example, the following represents a valid description of a 
transaction: 
 
GPE: Market Segment 1 
PSE: Market Segment 2 
LSE: Market Segment 3 
 
Generator: Physical Segment 1, Parent Market Segment Ref 1 
Transmission: Physical Segment 2, Parent Market Segment Ref 2 
Load: Physical Segment 3, Parent Market Segment Ref 3 
 
In this example, the chain of ownership and physical path are aligned properly.  When 
combined, the results identify a clear tracking of title and scheduling path: 
 
GPE: Generator 
PSE: Transmission 
LSE: Load 
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However, the following example is invalid: 
 
GPE: Market Segment 1 
PSE: Market Segment 2 
LSE: Market Segment 3 
 
Generator: Physical Segment 1, Parent Market Segment Ref 1 
Transmission: Physical Segment 2, Parent Market Segment Ref 3 
Load: Physical Segment 3, Parent Market Segment Ref 2 
 
In this example, the references indicate a paradox: when combined, invalid results are 
produced: 
 
GPE: Generator 
PSE: Load out of sequence 
LSE: Transmission out of sequence 
 
Such cross references are invalid. 

6.1.3.1 Generation 
Generation Segments contain information that describes a generation resource, such as 
the location of the generation, the firmness of the energy supplied by the resource, and 
contract references that identify the resource commitment.  Generation Segments may 
only utilize products in the Electric Industry Registry related to Generation. 

6.1.3.2 Transmission 
Transmission Segments contain identification that describes a transmission service, such 
as the identity of the provider, the POR and POD of the service, the firmness of the 
service, simple loss information, and contract references that identify the service 
commitment.  Transmission Segments may only utilize products in the Electric Industry 
Registry related to Transmission. 

6.1.3.2.1 Scheduling Entities 

 
Scheduling Entities must be registered as Balancing Authorities in the Electric Industry 
Registry.  Many Transmission Service Providers require that e-Tags illustrate not only 
the contractual relationship between the Transmission Service Provider and the 
transmission customer, but also the internal scheduling information to implement the 
transmission service sold under their tariff.  To this end, Scheduling Entities may be 
defined for a particular Transmission segment.  These entities must be listed in the proper 
scheduling path order (for example, importing BA, intermediate BA, exporting BA). 
 
In the event a listed POR or POD in the Transmission Segment is listed in the Electric 
Industry Registry as being a DC Tie, then its registered Balancing Authority must be 
listed in the e-Tag as a scheduling entity. 
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6.1.5 Transmission Allocations 
Transmission Allocations are a special kind of profile set that defines the way in which 
market participants will fill their capacity commitments with transmission reservations.  
Transmission Allocations specify a particular reservation, the provider associated with 
the reservation, and profiles associated with that reservation that describe how the 
reservation should be consumed. Transmission Allocations must always be associated 
with Transmission Physical Segments; association with other segments (such as 
Generation or Load) is not allowed. The Maximum Reservation Capacity associated with 
each physical segment should be greater than or equal to the energy profile. This is 
validated by the Tag Authority for new Tag creation requests only.  Validation of 
subsequent adjustment Requests by the Authority is problematic due to sequencing and 
approval issues.   
 
The transmission allocation for all transmission segments must be greater than or equal to 
the minimum of the POR profile and POD profile for that segment. 
 
There are two types of profiles, both specified with Maximum Reservation Capacity 
profiles: Base Allocation Profiles, and Exception Allocation Profiles.   

6.1.5.1 Base Allocation Profiles 
Base Allocation Profiles define the original manner in which transmission reservations 
were allocated to meet capacity commitments.  They are specified as a series of time-
ordered segments of duration and the transmission capacity to be consumed. These 
segments may be repeated on multiple days, if so desired.   

6.1.5.2 Exception Allocation Profiles 
Exception Allocation Profiles define the manner in which transmission reservations are 
allocated to meet capacity commitments during changes to a Base Allocation Profile.  
They are specified as a series of time-ordered segments of duration and the transmission 
capacity to be consumed, and supersede data supplied in their corresponding base profile. 

6.1.6 Loss Accounting 
Loss Accounting data specifies the manner in which losses should be accounted for over 
a specified period of time.  Over time, an e-Tag Author may elect to specify different 
choices for how losses will be provided.  Each specification creates (or overwrites) Loss 
Method Entries, which are used to determine how losses are to be applied. 
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Section 7 -  Messaging Overview 

7.1 Messaging Concepts 

7.1.1 Use of the Transmission Control Protocol/Internet Protocol 
The services defined in this document utilize the public Internet as their physical 
communication layer. Therefore, the underlying root protocol for this specification shall 
be TCP/IP. Utilization of HTTPS using NAESB PKI standard compliant certificates is 
required.  The requirement for NAESB PKI standard compliant client certificates will be 
phased in over time as infrastructure, such as the Electric Industry Registry, are available 
to support the implementation.  Additionally, the services defined in this document shall 
send data via both Port 80 and 443, the common known port for HTTP and HTTPS 
respectively, or any other port specified in the URL supplied in the registry, using TCP 
connections.  The use of HTTP or HTTPS will be based on the fully qualified URL.  For 
HTTPS connections, a client certificate may be used.  The recipient of an HTTPS 
connection must verify that the client certificate presented (if one is present) is valid for 
the sending entity. 
 
When participating entities register for service, they will be required to supply 
information on the manner in which their implementation will address certain needs. 
Explicitly, they will need to define: 
URL, Certificate Issuer, and Common Name for Authority Service (Balancing 
Authorities only) 
URL(s) for Reliability Authority Forwarding (Balancing Authorities only) 
URL, Certificate Issuer, and Common Name for Approval Service (Balancing 
Authorities, Transmission Service Providers, and optionally Purchasing Selling Entities) 
URL, Certificate Issuer, and Common Name for Agents (Purchasing Selling Entities and 
optionally Balancing Authorities) 
For the purposes of this document, a URL (Uniform Resource Locator) can be considered 
a two-part description of a resource. The first part describes the scheme used to 
communicate and the host the communication is to take place with: 
 http://www.nerc.com or https://www.nerc.com 
The second part is the URI, or Uniform Resource Identifier. It describes a particular 
resource on a host: 
 /~gads/meet ings.html 
This distinction is important in that when implementing this Interface, the first portion of 
a URL will define the host to connect to, while the URI will define what resource to 
apply HTTP or HTTPS request to. Therefore, the following URL: 
 http://www.nerc.com/~gads/meetings.html 
would be interpreted in the following manner: 
<TCP/IP command> connect to “www.nerc.com”  
<Application specific command> write the HTTP request to the connection 
In the above example, the request would be “GET /~gads/meetings.html HTTP/1.1” 
 

Deleted: based on

Deleted: is expected to

http://www.nerc.com/�
http://www.nerc.com/~gads/meetings.html�
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Both client and server certificates used for e-Tag communications must be compliant 
with NAESB PKI standards. 

7.1.1.1 Establishing Connections 
Establishing connections should be handled in the manner defined by the TCP/IP 
protocol. 
For automated responses to queries, automated distributions, and other actions not 
specifically initiated by a person’s action (CallbackHistory, CallbackSummaries, 
CallbackTags, DistributeCorrection, DistributeNewTag, 
DistributePotentialTLRProfileChange, DistributeResolution, 
DistributeProfileChange, DistributeStatus, RequestProfileChange*): 
 
Should a connection attempt fail or any response other than a valid e-Tag Schema 
response be received, the service initiating the connection request must follow the 
procedures below prior to assuming the recipient’s service is unavailable and indicating a 
message failure: 
 

At least three (3) attempts must be made to make the connection, with no less than 
five (5) seconds between each attempt, with the maximum time between the first 
and last attempts not to exceed two (2) minutes.  

For actions specifically initiated by a person’s action, such as Requests, Actions, and 
Queries (QueryHistory, QueryRequest, QueryRequestIDs, QueryStatus, 
QuerySummaries, QueryTag, QueryTags, RequestCorrection, RequestNewTag, 
RequestProfileChange*, SetState, WithdrawRequest): 
Should a connection attempt fail or any response other than a valid e-Tag Schema 
response be received, the service initiating the connection request must assume the other 
service is unavailable and immediately indicate a message failure. 
 
In both cases, message failures must alert the operator of the service attempting to send 
the message. 
 
*If an automated system is issuing RequestProfileChange (i.e., an RAS), then the system 
must retry the connection.  If the issuer is a person or operator, the system must not retry 
the correction, and instead alert the operator of the failure. 

7.1.1.1.1 Partial Connection Failures 

Should a connection attempt appear to fail between the Agent, Authority, and/or 
Approvals, yet messaging succeeded, an invalid set of errors may be encountered by re-
sending the same message (i.e., e-Tag ID Not Unique errors), leading the sender to report 
incorrect error information. Should such a message duplication be attempted, the 
receiving service must respond back with a return State of DUPLICATE, and return any 
original additional response data back to the user (i.e., information other than that 
contained in the ReturnState data structure).  This requirement does not apply to 
messages that it is valid to send multiple times such as query messages. 
 
A message shall be considered a duplicate if 
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 The method called is the same as the previous message and, 
 The entire MessageInfo data collection is the same as the previous message. 

 
It should be noted that this behavior may only occur when messages are duplicates.  For 
instances where a request is made and the information is not duplicated, the message 
must either be processed as a new message or marked as an error, depending on the 
specific situation (for example, submitting a new e-Tag with a previously submitted e-
Tag ID is invalid, but submitting a new Profile Change must be processed normally).   

7.1.1.1.2 Combining Messages 

Previous versions of e-Tag allowed for the combining of messages in order to reduce 
messaging overhead.  For Balancing Authorities, Transmission Service Providers, and 
Purchasing/Selling Entities, this functionality is no longer supported; for each specific 
entity, a distinct and separate message must be sent. For Reliability Coordinators, it is 
still allowed to send one message per unique forwarding URL.  

7.1.2 Use the Hypertext Transport Protocol 
 e-Tag messaging is accomplished through the use of the Hypertext Transport Protocol 
(HTTP) over the public Internet, optionally using SSL (HTTPS).  The e-Tag services 
defined in this document utilize HTTP 1.1.  

7.1.2.1 HTTP/S Requests 
The services defined in this document utilize a single HTTP method: the POST method. 
This method is used for sending data to a server for processing. The standard format of an 
HTTP Request Header is as follows: 
<HTTP method> <resource URI> <HTTP Version> 
In this implementation, all Request Headers will exist as the following: 
POST <resource URI> HTTP/1.1 
This specifies the POST method is to be used, the path and name of the processing 
resource, and that using HTTP 1.1 is the protocol and version being used. Additional 
header fields required are described below: 
Content-type: text/xml 

Declares that the type of data attached to the POST request will be an XML data 
set 
Content-length: <integer> 

Describes in bytes the length of the following attachment. The recipient utilizes 
this byte length to retrieve the Payload 

SOAPAction:NERCETag18:<method name> 

Indicates that the action being requested is part of the NERC e-Tag 1.8 library of 
methods, and specifies the method being called. 

A Carriage Return/Line Feed terminates each header line. The request is completed by 
sending a Carriage Return/Line Feed on an empty line marking the end of the HTTP 
headers, followed by the Entity Data or Payload.  
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7.1.2.2 HTTP/S Responses 
HTTP Responses are returned to a client with the following syntax: 
<HTTP Version> <State Code> <Explanation> 
The State codes below are utilized and understood by the TIS services defined in this 
document: 

200 OK States that the POST request was accepted and appears to be 
valid 

400 Bad Request States that the POST request was accepted but appears to 
point to an invalid URI or does not contain a valid Content-
Type 

Successful responses will be followed with an entity descriptor, describing the data to 
follow: 
Content-type: text/xml 

Declares that the type of data attached to the response will be an XML data set 

Content-length: <integer> 
Describes in bytes the length of the following attachment. The recipient 
uses this byte length to retrieve the Payload. 

 

A Carriage Return/Line Feed terminates each response line. The response is completed 
by sending a Carriage Return/Line Feed on an empty line marking the end of the HTTP 
response, followed by the Entity Data or Payload. The payload for the purposes of this 
document shall be an e-Tagging Messaging Protocol message. 

The server terminates the connection when the last of the payload has been transmitted.  

7.1.3 How SMXP Works 
All e-Tag 1.8 messages are sent using the SMXP (Simple Method Exchange Protocol).  
This protocol is based upon a remote procedure call paradigm.  This means that instead 
of sending messages explicitly, you invoke procedures on remote machines, and pass any 
needed data as input parameters to the function.  When the function is complete, it returns 
the result of its processing.  The SMXP protocol is layered on top of the HTTP protocol, 
which handles all of the underlying communication.  SMXP defines the set of rules for 
encoding remote procedure call parameters into HTTP POST messages, as well as the set 
of rules for how such messages must be processed by a remote server.   
The steps of executing an SMXP method are as follows: 

 A request is generated, containing the method name and any needed 
parameters. 

 The request is sent via HTTP to a listener on the remote machine. 
 The remote machine receives the SMXP request, and examines it to determine 

which method must be executed. 
 The remote machine executes the appropriate method and packages the result 

into an SMXP compliant XML document. 
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 The remote machine returns that document to the calling machine (again via 
HTTP). 

Each SMXP method call has two important parts – the request and the response.  Most of 
the methods used in e-Tag 1.7 are synchronous methods, meaning that once the calling 
machine makes a request, it waits for a response containing the results of its request 
before continuing. 
In a few cases, asynchronous methods are used.  In an asynchronous method, a request is 
generated and sent to a remote machine.  The remote machine places the request into a 
queue, and sends a response to the calling machine that indicates the request has been 
received and queued for processing. The connection is then terminated.   At some point in 
the future, the remote server runs the requested method and sends the result to the calling 
machine via a separate SMXP message (requiring a second request/response pair).  
Electronic e-Tagging systems are only required to support the processing of one method 
call per connection session.  Multiple calls per session are not supported. 

7.1.4 Method Types 
 E-Tag 1.7 uses various types of methods for various purposes.  The methods can be 
broken up into the following categories. 

7.1.4.1 Requests 
A request method is any method that initiates an action associated with a transaction.  
Such actions include e-Tag submission and adjustment. 

7.1.4.2 Request Distributions 
Request Distributions are the methods used to send requests to the all entities impacted 
by the e-Tag.  Request distributions may be informational, or may indicate a requirement 
for approval. 

7.1.4.3 Actions 
Actions are those methods that directly set a value.  These methods include request 
approval, denial, and withdrawal. 

7.1.4.4 Information Distributions 
Informational distributions are the methods used to send information related to the State 
of a particular request or set of transactions. These are sent to entities to alert them of 
particular requests implementation or withdrawal, as well as specific entities approvals 
and denial of a request.   

7.1.4.5 Queries 
Query methods are used to search and recover data from an Authority or similar service.  
Most query methods use parameters that allow the server to filter unneeded data and 
return the smallest reply message possible.  Which parameters may be specified depends 
upon which query method is called.  Many queries are asynchronous methods, meaning 
the results of the query will return via a callback.  Others are synchronous, meaning the 
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response contains the results of the query.  Queries may be sent more than once for the 
same data, however, Queries sent more than five times for the same data may be rejected. 
 

7.1.4.6 Callbacks 
Callbacks are methods that are used to return results from asynchronous queries.  Each 
callback will be associated with a previously called query that was used to create the 
result set. 

7.1.5 Faults 
Fault messages are returned by any SMXP method that does not complete due to a 
structural error in the request.  Such errors include any schema validation errors, such as 
incorrect data types and bad element ordering.  Faults are also generated by message 
syntax errors, namespace errors, and some types of communication error.  Fault messages 
indicate that processing was terminated before the requested procedure could be run.  The 
SMXP specification defines the standard format and content for fault messages.  
Operators of the service attempting to send the message must be alerted to the receipt of 
any faults. 

7.1.6 Return Values  
Each method returns a State code that reports whether or not the method call was 
successful.  A Return value of “SUCCESS” indicates that there were no errors in the 
method invocation, and that valid data was passed into the method.  A value of “FAIL” 
indicates that that the method did not run successfully.  If the State code is set to “FAIL”, 
then an error message must be included which describes the error that was encountered.  
Operators of the service attempting to send the message must be alerted to the receipt of 
any FAIL returns. 
In certain cases, the method may return a value of “DUPLICATE.”  This value indicates 
that the method being called has been previously called with identical parameters and a 
response has already been returned.  Typically, this value is received after a partial 
connection failure and subsequent retry.   

7.1.7 Error Messages 
Error messages are generated whenever a method does not complete successfully due to 
problems with provided parameters or execution of the query (unless the problems have 
already been defined by a fault or HTTP error message).  If an error message is present, 
the State code must have a value of “FAIL”.  Error messages indicate that the method 
was executed, but was unable to fulfill the caller’s request due to problems encountered 
during the processing of the request.  Error messages can be cause by passing invalid (but 
syntactically correct) data to a method or by internal system failures or outages. 

7.2 Method Descriptions 
The six fundamental method types align with the system concepts defined in Section 1 of 
this document.  Those types are Requests, Request Distributions, Request Actions, 
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Information Distributions, Queries, etc. Details about the exact composition of these 
various data elements are defined in the latest e-Tag schema . 

7.2.1 Special Data Structures 
Some methods require specific data structures.  In cases where the structure is unique to a 
particular method, the structure will be defined with the method description. 
Other generic structures are defined below.  

7.2.1.1 Tag ID 
Tag Ids are values that uniquely identify an e-Tag.  It is composed of four values: 

 The Source BA’s NERC Acronym 
 The Purchasing-Selling Entity’s NERC Acronym 
 A reference code assigned by the PSE to aid in identification of the transaction 
 The Sink BA’s NERC Acronym 

The combination of these values must uniquely identify the e-Tag.  At no point in time 
may two active e-Tags exist with the same e-Tag ID.  To ensure this, an e-Tag ID may 
NOT be “reused” until a minimum of one (1) year has passed since the last point in time 
in which the e-Tag previously using the e-Tag ID ran. 

7.2.1.2 Message Info 
Message Info is a collection of data used to describe the basic communication 
characteristics of an e-Tag message.  Message info is composed of four values: 

 The NERC Acronym of the entity initiating the message transfer 
 The Security Key used to ensure validity of the message 
 The NERC Acronym of the entity to whom the message is being transferred 
 A date and time indicating when the message was generated 

This information must be used to identify message participants, as well as provide simple 
authentication and audit information. 

7.2.1.3 Return State 
Return State is a collection of data used to indicate the general results of a message being 
processed.  Return State has three specific components: 

 A date and time indicating when the return was generated 
 A State of the processing 
 Optionally, a list of errors encountered during the processing of the message 

This information must be used to communicate semantic problems with a message back 
to a message initiator. 
. 

7.2.1.4 Miscellaneous Info 
In many messages, it is possible to communicate token/value pairs of non-standard 
information.  This is included as a convenience and method for extending the e-Tagging 
system.  By using the Miscellaneous Info function, entities can pass along data to other 
parties that is not directly supported by the data model.  For example, when initiating a 
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curtailment request, an entity could provide various other information components, such 
as: 
IMPACTED FLOWGATE : 1178 
PROCEDURE : LLR 
It is intended that entities make use of this feature in a standard, published manner that 
will allow recipients to process and utilize the information transferred. 

7.2.2 Errors and Error Lists 
The following are errors that may be supplied by the recipient of a method call should an 
error condition exist.  The responder must provide an error number and a textual 
description of the error that provides specific detail about the error (i.e., information that 
will help the user resolve the problem).  Supported errors are: 
 

0001 Tag Already Exists 
The e-Tag ID provided has already been used 
on an e-Tag held by the responding service.   

0002 Tag Not Found 
The e-Tag ID referenced is one not held by the 
responding service. 

0003 Segment Not Found 
The Segment referenced is not one held by the 
responding service 

0004 Request Not Finalized  
The profile cannot be changed, as it has not yet 
been finalized. 

0005 Reque st Finalized 

The e-Tag cannot be corrected or withdrawn, 
as it has already been finalized (CONFIRMED, 
IMPLEMENTED, etc.) 

0006 Reque st Not Found 
The referenced request is not one held by the 
responding service 

0007 St ale Request 
The request is inappropriate due to timing 
requirements. 

0008 Inva lid Range 
The range specified exceeds or otherwise 
violates the rules associated with its definition 

0009 Invalid Security Key The security key provided is not correct 

0010 Tag Not Requested 
The e-Tag being presented is not one requested 
by the responding service 

0011 Insufficient Rights The requester does not have appropriate rights  

0012 Contact Not Specified 
A contact is required to be specified, and was 
not provided 

0013 Reaso n Not Specified 
A Reason is required to be specified, and was 
not provided 

0014 Inva lid Return Rate 
The Return Rate was either not specified or 
incorrectly formatted 

0015 Correction not allowed 

The proposed correction would change the 
physical or financial path, which is not 
allowed. 

0016 Missing Correction 

The SetState request cannot complete because 
the Approver does not have the most recent 
correction for the segments in their scope. 
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0017 Missing DC Tie Operator 

The RequestNewTag method cannot complete 
because a Balancing Authority registered to 
operate a requested DC Tie was not included as 
a Scheduling Entity for the Transmission 
Service Provider in the e-Tag. 

0018 Orphan Profile 
Every Profile must be reference by at least one 
Physical Segment  

0019 Profile Not Found 
The profile being referenced was not found in 
the e-Tag 

0020 Inva lid Path Order 

The Market Segments, Physical Segments, and 
Parent market Segment References must be in 
correct order. 

0021 Inva lid Registered Value 

A registered value is incorrect.  This includes 
invalid or incorrect to/from entities, 
deactivated or unregistered PORs/PODs and/or 
Sources/Sinks, and non-existent products. 

 

7.2.3 Initiating a Request 

7.2.3.1 Special Data Structures 

7.2.3.1.1 TimeClassification 

Used to indicate to an e-Tag Author that a request was received on time, Late, or ATF 
based on the NERC/NAESB Standards timing guidelines.   

7.2.3.2 Request New Tag 
Issued by: Agents 
Processed by: Authorities 
Purpose: Used to submit a new e-Tag to the Authority for processing. 
In  Message Info Required 
 Tag Required 
Out 
(successful) 

Return State 

 Reque st ID 
 Late  Flag 
Errors 0001Tag ID Already Exists 
 0007 Stale Request 
 0017 Missing DC Tie Operator 
 0018 Orphan Profile 
 0020 Invalid Path Order 
 0021 Invalid Registered Value 
 

7.2.3.3 Request Correction 
Issued by: Agents 
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Processed by: Authorities 
Purpose: Used to submit changes to a new e-Tag while it is being evaluated for approval 
In  Message Info Required 
 ContactI nfo Required 
 Tag ID Required 
 Correction List Required 
 Notes Optional 
Out 
(successful) 

Return State 

 Correction ID Set 
Errors 0002 e-Tag ID Not Found 
 0003 Segment Not Found 
 0005 Request already in Final state 
 0009 Invalid Security Key 
 0015 Correction Not Allowed  
 0021 Invalid Registered Value 
 

7.2.3.4 Request Profile Change 
Issued by: Agents, Approvals, RASs 
Processed by: Authorities 
Purpose: Used to change the energy level or transmission allocation associated with a 
particular e-Tag. 
In  Message Info Required 
 Contact Info Required 
 Tag ID Required 
 Market Profile Change OR Reliability Profile Change Required 
 Miscellaneous Info List Optional 
 Notes Optional 
Out 
(successful) 

Return State 

 Reque st ID 
 Late  Flag 
Errors 0002 e-Tag not found 
 0007 Stale Request 
 0009 Invalid Security Key 
 0011 Insufficient Rights 
 0012 Contact not Specified 
 0013 Reason not Specified 
 0019 Profile Not Found 
 0021 Invalid Registered Value 
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7.2.4 Request Distribution 

7.2.4.1 Special Data Structures 

7.2.4.1.1 Approval Rights Flag 

Used to indicate that a recipient of a request distribution has approval rights over the 
request. 

7.2.4.1.2 Impact Flag 

Used to indicate that a recipient of a correction request distribution has a need to re-
evaluate the e-Tag based on the correction. 

7.2.4.2 Distribute New e-Tag 
Issued by: Authorities 
Processed by: Agents, Approvals, RASs 
Purpose:  Used to distribute new e-Tag requests to parties with rights to view or approve 
the request. 
In  Message Info Required 
 Tag Required 
 Appr oval Rights Required 
 Late  Optional 
Out 
(successful) 

Return State 

Errors 0001 e-Tag already exists 
 0021 Invalid Registered Value 
 

7.2.4.3 Distribute Correction 
Issued by: Authorities 
Processed by: Agents, Approvals, RASs 
Purpose: Used to distribute a correction to parties with rights to view or approve the 
original new e-Tag request. 
In  Message Info Required 
 Contact Info Required 
 Tag ID Required 
 Correction List Optional 
 Loss Accounting List Optional 
 I mpact Flag Required 
 Late  Flag Required 
 Notes Optional 
Out 
(successful) 

Return State 

Errors 0002 e-Tag Not Found 
 0003 Segment Not Found 
 0009 Invalid Security Key 
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 0021 Invalid Registered Value 
 

7.2.4.4 Distribute Profile Change 
Issued by: Authorities 
Processed by: Agents, Approvals, RASs 
Purpose: Used to distribute a request to change a profile to the parties with rights to view 
or approve the original new e-Tag request. 
In  Message Info Required 
 Contact info Required 
 Tag ID Required 
 Appr oval Rights Required 
 Reque st ID Required 
 Reque stor Required 
 Late  Required 
 Exception Profile Change Optional 
 Transmission Allocation Change List Optional 
 Loss Accounting Change List Optional 
 Misc Info list Optional 
 Notes Optional 
 Reque st Time Stamp Required 
Out 
(successful) 

Return State 

Errors 0002 e-Tag Not Found 
 0009 Invalid Security Key 
 0021 Invalid Registered Value 
 

7.2.5 Request Actions 

7.2.5.1 Set State 
Issued by: Approvals 
Processed by: Authorities 
Purpose: Used by entities with Approval Rights to a request to specify their commitment 
to implement or reject the request. 
In  Message Info Required 
 Tag ID Required 
 Scope Required 
 Reque st Ref Required 
 Appr oval Status Required 
 Approval Time Stamp  
 Notes Optional* 
Out 
(successful) 

ReturnState 

Errors 0002 e-Tag Not Found 
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 0003 Segment not Found 
 0005 Request Finalized 
 0009 Invalid Security Key 
 0013 Reason not Specified 
 0016 Missing Correction 
 0021 Invalid Registered Value 
*Required for states of Denied or Study. 

7.2.5.2 Withdraw Request 
Issued by: Agents, Approvals, and RASs 
Processed by: Authorities 
Purpose: Used by request authors to remove their request from consideration prior to the 
completion of its evaluation. 
In  Message Info Required 
 Contact Info Required 
 Tag ID Required 
 Reque st Ref Required 
 Notes Optional 
Out 
(successful) 

Return State 

Errors 0002 e-Tag not found 
 0005 Request Finalized 
 0006 Request not found 
 0009 Invalid Security Key 
 0011 Insufficient Rights 
 0012 Contact not specified 
 0021 Invalid Registered Value 
 

7.2.5.3 Terminate Request 
Issued by: Agents, Approvals 
Processed by: Authorities 
Purpose: Used by request authors to set the transmission and energy profiles of an e-Tag 
to zero and set its state to TERMINATED after the request has transitioned to 
IMPLEMENTED.  The Composite State of the e-Tag changes from IMPLEMENTED to 
TERMINATED once the current time is less than or equal to the termination time.   
In  Message Info Required 
 Contact Info Required 
 Tag ID Required 
 Reque st Ref Required 
 Dat eTime Required 
 Notes Optional 
Out 
(successful) 

Return State 

Errors 0002 e-Tag not found 
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 0005 Request Finalized 
 0006 Request not found 
 0007 Stale Request 
 0009 Invalid Security Key 
 0011 Insufficient Rights 
 0012 Contact not specified 
 0021 Invalid Registered Value 
 

7.2.6 Information Distribution 

7.2.6.1 Distribute Status 
Issued by: Authorities 
Processed by: Agents, Approvals, and RASs 
Purpose: Used to notify entities with Approval and Viewing rights of other Approver’s 
actions with regard to a particular request. 
In  Message Info Required 
 Tag ID Required 
 Reque st Ref Required 
 St atus List Required 
 Fl owgate List Optional* 
Out 
(successful) 

Return State 

Errors 0002 e-Tag Not Found 
 0006 Request not found 
 0009 Invalid Security Key 
 0021 Invalid Registered Value 

7.2.6.2 Distribute Resolution 
Issued by: Authorities 
Processed by: Agents, Approvals, RASs 
Purpose: Used to notify entities with Approval and Viewing rights of the final resolution 
of a particular request. 
In  Message Info Required 
 Tag ID Required 
 Reque st ID Required 
 Reque st Status Required 
Out 
(successful) 

Return State 

Errors 0002 e-Tag Not Found 
 0006 Request not found 
 0009 Invalid Security Key 
 0021 Invalid Registered Value 
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7.2.6.3 Distribute Potential TLR Profile Change 
Issued by: RASs 
Processed by: Agents 
Purpose: Used to inform e-Tag Authors about potential impending profile changes due 
to TLR. 
In  Message Info Required 
 Start Date Time Required 
 TLR Event Ref Required 
 Misc Info list Optional 
 TLR Profile Change List Required 
Out 
(successful) 

Return State 

Errors 0021 Invalid Registered Value 

7.2.6.4 Callback Potential TLR Profile Change 
Issued by: Agents 
Processed by: RASs 
In  Message Info Required 
Out 
(successful) 

Return State 

Errors 0009 Invalid Security Key 
 0021 Invalid Registered Value 
 

7.2.7 Query Functions 

7.2.7.1 Query Summaries 
Issued by: Agents, Approvals, RASs 
Processed by: Authorities 
Purpose: Used to request a list of e-Tags and keys based on search criteria.  Primarily 
used for recovery purposes.   
In  Message Info Required 
 Range  Required 
Out 
(successful) 

Request ID 

Errors 0008 Invalid Range 
 0021 Invalid Registered Value 
 

7.2.7.2 Callback Summaries 
Issued by: Authorities  
Processed by: Agents, Approvals, RASs 
Purpose: Used to send a list of e-Tags and keys to an entity that has previously requested 
via QuerySummaries.  
In  Message Info Required 
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 Tag Summary List OR Empty Element Required 
Out 
(successful) 

Return State 

Errors 0009 Invalid Security Key 
 0021 Invalid Registered Value 
 

7.2.7.3 Query e-Tag 
Issued by: Agents, Approvals, and RASs 
Processed by: Authorities 
Purpose: Used to retrieve a single e-Tag from an Authority. Primarily used for recovery 
purposes. 
In  Message Info Required 
 Tag ID Required 
Out 
(successful) 

Return State 

 Tag 
Errors 0002 e-Tag not found 
 0009 Invalid Security Key 
 0021 Invalid Registered Value 
 

7.2.7.4 Query e-Tags 
Issued by: Agents, Approvals, RASs 
Processed by: Authorities 
Purpose: Used to request multiple e-Tags from an Authority. Primarily used for recovery 
purposes. 
In  Message Info Required 
 Tag Credential List Required 
 Return Rate Required 
Out 
(successful) 

Return State 

Errors 0002 e-Tag Not Found 
 0009 Invalid Security Key 
 0014 Invalid Return Rate 
 0021 Invalid Registered Value 
 

7.2.7.5 Callback e-Tags 
Issued by: Authorities  
Processed by: Agents, Approvals, RASs 
Purpose: Used to send multiple e-Tags from an Authority to an entity that requested 
them via QueryTags. Primarily used for recovery purposes. 
In  Message Info Required 
 Tag List OR Empty Element Required 
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Out 
(successful) 

Return State 

Errors 0009 Invalid Security Key 
 0010 e-Tag Not Requested 
 0021 Invalid Registered Value 
 

7.2.7.6 Query History 
Issued by: Agents, Approvals, RASs 
Processed by: Authorities 
Purpose: Used to retrieve a single e-Tag’s History from an Authority. Primarily used for 
recovery purposes. 
In  Message Info Required 
 Tag ID Required 
Out 
(successful) 

Return State 

Errors 0002 e-Tag Not Found 
 0009 Invalid Security Key 
 0021 Invalid Registered Value 
 

7.2.7.7 Callback History 
Issued by: Authorities  
Processed by: Agents, Approvals, RASs 
Purpose: Used to send a single e-Tag’s History from an Authority to an entity that 
requested it via QueryHistory. Primarily used for recovery purposes. 
In  Message Info Required 
 Histor y Required 
Out 
(successful) 

Return State 

Errors 0009 Invalid Security Key 
 0021 Invalid Registered Value 
 

7.2.7.8 Query Request 
Issued by: Agents, Approvals, RASs 
Processed by: Authorities 
Purpose: Used to retrieve a specific request for a single from an Authority. Primarily 
used for recovery purposes. 
In  Message Info Required 
 Tag ID Required 
 Reque st ID Required 
Out 
(successful) 

Return State 

 Reque stProfileChange 
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Errors 0002 e-Tag Not Found 
 0009 Invalid Security Key 
 0021 Invalid Registered Value 

 

7.2.7.9 Query Request IDs 
Issued by: Agents, Approvals, RASs 
Processed by: Authorities 
Purpose: Used to retrieve a list of requests made regarding a single e-Tag from an 
Authority. Primarily used for recovery purposes. 
In  Message Info Required 
 Tag ID Required 
 Reque st Status(es) Optional 
Out 
(successful) 

Return State 

 Reque st ID Summary List 
Errors 0002 e-Tag Not Found 
 0009 Invalid Security Key 
 0021 Invalid Registered Value 
 

7.2.7.10 Query Status 
Issued by: Agents, Approvals, RASs 
Processed by: Authorities 
Purpose: Used to retrieve a request’s State from an Authority. Primarily used for 
recovery purposes. 
In  Message Info Required 
 Tag ID Required 
 Reque st Ref Required 
Out 
(successful) 

Return State 

 R equest State 
 Approver State List 
Errors 0002 e-Tag Not Found 
 0009 Invalid Security Key 
 0021 Invalid Registered Value 
 

7.2.7.11 QueryAvailability 
Issued by: Agents, Approvals 
Processed by: Agents, Approvals, and Authorities 
Purpose: Used to determine availability/status of an e-Tagging service.  Primarily used 
to evaluate system performance. 
In  From Entity Required 
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 To Entity Required 
Out 
(successful) 

Return Time Stamp 

 R equest Value 
Errors 0021 Invalid Registered Value 
 

Section 8 -  Interoperability (tentative) 
 

“e-Tag vendors implementing a modification(s) to any e-
Tag service shall send advanced notification to the 
appropriate list server(s) if the e-Tag vendor anticipates 
an impact to interoperability.” – this has to be 
somewhere in the spec.
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Appendix A Special Implementation Requirements 

1. Introduction 
 
This appendix contains information that the e-Tag vendors need to know in order to 
correctly implement the e-Tag services.  The regional (RRO) details that impact 
interoperability or require additional functionality or validation by the Authority service 
should be included in this appendix.  
 
If these do not impact interoperability or require implementation of specific features by 
the Authority service then they need not be included in this appendix.  Instead these may 
be accessed from the NAESB web site (modify this when the URL is provided). 
 
 

2. WECC  
 

Introduction 
 
WECC business standards require some additional features to the standard tagging 
implementation.  The sections below describe the additional requirements for parties 
providing tagging services to WECC members.  These additional requirements are 
mandatory for all Agent/Approval/Authority services used in the western interconnection, 
and optional for services used by other interconnections.   
 
INT-BPS-009 
 
INT-BPS-0009 applies to all tags of transaction_type = “Capacity” that contain a sink 
point associated with the WECC region. 
 
To support this WECC Business Practice Standard, the following additional tagging 
requirements apply to all such tags. 
 

 The first market segment (the GPE) must only use energy product C-SP or C-
NS. 

 
 Any reliability entity (BA or TSP) may adjust the market-level energy profile.  

They may not change nor add transmission allocations. 
 

 The Load-Serving-Entity listed on the tag has the same adjustment rights as the 
tag author or Creating Purchasing-Selling-Entity (CPSE) (can adjust energy or 
transmission or both). 

 
 Default ramp durations will be zero minutes.  This applies to New Tag Requests 

and all subsequent requests. 
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 A simplified approval process will be used in some cases.  Curtailments and 

market-level adjustments originating from a Tag’s Source BA, Sink BA, or CPSE 
need only be approved by the Source BA and the Sink BA.  No other party will 
have approval rights for such requests.  This shortened process applies only to tag 
changes.  New Tag/correction requests and tag changes issued by parties other 
than the Source and Sink BAs and CPSE will follow the standard rules for 
approval parties. 
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INT-BPS-011 
 
INT-BPS-011 applies to all tags of transaction type = “Recallable” that contain both a 
source and a sink point associated with the WECC region. Note that the version of INT-
BPS-011 currently available from WECC references tags of transaction type = “Normal”.  
It was subsequently decided that this requirement should be implemented using a new 
transaction type (referred to as “Recallable”) instead.  References to “Normal” in the 
INT-BPS-011 standard should always be interpreted as “Recallable”. 
 
To support this WECC Business Practice Standard, the following additional tagging 
requirements apply to all such tags. 
 

 The first market segment (the GPE) must use energy product C-RE. 
 

 A simplified approval process will be used in some cases.  Curtailments and 
market-level adjustments originating from a Tag’s Source BA, Sink BA, or CPSE 
need only be approved by the Source BA and the Sink BA.  No other party will 
have approval rights for such requests.  This shortened process applies only to tag 
changes.  New Tag/correction requests and tag changes issued by parties other 
than the Source and Sink BAs and CPSE will follow the standard rules for 
approval parties. 

 
 Default ramp durations will be zero minutes.  This applies to New Tag requests 

and all subsequent requests. 
 
INT-BPS-014 
 
INT-BPS-014 applies to all tags that both the source and sink points are associated with 
the WECC region for transaction type = “NORMAL”. 
 
The following additional tagging requirements apply to all such tags 
 

 The first market segment (the GPE) must contain MiscInfo with 
  Token = “WECC_Reserve_Responsible_Entity”, 
  Value = the name of the entity filling the role of “responsible entity” selected as 
described in the WECC business practice. 

 In the case where the RE is NOT the source BA, the following must be provided: 
The first market segment must also contain MiscInfo with 
  Token = “WECC_Reserve_Responsible_Entity_Type”, 
  Value = BA or PSE. 
Tags that are required to contain a reserve obligation multiplier must contain 
MiscInfo (in the first market segment) with 
  Token = “WECC_Reserve_Multiplier”, 
  Value = 5, 7, or 100. 
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 Agent services and Authority services will retain a list of which PSEs are 
registered with WECC as valid RSG members.  This list will be made available 
for programmatic download via webService or other standard mechanism to be 
provided by WECC.  No validation will be done to support this business practice 
until the RSG member list is available for download.  The list is available at:  
http://www.wecc.biz//documents/library/ESWG/WECCBP14-PSERE.csv 

 
 The Business Practice contains additional implementation details. 

 

3. Eastern Interconnection  
Space available 

4. ERCOT 
Space available 
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