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1301 Fannin, Suite 2350, Houston, Texas 77002
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Below is a review/guide of the NIST Recognized Standards for Inclusion in the Smart Grid Interoperability Standards Framework, Release 1.0.  Please note that the descriptions of the standards included in the table were taken from the websites of the organizations providing the standards and are in no way summations or representations of NAESB.  Also, please note that the costs that are associated with each standard are estimated and, when possible, were based upon the cost of purchasing only the standard (not including supplemental materials such as glossaries or user guides).  The costs provided are based upon the information contained in the corresponding links.
	Review of NIST Recognized Standards for Inclusion in the Smart Grid Interoperability Standards Framework, Release 1.0

	Standard
	Organization
	Application / Description
	Cost  / Hyperlink

	AMI-SEC System Security Requirements
	Open SG Users Group
	Application:  Advanced metering infrastructure (AMI) and Smart Grid end-to-end security

Description:  This document provides the utility industry and vendors with a set of security requirements for Advanced Metering Infrastructure (AMI). These requirements are intended to be used in the procurement process, and represent a superset of requirements gathered from current cross-industry accepted security standards and best practice guidance documents.

This document provides substantial supporting information for the use of these requirements including scope, context, constraints, objectives, user characteristics, assumptions, and dependencies. This document also introduces the concept of requirements for security states and modes, with requirements delineated for security states.

These requirements are categorized into three areas: 1) Primary Security Services, 2) Supporting Security Services and 3) Assurance Services. The requirements will change over time corresponding with current security threats and countermeasures they represent. The AMI-SEC Task Force presents the current set as a benchmark, and the authors expect utilities and vendors to tailor the set to individual environments and deployments.

While these requirements are capable of standing on their own, this document is intended to be used in conjunction with other 2008 deliverables from the AMI-SEC Task Force, specifically the Risk Assessment, the Architectural Description, the Component Catalog (in development as of this writing), and the Implementation Guide (to be developed late 2008). This document also discusses the overall process for usage of this suite.”


	Cost:  Available at no cost on the Open SG web site
Link:  http://osgug.ucaiug.org/utilisec/amisec/Shared%20Documents/1.%20System%20Security%20Requirements/AMI%20System%20Security%20Requirements%20-%20v1_01%20-%20Final.doc 

	ANSI C12.19 – 2008
	American National Standards Institute 

(formal standards body)
	Application:  Revenue metering information model
Description:  This Standard defines a Table structure for utility application data to be passed between an End Device and any other device
	Cost:  $228

Link:  http://webstore.ansi.org/RecordDetail.aspx?sku=ANSI+C12.19-2008 

	BACnet ANSI ASHRAE 135-2008 
	American Society of Heating, Refrigerating and Air-Conditioning Engineers 

(formal standards body)
	Application:  Building automation

Description:  The purpose of this standard is to define data communication services and protocols for computer equipment used for monitoring and control of HVAC&R and other building systems and to define, in addition, an abstract, object-oriented representation of information communicated between such equipment, thereby facilitating the application and use of digital control technology in buildings. 
	Cost:  $119

Link:  http://resourcecenter.ashrae.org/store/ashrae/newstore.cgi?itemid=30853&view=item&page=1&loginid=39839941&priority=none&words=135-2008&method=and&   

	DNP3
	Distributed Network Protocol
	Application:  Substation and feeder device automation

Description:  The development of DNP3 was a comprehensive effort to achieve open, standards-based Interoperability between substation computers, RTUs, IEDs (Intelligent Electronic Devices) and master stations (except inter-master station communications) for the electric utility industry. Also important was the time frame; the need for a solution to meet today’s requirements. As ambitious an undertaking as this was, we reached this objective. And since the inception of DNP, the protocol has also become widely utilized in adjacent industries such as water / waste water, transportation and the oil and gas industry. 

DNP3 is based on the standards of the International Electrotechnical Commission (IEC) Technical Committee 57, Working Group 03 who have been working on an OSI 3 layer “Enhanced Performance Architecture” (EPA) protocol standard for telecontrol applications. DNP3 has been designed to be as close to compliant as possible to the standards as they existed at time of development with the addition of functionality not identified in Europe but needed for current and future North American applications (e.g. limited transport layer functions to support 2K block transfers for IEDs, RF and fiber support). DNP3 has been selected as a Recommended Practice by the IEEE C.2 Task Force; RTU to IED Communications Protocol. 

DNP3 was developed by Harris, Distributed Automation Products. In November 1993, responsibility for defining further DNP3 specifications and ownership of the DNP3 specifications was turned over to the DNP3 Users Group, a group composed of utilities and vendors who are utilizing the protocol. 

DNP3 is an open and public protocol. In order to ensure interoperability, longevity and upgradeability of, protocol the DNP3 Users Group has taken ownership of the protocol and assumes responsibility for its evolution. The DNP3 Users Group Technical Committee evaluates suggested modifications or additions to the protocol and then amends the protocol description as directed by the Users Group members. 

Complete documentation of the protocol is available to the public. The four core documents that define DNP3 are: Data Link Layer Protocol Description, Transport Functions, Application Layer Protocol Description and Data Object Library (referred to as the “Basic 4 Document”). The Users Group also has available to members the document “DNP3 Subset Definitions” which will help implementers to identify protocol elements that should be implemented. 
	Cost:  $300 Membership
Link:  http://www.dnp.org/About/Default.aspx 

	IEC 60870-6 / TASE.2
	International Electrotechnical Commission

(formal standards body)
	Application:  Inter-control center communications (ICCP)
Description:  Specifies a method of exchanging time-critical control centre data through wide-area and local-area networks using a full ISO compliant protocol stack. Both centralized and distributed architectures are supported. Includes the exchange of real-time data indications, control operations, time-series data, scheduling and accounting information, remote program control and event notification.
	Cost:  $327

Link:  http://webstore.iec.ch/webstore/webstore.nsf/artnum/034806 

	IEC 61850
	International Electrotechnical Commission
(formal standards body)
	Application:  Substation automation and protection
Description:  Communication networks and systems in substations is a technical report applicable to substation automation systems. Defines the communication between intelligent electronic devices in the substation and the related system requirements.
	Cost:  $3290 (all parts)
Link:

http://webstore.iec.ch/webstore/webstore.nsf/artnum/033549!opendocument 

	IEC 61968
	International Electrotechnical Commission

(formal standards body)
	Application:  Application level energy management system interfaces

Description:  Application integration at electric utilities – System interfaces for distribution management is a series of standards that define interfaces for the major elements of an interface architecture for Distribution Management Systems. Identifies and establishes requirements for standard interfaces based on an Interface Reference Model. This set of standards is limited to the definition of interfaces and is implementation independent; it provides for interoperability among different computer systems, platforms, and languages.
	Cost:  $250

Link:  http://webstore.iec.ch/webstore/webstore.nsf/artnum/031109!opendocument 

	IEC 61970
	International Electrotechnical Commission

(formal standards body)
	Application:  Application level energy management system interfaces

Description:  Energy management system application program interface is a set of guidelines and general infrastructure capabilities required for the application of the EMS-API interface standards. Describes typical integration scenarios where these standards are to be applied and the types of applications to be integrated. Defines a reference model and provides a framework for the application of the other parts of these EMS-API standards.
	Cost:  $190

Link:  http://webstore.iec.ch/webstore/webstore.nsf/artnum/035316!opendocument 

	IEC 62351 Parts 1-8
	International Electrotechnical Commission

(formal standards body)


	Application:  Information security for power system control operations

Description: The scope of the IEC 62351 series is information security for power system control operations. Its primary objective is to undertake the development of standards for security of the communication protocols defined by IEC TC 57, specifically the IEC 60870-5 series, the IEC 60870-6 series, the IEC 61850 series, the IEC 61970 series, and the IEC 61968 series.
	Cost: Vary per part from $55 to $220
Link:  (to section 1) http://webstore.iec.ch/webstore/webstore.nsf/artnum/037996!opendocument  

	IEEE C37.118
	IEEE
(formal standards body)
	Application:  Phasor measurement unit (PMU) communications

Description: This standard defines synchronized phasor measurements used in power system applications. It provides a method to quantify the measurement, tests to be sure the measurement conforms to the definition, and error limits for the test. It also defines a data communication protocol including message formats for communicating this data in a real-time system. Explanation, examples, and supporting information are also provided.
	Cost:  $77

Link:  https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657 

	IEEE 1547
	IEEE

(formal standards body)
	Application:  Physical and electrical interconnections between utility and distributed generation (DG)

Description: This standard is the first in the 1547 series of interconnection standards and is a benchmark milestone demonstrating the open consensus process for standards development. Traditionally, utility electric power systems (EPS--grid or utility grid) were not designed to accommodate active generation and storage at the distribution level. As a result, there are major issues and obstacles to an orderly transition to using and integrating distributed power resources with the grid. The lack of uniform national interconnection standards and tests for interconnection operation and certification, as well as the lack of uniform national building, electrical, and safety codes, are understood. IEEE Std 1547 and its development demonstrate a model for ongoing success in establishing additional interconnection agreements, rules, and standards, on a national, regional, and state level. IEEE Std 1547 has the potential to be used in federal legislation and rule making and state public utilities commission (PUC) deliberations, and by over 3000 utilities in formulating technical requirements for interconnection agreements for distributed generators powering the electric grid. This standard focuses on the technical specifications for, and testing of, the interconnection itself. It provides requirements relevant to the performance, operation, testing, safety considerations, and maintenance of the interconnection. It includes general requirements, response to abnormal conditions, power quality, islanding, and test specifications and requirements for design, production, installation evaluation, commissioning, and periodic tests. The stated requirements are universally needed for interconnection of distributed resources (DR), including synchronous machines, induction machines, or power inverters/converters and will be sufficient for most installations. The criteria and requirements are applicable to all DR technologies.
	Cost:  $77

Link:  https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657 

	IEEE 1686-2007
	IEEE

(formal standards body)
	Application:  Security for intelligent electronic devices (IED)

Description: The functions and features to be provided in substation intelligent electronic devices (IEDs) to accommodate critical infrastructure protection programs are defined in this standard. Security regarding the access, operation, configuration, firmware revision, and data retrieval from an IED is addressed in this standard. Communications for the purpose of power system protection (teleprotection) is not addressed. Encryption for the secure transmission of data both within and external to the substation, including supervisory control and data acquisition, is not part of this standard as this is addressed in other efforts.
	Cost:  $77

Link:  https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657 

	NERC CIP 002-009
	North American Electric Reliability Corporation

(formal standards body)
	Application:  Cyber security standards for the bulk power system

Description: NERC Standards CIP-002 through CIP-009 provides a cyber security framework for the identification and protection of Critical Cyber Assets to support reliable operation of the Bulk Electric System. 

These standards recognize the differing roles of each entity in the operation of the Bulk Electric System, the criticality and vulnerability of the assets needed to manage Bulk Electric System reliability, and the risks to which they are exposed. Responsible Entities should interpret and apply Standards CIP-002 through CIP-009 using reasonable business judgment.
Business and operational demands for managing and maintaining a reliable Bulk Electric System increasingly rely on Cyber Assets supporting critical reliability functions and processes to communicate with each other, across functions and organizations, for services and data. This results in increased risks to these Cyber Assets.
	Cost:  Available at no cost on the NERC website.

Link:  http://www.nerc.com/page.php?cid=2|20 

	NIST SP 800-53
	National Institute of Standards and Technology
	Application:  Cyber security standards and guidelines for federal information systems, including those for the bulk power system

Description:  The purpose of this publication is to provide guidelines for selecting and specifying security controls for information systems supporting the executive agencies of the federal government. The guidelines apply to all components of an information system that process, store, or transmit federal information.
	Cost:  Available at no cost on the NIST website.
Link:  http://csrc.nist.gov/publications/nistpubs/800-53-Rev1/800-53-rev1-final-clean-sz.pdf 

	NIST SP 800-82
	National Institute of Standards and Technology
	Application:  Cyber security standards and guidelines for federal information systems, including those for the bulk power system

Description:  The purpose of this document is to provide guidance for securing industrial control systems (ICS), including supervisory control and data acquisition (SCADA) systems, distributed control systems (DCS), and other systems performing control functions. The document provides an overview of ICS and typical system topologies, identifies typical threats and vulnerabilities to these systems, and provides recommended security countermeasures to mitigate the associated risks. Because there are many different types of ICS with varying levels of potential risk and impact, the document provides a list of many different methods and techniques for securing ICS. The document should not be used purely as a checklist to secure a specific system. Readers are encouraged to perform a risk-based assessment on their systems and to tailor the recommended guidelines and solutions to meet their specific security, business and operational requirements. 

The scope of this document includes ICS that are typically used in the electric, water and wastewater, oil and natural gas, chemical, pharmaceutical, pulp and paper, food and beverage, and discrete manufacturing (automotive, aerospace, and durable goods) industries.
	Cost:  Available at no cost on the NIST website.

Link:  http://csrc.nist.gov/publications/drafts/800-82/draft_sp800-82-fpd.pdf 

	Open Automated Demand Response (Open ADR)
	Lawrence Berkeley National Laboratory / Organization for the Advancement of Structured Information Standards (OASIS) / UCA International Users Group (UCAIug)
	Application:  Price responsive and direct load control

Description:  The Open Automated Demand Response Communications Specification defines the interface to the functions and features of a Demand Response Automation Server (DRAS) that is used to facilitate the automation of customer response to various Demand Response programs and dynamic pricing through a communicating client. This specification, referred to as OpenADR, also addresses how third parties such as utilities, ISOs, energy and facility managers, aggregators, and hardware and software manufacturers will interface to and utilize the functions of the DRAS in order to automate various aspects of demand response (DR) programs and dynamic pricing.
	Cost:  Available at no cost on the Lawrence Berkeley Laboratory / Open ADR website.

Link:  http://openadr.lbl.gov/pdf/cec-500-2009-063.pdf 

	OpenHAN
	Open SG Users Group
	Application:  Home Area Network device communication, measurement, and control

Description:  The utility members of the UtilityAMI OpenHAN Task Force jointly drafted this system requirements specification.  It represents the collaboration of more than nine investor-owned North American utilities serving more than 28 million electric and gas customers in 17 states and provinces.

Although this document is a system requirements specification, it follows the IEEE 830-1998 Recommended Practice for Software Requirements Specification given the focus on Home Area Network (HAN) applications for utilities and consumers.
	Cost:  Available at no cost on the Open SG web site

Link:  http://osgug.ucaiug.org/utilityami/openhan/HAN%20Requirements/Forms/AllItems.aspx 

	ZigBee/HomePlug Smart Energy Profile
	Zigbee Alliance
	Application:  Home Area Network (HAN) Device Communication and Information Model
Description:  The ZigBee Smart Energy public application profile provides standard interfaces and device definitions to allow easy interoperability among ZigBee Smart Energy devices produced by various manufacturers. 


	Cost:  Available at no cost on the Zigbee Alliance web site for non-commercial purposes

Link:  http://www.zigbee.org/Products/TechnicalDocumentsDownload/tabid/237/Default.aspx 
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