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TO:
NAESB Board of Directors, NAESB Advisory Council, NAESB Wholesale Electric Quadrant Executive Committee Members and Alternates, NAESB Retail Electric Quadrant Executive Committee Members and Alternates and Interested Industry Participants  
FROM: 

Jonathan Booe and Rae McQuade
RE:
NAESB Assignments Resulting from August 3-4, 2009 NIST Smart Grid Standards Workshop 
DATE:


August 23, 2009 
Dear NAESB Advisory Council, WEQ and REQ Board Members, Executive Committee Members and Alternates,

Please find below an amended version of the tables included in the “NAESB Assignments Resulting from August 3-4, 2009 NIST Smart Grid Standards Workshop” distribution dated August 12, 2009.  The tables have been amended to reflect an additional task assigned to NAESB from Priority Action Plan 01 – Role of Internet in the Smart Grid.  The NAESB Smart Grid Standards Task Force will address this item along with the other assignments included in Priority Action Plans 03, 04 and 09.  If you are interested in participating in the Smart Grid Standards Task Force, please contact the NAESB office and request to be added to the distribution list.
With Best Regards,
	Jonathan Booe
	
	Rae McQuade

	Jonathan Booe

Staff Attorney, NAESB
	
	Rae McQuade

President, NAESB


Common Pricing Model and Scheduling Mechanism
	Background Information for the Common Pricing Model and Scheduling Mechanism

	Source
	Cite 
	Text

	Report to NIST on the Smart Grid Interoperability Standards Roadmap
	Page 90, Section 6.1.1
	6.1.1 Common Pricing Model Standard 
The need for a common pricing model crosses all domains that use price. Price is more than a simple number; it carries market context, and information such as quantity, units, time for use, and characteristics including source type and potentially carbon characteristics. A common and interoperable pricing model is a key to Demand-Response systems, Dynamic Pricing in all its forms, and energy markets and trading including forward markets. 
The complexity of tariff structures and content means that to fully understand a price one needs to fully understand thousands of pages of tariffs for each jurisdiction. Driving toward simplified tariffs or (at minimum) machine-readable descriptions of tariffs would lead to more efficient markets. For example, the machine-readable tags for end user license agreements have simplified licensing decisions; a similar markup language for tariffs would allow better decisions in markets without implicit knowledge beyond price. 
Key Actions: 
(1) Develop and standardize a pricing model – NIST should work with IEEE, IEC, OASIS, ASHRAE, NAESB and other relevant SDOs to develop an approach for developing a common pricing model to traverse the entire value chain. The model must include price, currency, delivery time, and product definition. 

	NIST Priority Action Plans – Illustrative Versions – July 30, 2009
	Page 9, Section 3
	What: Develop Common Specification for Price and Product Definition 
Abstract: Price is more than a number. Price is a number associated with product characteristics. Already identified product characteristics include delivery schedule, quality, environmental characteristics, and regulatory characteristics. A common specification for price is a precursor to new market developments, to demand response, to distributed energy resources, to understanding meter information, and to every other hand-off between domains. 
Description: Shared responsibility for balancing energy production and consumption requires shared access to information about energy markets and actual use. Price is a common abstraction for market conditions including abundance, scarcity, and quality. Energy quality may include reliability, power quality, and source. Energy source may be as a important as energy price to influencing consumption decisions in some scenarios. 
A common price model will define how to exchange energy characteristics, availability, and schedules to support free and effective exchange of information in any market. In financial markets, this type of description is called product definition. Although today’s energy markets are almost exclusively wholesale, the product definition will be usable in other scenarios including retail markets and “prices to devices” scenarios. The completed price model will be used in Demand Response (DR) communications, in usage sharing between the meter and the premises Energy Service Interface, and in potential market operations 
Today’s large-scale trading systems are built using the FIX (Financial Information) Protocol. The FIX product attribute dictionary already includes many elements used in today’s wholesale energy markets; this plan’s work can be completed more quickly if it re-uses this work. A common product profile compatible with FIX is a secondary deliverable of this plan. 
Energy prices and energy products are closely tied to schedules and intervals. Building systems and enterprise activities must share an understanding of those schedules for effective collaborative energy. Product definitions must include schedule information. 
Objectives: 
· Develop a summary of product characteristics of interest to energy consumers. 
· Develop summary of power reliability and quality characteristics that affect price and availability (supply side) and desirability (demand side). 
· Develop and implement a plan to expedite harmonized standards development and adoption within the associated standards bodies. 
Why: Coordination of energy supply and demand requires a common understanding of supply and demand. Future energy markets will see greater variability than today. Consumer interests in green power, parallel markets for energy, and carbon regulations may create increased interest in energy sources. Distributed energy resources introduce new market focuses and new market sources. 
Better communication of actionable energy prices will help enable and expand efficient markets (including forward or futures markets) that satisfy growing demand for lower-carbon, lower-energy buildings, net zero-energy systems, and supply-demand integration that take advantage of dynamic pricing. Local generation and local storage require that the consumer (in today’s situation) make investments in technology and infrastructure including electric charging and thermal storage systems. Businesses, homes, electric vehicles and the power grid will benefit from automated and timely communication of energy pricing, characteristics, quantities, and related information. 
A consistent model for market information exchange can be applied, with elaboration or use of defined subsets, to allow essentially the same information communication for homes, individual appliances, electric vehicles, small businesses, commercial buildings, office parks, neighborhood grids, and industrial facilities, simplifying communication flow and improving the quality of actions taken across the broad range of energy providers, distributors, and consumers. A consistent information model will reduce costs for implementation. 
Price and characteristics of energy are not necessarily simple. Retail markets typically have simple actionable information, in large measure because the retail markets combined with distribution are defined with clear and specific prices; wholesale markets are more complex, with transactions subject to later adjustments, e.g. for balancing costs, as well as the complexities of tariff market definitions. This work does not intend to address those complexities, rather to define a means for effective information exchange that permits immediate decisions—wholesale market participants must independently understand the complexities of the markets in which they operate. But a simple quotation of price, quantity, and characteristics in a consistent way across markets has significant value, even though the participants must understand and anticipate later adjustments. 
Without transparency and common formats, energy markets, as with other markets, are prone to manipulation and gaming. Pricing and product definition are the key to transparent market accounting. Commonly agreed upon schedule and interval information is essential to developing forward markets. 
Where: Price and product definition is a common component of information exchange across almost every domain. In the evolving transactive power grid market communications will involve energy consumers, producers, transmission and distribution systems, and must enable aggregation for both consumption and curtailment resources. Market makers, such as Independent System Operators (ISOs), Regional Transmission Operators (RTOs), utilities, and other evolving mechanisms need to deliver actionable information in consistent formats as the Smart Grid evolves. With information in consistent formats, building and facility agents can make decisions on energy sale, purchase, and use that fit the goals and requirements of their home, business, or industrial facility. 
Price and product definition are critical to open market operations. Machine understandable product definitions will be included in any retail forward markets. Wherever a decision to use or not use energy is made, energy product definition and price are potential decision points. 
How: 
· Use interval and schedule formats from other domains, especially the WS-Calendar specifications. 
· Engage today’s market makers in energy (ISO/RTOs) to better support today’s markets 
· Engage FIX Protocol organization to supply those attributes and definitions already in use in commodity and energy markets. Extend FIX attributes as needed. 
· Engage NAESB to formulate market rules for FIX profiles. 

	Report to NIST on the Smart Grid Interoperability Standards Roadmap
	Page 93, Section 6.1.3.2
	6.1.3.2 Common Scheduling Mechanism 
The Smart Grid will be a dynamic marketplace with many participants. Synchronized activities are dependent upon shared schedules. Scheduling activities, prices, maintenance, etc. will help level the playing field across the participants and support a dynamic, competitive, and efficient environment. 
ICALENDAR (IETF RFC 2445) [19] is a calendar exchange specification for time intervals. It is used for appointment and meeting invitations in personal calendars. This same functionality is needed for pricing, market bidding, weather predictions, building management, and other decisions. 
A web services standard, or WS-Calendar, could provide calendar functions to the Smart Grid. Development of the WS-Calendar standard could be quick since the requirements are well understood. WS-Calendar should be developed outside the Smart Grid effort as its anticipated uses extend into many business interactions. Development in a larger e-commerce sphere will lead to wider adoption and more benefit. 
Key Actions: 
(1) Communicate with Smart Grid stakeholders on scheduling standard – NIST shall communicate with Smart Grid stakeholders to determine if existing scheduling specifications may be used or whether new standards need to be created. 
(2.a) If existing specifications may be used, than Create a scheduling standard – NIST to communicate with specification owner and coordinate activities necessary to make it a Smart Grid standard. SDO shall convert specification into a Smart Grid standard. 
(2.b) On the other hand, if new standards are needed, identify a SDO to create a new Smart Grid scheduling model – NIST communicate with IEEE, IEC, UCA, OASIS, OpenADR to identify and select scheduling model SDO. NIST shall choose a SDO based on meeting results. SDO shall develop requirements for scheduling standard. Chosen SDO develop common scheduling model that meets Smart Grid requirements.

	NIST Priority Action Plans – Illustrative Versions – July 30, 2009
	Page 14, Section 4
	What: Develop Common Specification for Schedules and Coordination 
Abstract: The coordination of supply and demand is already of critical importance on the grid; tomorrow, with the increase of distributed energy resources, this coordination becomes more critical. The coordination must involve more than electromechanical coordination; it also involves enterprise activities, home operations and family schedules, and market operations. A common specification, developed for other domains as well as in smart grid, would better support interactions with those other domains and get broader adoption. 
Description: For human interactions and human scheduling, the well-known ICalendar format is used.. There is no equivalent standard for web services. As an increasing number of physical processes are managed by web services, the lack of a similar standard for calendaring of services becomes critical. 
The goal of this action plan is to survey the existing specifications for calendaring and develop a standard for how schedule and event information is passed between and within services. The standard should support all of the functionality currently supported by ICalendar for application to the completion of a web service contract. 
The scheduling specification will be a micro-specification, and then a micro-standard. A calendar event without associated contract is of little use. The micro-specification can then be incorporated into other specifications through composition, bringing a common scheduling operation to diverse contracts in different domains. 
Objectives: 
· Survey work to date and determine short-list precursors. 
· Determine plan to expedite development of specifications to standards. 
· Develop a plan for cross-referencing schedules and other documents/contracts in a message. 
Why: One of the most fundamental components of negotiating services is agreeing when something should occur. Short running services have traditionally been handled as if they were instantaneous, and thereby dodged this requirement through just-in-time requests. Longer running processes may require significant lead times. When multiple long-running services participate in the same business process, it may be more important to negotiate a common completion time than a common start time. Central coordination of such services reduces interoperability as it requires the coordinating agent to know the lead time of each service. As we reach out to multiple processes with the span of the grid, coordination must take into account local time zones as well. 
A growing number of specifications envision synchronization of processes through broadcast scheduling. The smart grid relies on coordinating processes in homes, offices, and industry with projected and actual power availability, including different prices at different times. Weather reports including time are becoming increasingly important to projecting energy availability. Emergency management coordinators wish to inform geographic regions of future events, such as a projected tornado touchdown. These efforts would benefit from a common standard for transmitting calendaring. 
Web services are meeting increased acceptance to interact with the low level [control] systems world. Business systems can interact with building systems using web services specifications such as oBIX, BACnet/WS, and a number of proprietary specifications including LON-WS, TAC-WS, and others. Energy use in buildings can be reduced while improving performance if building system operation is coordinated with the schedules of the buildings occupants. 
Coordination of energy supply and demand requires a common understanding of supply and demand. Future energy markets will see greater variability than today. Consumer interests in green power, parallel markets for energy, and carbon regulations may create increased interest in energy sources. Distributed energy resources introduce new market focuses and new market sources. A scheduling component within energy market operations coordinates both short-lead and long-lead-time activities. This will promote the development of autonomous agents to drive performance while reducing costs for implementation. 
Where: Coordination is a common component of information exchange across almost every domain. In the evolving transactive power grid market communications will involve energy consumers, producers, transmission and distribution systems, and must enable aggregation for both consumption and curtailment resources. Market makers, such as Independent System Operators (ISOs), Regional Transmission Operators (RTOs), utilities, and other energy services providers. With information in consistent formats, building and facility agents can make decisions on energy production, sale, purchase, and use that fit the goals and requirements of their home, business, or industrial facility. 
How: 
· Identify pre-existing work from enterprise domains. _The Calendar Consortium (www.calconnect.org) and the ISO20022 financial schedule elements are likely candidates.. _ 
· Seek agreement from those who have existing work as to completion, submission as a standard, IP assertions, etc. 
· Expedite completion to deliver as component of developing specifications for DR (Energy Interoperation), Market Information (EMIX) and other specifications 


	Common Pricing Model and Scheduling Mechanism Assignments Given 
to NAESB at the August 3-4, 2009 NIST Smart Grid Workshop

	Task
	Organizations Assigned
	Deadline

	Convene Cross-Domain Group Price + (Gather and process all work products resulting from other tasks)
	Lead:  NAESB and OASIS

Others Involved:  NIST Domain Expert Working Groups (“DEWGs”), FIX Protocols, others
	November 2009

	Survey existing price communication (The existing price communication models will serve as a starting point for the draft pricing specification)
	Lead:  NAESB and FIX Protocols

Others Involved:  JP Morgan, Financial Industry Services Division (“FISD”), NARUC, ISO/RTO Council, EEI, AHAM, ZigBee, Open HAN, OASIS
	October 2009

	Draft pricing specification (The draft pricing specification will be created by OASIS and processed through NAESB to ensure functionality in the energy market) 
	Lead:  OASIS

Reviewed by:  IEC, FIX Protocols, CalConnect, NAESB, FIATECH, NIBS, DEWGs, others
	April 2010

	Define Attributes (NAESB will coordinate with OASIS to determine what product characteristics will be included in dynamic pricing)
	Lead:  NAESB and OASIS


	Deferred until other parts are complete

	Convene Schedule Group  (NAESB will coordinate with the work of CalConnect to ensure that the scheduling application developed does not affect the scheduling of power through OASIS)
	Lead:  CalConnect, NAESB and OASIS

Others Involved:  DEWGs, FIATECH, others
	December 2009


Demand Response and Distributed Energy Resource Signal Semantics

	Background Information for Demand Response and Distributed Energy Resource Signal Semantics

	Source
	Cite 
	Text

	Report to NIST on the Smart Grid Interoperability Standards Roadmap
	Page 95, Section 6.2.1
	6.2.1 Demand Response & Consumer Energy Efficiency (DRCEE) 
There are 3 key gaps or issues (other than the pricing model, which was discussed in 6.1.1) within DRCEE. The first gap is in standardizing the DR signals to DER devices. There are competing standards and specifications that include OpenADR, NAESB, and others. A common standard for communicating to both load control and supply control devices will help accelerate DR implementations at the utilities and DER device manufacturing with products. 
Market information is currently not available to the customer domain. Without this information, customers cannot participate in the wholesale or retail markets. In order to include customers in the electricity marketplace, they need to understand when opportunities present themselves to bid into the marketplace and how much electricity is needed. Once a bid is made, the contractual obligation to commit the accepted amount of electricity for the set period of time needs to also be communicated in a standard way. 
As DER devices become pervasive and consumers can buy them at retail stores, the complexity of provisioning and tracking all the DER devices must be automated. The DERs may be provisioned at the premise energy management system (EMS) and allow the EMS to aggregate and report total premise DER baseline capabilities. Or the DERs may announce themselves to the service provider or utility or perhaps even the ISO. Both of these approaches use device discovery and profiles. Regardless, these reporting and management issues need to be resolved and an automated mechanism for announcing, configuring, and removing devices must be standardized or we limit opportunities for wide-spread adoption of DER and limit the amount of efficiency we can create in the system. Measurement and verification of demand reduction is of growing importance, with many issues such as what is the baseline, or is the device actually off. 
Key Actions: 
(1) Develop or adopt standard DR signals – NIST shall organize a meeting with IEC TC57, OASIS, NAESB, and AMI-ENT to specify a process for developing a common semantic model for standard DR signals. The effort shall ensure DR signal standards support load control, supply control, and environmental DERs. 
Report to NIST on the Smart Grid Interoperability Standards Roadmap June 17, 2009 6 5BPrioritized Actions 
(2) Develop market signal standards – NIST shall organize a meeting with policy makers, market operators/ISOs, and standards committees to develop common syntax and semantics for communicating market opportunities through the value chain and all the way to the customer. The effort shall develop policies that protect customers, but allow them to participate in the market. This is not an immediate need, but is something that requires a lot of thought and situational analysis. 
(3) Develop DER discovery and profiling standards – NIST shall coordinate a meeting with IEC TC57, OASIS, NAESB, and AMI-ENT for developing standard mechanisms for DER device discovery and profiling, persistence checks, and registry updates. The effort shall develop standard mechanisms for DER device discovery and profiling, persistence checks, and registry updates. 

	NIST Priority Action Plans – Illustrative Versions – July 30, 2009
	Page 9, Section 9
	9 What: Standard DR Signals (6.2.1) 
9.1 Abstract:  Develop or adopt standard DR and DER signals – NIST shall organize a meeting with IEC TC57, OASIS, NAESB, and AMI-ENT to specify a process for developing a common semantic model for standard DR signals. The effort shall ensure DR signal standards support load control, supply control, and environmental signals. 
9.2 Description:  The semantics of Demand Response are generally well understood, but the information that is conveyed varies. Signals range from price, optionally with time of effectiveness, grid integrity, to proposed environmental signals (e.g. air quality). 
Defining consistent signals for Demand Response will make the information conveyed more consistent as a signal flows from grid management through aggregators to customers and within premises networks. Some of the standards define business processes, while others define XML or other data models with a variety of delivery mechanisms. 
The semantics for Distributed Energy Resources should fit into the same sort of signaling framework. This group will also develop a plan for DER signal definition. 
9.3 Objectives:  Define a framework and common terminology for: 
· Price communication, 
· Grid safety or integrity signals, 
· DER support, and 
· Other signals and/or an extensibility mechanism. 
9.4 Why:  Demand Response has evolved over the years; previous mechanisms included phone calls, pagers, and other messaging to plant managers; current mechanisms support varying levels of automation. 
As technologies, such as Open Automated Demand Response, allow rapid and un-attended automation of curtailment based on price or grid integrity, consistent signals across the entire Demand Response signaling and validation chain have raised in importance. Consistent signals will allow further automation of the Demand Response chain, and improve the responsiveness as well as the value to all stakeholders. 
Renewable and other intermittent resource integration increases the need for balancing reserve, spinning reserve, and other techniques for successful integration to take advantage of lower operating cost for renewables. However, the responsiveness of the entire power generation and delivery system needs to improve in correspondence with the extent and degree of intermittency. 
Distributed Energy Resource integration raises interoperation issues related to distribution automation, signals and information exchanges, and profiles; some of these (e.g. storage) are being addressed specifically in other action plans. 
Markets, Operations, Distribution, distribution-related capital costs, and the Customer domain are the primary areas affected, though all are affected to some extent. 
9.5 Where:  This is primarily levels 4 (Semantic Understanding), 5 (Business Context) and 6 (Business Procedures) of the GWAC stack, though it involves most of the cross-cutting issues. 
Security and privacy can be composed in; the focus of this activity is consistent semantics that work with business processes of today and those we cannot specify that may develop in the future. 
9.6 How:  A broad range of stakeholders need to be involved, broadly from the distribution management and markets area, building automation, industrial automation, home automation and energy management, and vehicles.3 
There are several formalized or standardized specifications in these areas that need to share common semantics where they overlap; we should aim at a high level rather than details that may not be relevant in cross-domain interactions and interoperation. 
Since there are a number of existing bodies of work, a survey of relevant efforts and their overlap and gaps relative to DR/DER signaling would seem to be a good starting point. 
Other issues: 
· Should requirements analysis—what information needs to be exchanged for which use cases—be done as part of this process? 
· When do we need a high-level light interface, versus deep integration? 
· What are differences between ISO/RTO Demand Response and Distributed Energy Resource integration and the local utility counterparts? 
· Can we incorporate ancillary (fast-DR) services in the signaling approach? Or is fast DR only applicable to deep integration that will support the short time scales? 
· Measurement and verification need to be addressed for both curtailment and DER. How should we address in this process? 
9.6.1 Task Descriptions 
Develop along with project team. 
9.6.2 Deliverables 
Develop along with project team.


	Demand Response and Distributed Energy Resource Assignments Given 
to NAESB at the August 3-4, 2009 NIST Smart Grid Workshop

	Task
	Organizations Assigned
	Deadline

	Define proper DER Interaction, Scope (Determine the process and scope of DER transactions)   
	Lead:  No Lead Assigned

Involved:  NAESB, x2G DEWG, IEC TC57 Storage Models, IEEE 1547.3, Outcomes of PAP07
	TBD

	Collect, Analyze and Consolidate Use Cases and deliver UML (include DER) (Gather and document requirements for DR/DER among all actors in the business process)
	Lead:  NAESB and Utility Communications Architecture International User Group (“UCAIug”)
Others Involved:  Incorporating OpenADR use as a starting point for OASIS
	October 2009

	Message Semantics Work DR (Determine the information to be conveyed related to DR signals)
	Lead:  OASIS Energy Interoperation Technical Committee (“EITC”)
Review by:  NAESB, UNCIug, BAE, SEP, TC57 CIM, Multispeak
	Underway

	Message Semantics Work DER (Determine the information to be conveyed related to DER signals)
	Lead:  OASIS EITC

Review by:  NAESB, UNCIug, BAE, SEP, TC57 CIM, Multispeak 
	Convene October 2009

	Message Semantics Calendar and Price (Determine the information related to scheduling and price as DR/DER signals)
	Lead:  OASIS EITC and CalConnect
Review by:  NAESB, UNCIug, BAE, SEP, TC57 CIM, Multispeak
	TBD contingent on work from PAP03 and PAP04

	Resale and process for safety and interconnection and resale (Determine the process and scope of DER transactions)   
	Lead:  NAESB

Others Involved:  UL
	October 2009

	Common Vocabulary – Normalize OpenADR, NAESB, UCAIug, definitions (Review terminology for consistency)
	Lead:  NAESB, UCAIug, BACNET, LonMark
Others Involved:  NIST
	ASAP


Role of Internet in the Smart Grid

	Background Information for Role of Internet in the Smart Grid

	Source
	Cite 
	Text

	Report to NIST on the Smart Grid Interoperability Standards Roadmap
	Page 93, Section 6.1.4
	6.1.4 Application of Internet-Based Networking Technology 

The IP network or the Internet consists of a set of protocols to transport data messages using IP packets, as well as a set of protocols to manage and control the network, such as routing, mapping of IP addresses, device management, etc. This protocol suite enables distributed network architecture and allows distributed applications to run over the network. 

The workshop process as well as other industry activities has clearly illustrated that specific protocols within the Internet Protocol Suite are fundamental to networking in general and smart grid application networking infrastructure specifically. Protocols within the Internet Protocol Suite such as IPv4, IPv6, TCP, UDP, TLS/SSL, IPSec and others are being implemented now in utility specific networks and will likely continue to do so. 

These suites of protocols are combined into what are often known as networking “stacks” or “profiles”. These profiles provide the networking infrastructure for a given set of applications. There are many protocols and supporting documents, known as Requests for Comment (RFCs), that would comprise a given networking profile. For several of the advanced networks required for the smart grid it is important to understand the capabilities of any given profile as well as its ability to meet the application requirements. For interoperable networks it is important to reach agreement on the composition of networking profiles for any given application or set of applications. 

What is missing is a comprehensive mapping of smart grid application requirements to the capabilities of protocols and technologies in the Internet Protocol Suite by experts well versed in the applications and the protocols. Such an analysis would permit selected Internet protocol Suite subsets to be identified as important for various applications in the various domains of the NIST Conceptual Model of a Smart Grid. 

Key Actions: 

(1) Educate the Smart Grid Community on the Internet Protocol Suite - NIST should sponsor workshops to educate a wide smart grid stakeholder audience on what the Internet Protocol Suite is - its constituent protocols and technologies, their capabilities, and how their attributes should be compared to smart grid application non-functional requirements to facilitate appropriate protocol selection. 

(2) Perform a rigorous mapping of common smart grid application requirements against Internet Protocol Suite protocols - NIST should convene a meeting of representatives from the IETF, IEEE, and selected industry groups to organize a cross industry group to perform this analysis. The analysis should be segmented by Conceptual Model Domain and sub-domains to address domain specific requirements in addition to cross domain networking requirements. The analysis should identify those protocols that are clearly applicable in specific application contexts (e.g. use of IPV4, IPv6, and TCP in enterprise applications) in addition to identifying any existing gaps. 

(3) Develop recommended Internet Protocol Suite Network Profiles for Smart Grid domains - NIST should direct or encourage the group doing the requirements analysis to create a standards level body within the IETF, IEEE, or other SDO to develop smart grid domain specific application profiles based on that analysis.

	NIST Priority Action Plans – Illustrative Versions – July 30, 2009
	Page 4, Section 1
	What:  Develop approaches for developing Guidelines and profiles for use of IP Protocol for the smart grid. Examine the applicability and utility of the use of Internet protocol and supporting standards as the network communications infrastructure for proposed Smart Grid applications. 

Abstract:  For interoperable networks it is important to study the suitability of Internet networking technologies for smart grid applications.  This work area investigates the capabilities of protocols and technologies in the Internet Protocol Suite by working with key SDO committees to determine the characteristics of each protocol for smart grid application areas and types.  

Description:  The Internet technologies consist of a set of protocols to network and transport data messages using IP packets, as well as a set of protocols to manage and control the network, such as routing, mapping of IP addresses, device management, etc. This protocol suite enables distributed applications to run over a set of interconnected networks.  It also includes session- and transaction-oriented security mechanisms to provide security services.
Objectives: 

· Review the communications networks and domains identified in the Smart Grid conceptual model and determine whether they are discussed in fine enough granularity to discuss the application of the Internet protocol suite

· Define the approach for fully defining the network and systems management requirements for Smart Grid networking infrastructures 

· Define a set of standards profiles required for Smart Grid networks

· Identify key networking profiles issues including issues surrounding IPv4 vs. IPv6

· Determine the key remaining issues surrounding adoption of standardized networking profiles 

· Determine appropriate Smart Grid network architectures and technologies appropriate for basic transport and security requirements (e.g., shared IP networks, virtual private networks, MPLS switching, traffic engineering and resource control mechanisms)

· Determine which transport layer security protocol(s) (e.g., TLS, DTLS, SCTP, and IPsec) are most appropriate for securing Smart Grid applications.

· Identify higher layer security mechanisms (e.g., XML, S/MIME) to secure transactions.

· Develop an action plan for development of necessary usage guides, profiles and remaining work.

Why: The Smart Grid will need a comprehensive mapping of smart grid application requirements to the capabilities of protocols and technologies in a well define set of Internet Protocol Suite(s) or Profiles.  This should be defined by experts well versed in the applications and protocols including management and security.  A set of well-defined networking profiles can be tested for consistency and interoperability to help ensure systems integration as appropriate across the Smart Grid.  A set of consistent and testable protocol profiles is also necessary to ensure that the combination of technologies can meet not only today’s requirements but meet future application needs as well.   

The networking profiles defined by this work will define a significant portion of the interfaces to Smart Grid equipment and systems.  Most notably the interfaces that integrate systems over Wide Area Networks and large geographical areas will need to be defined in part by these profiles.  The networking profiles will define networking functions such as addressing and the integration of concepts such as multihoming and other key functions necessary for the Smart Grid.

Where:  The Smart Grid will use a variety of different networking environments across smart grid domains and sub-domains as identified in the smart grid applications and conceptual models. The suitability of the proposed protocol suites or profiles in specific application contexts should be analyzed against the requirements emerging for Smart Grid applications and the proposed scale and scope of Smart Grid networks. The analysis should identify which protocols are clearly applicable in specific application contexts (e.g. use of TCP/IP, UDP, TLS/SSL, IPsec , IPV4/IPV6, MPLS) and protocols for network control, management and security, in addition to identifying any existing gaps. 
How:  This task will require the development of a combination of networking standards into well defined sets known as profiles.   Working from existing and proposed Smart Grid applications and use cases the approach will require the distillation of Smart Grid applications and requirements into sets of networking profiles.   These profiles will need to be developed into designs and implementations that can then be tested against the requirements.   The communities that need to be involved include those within the Internet Engineering Task Force as well as other research communities that are working on networking technology.

Task Descriptions:

Develop along with project team.

Deliverables:

Develop along with project team.


	Role of Internet in the Smart Grid Assignments Given to NAESB at the August 3-4, 2009 NIST Smart Grid Workshop

	Task
	Organizations Assigned
	Deadline

	Task 4:  Identify a core set of Internet protocol suite supporting documents.
	Lead:  No Lead Assigned

Involved:  NAESB; IETF, Russ Housely; IPSO; NIST, David Su; UCAiug Open SG, Chris Knudsen

Notes:  Beware of legacy issues
	TBD
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