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3.  RECOMMENDATION

SUMMARY:


The UCAIug OpenADE Task Force submitted a request for the initiation of NAESB Model Business Practices on July 29, 2010 (R10008) to standardize the interface which allows for the exchange of Energy Usage Information between designated parties. The UCAIug OpenADE Task Force provided the artifacts for which these Model Business Practices were based. 
These Model Business Practices will include and build on the NAESB Energy Usage Information Model and enable Retail Customers to share energy usage information with Third Parties who have acquired the right to act in this role. This Energy Services Provider Interface will provide a consistent method for Retail Customers to authorize a Third Party to gain access to energy usage data.  Doing so will enable Retail Customers to choose Third Party products which will help them to better understand their energy usage and to make more economical decisions about their usage.  This Energy Services Provider Interface will contribute to the development of an open and interoperable method for Third Party authorization and machine-to-machine exchange of Retail Customer usage information.
Recommended Standards:
REQ.21
ENERGY SERVICES PROVIDER INTERFACE
EXECUTIVE SUMMARY
This document establishes the Model Business Practices for the Energy Services Provider Interface.  For Retail Customers to realize the benefits of the Smart Grid, Retail Customer related data (e.g. usage information, etc.) should be made available in a timely manner to the Retail Customer and to Third Parties whom the Retail Customer chooses.

The Energy Services Provider Interface encompasses a variety of interactions between Retail Customers, Distribution Companies, and Third Parties. In a business environment where best practices are voluntary, Model Business Practices should be applied within the context of regulatory requirements and agreements. These Model Business Practices define an Energy Services Provider Interface, but any obligation to use it would be established by Governing Documents and Applicable Regulatory Authority rules and regulations, not these Model Business Practices
INTRODUCTION 
The North American Energy Standards Board (NAESB) is a voluntary non-profit organization comprised of members from all aspects of the natural gas and electric industries. Within NAESB, the Retail Electric Quadrant (REQ) and the Retail Gas Quadrant (RGQ) focus on issues impacting the retail sale of energy to Retail Customers. REQ / RGQ Model Business Practices are intended to provide guidance to Distribution Companies, and other Market Participants involved in providing energy service to Retail Customers. The focus of these Model Business Practices is the Energy Service Provider Interface. 

These Model Business Practices are voluntary and do not address policy issues that are the subject of state legislation or regulatory decisions. These Model Business Practices have been adopted with the realization that as the industry evolves, additional and amended Model Business Practices may be necessary. Any industry participant seeking additional or amended Model Business Practices (including principles, definitions, data elements, process descriptions, and technical implementation instructions) should submit a request to the NAESB office, detailing the change, so that the appropriate process may take place to amend the Model Business Practice. 

BUSINESS PROCESSES AND PRACTICES 
Overview 
REQ.21.1 Principles 
REQ.21.1.1
The processes for Energy Service Provider Interface should minimize the complexity associated with authorizing Third Parties to access Retail Customers energy usage data. 

REQ.21.1.2
The processes associated with the Energy Service Provider Interface should be consistent with any related requirements established by the Governing Documents and Applicable Regulatory Authority. 

REQ.21.1.3
 
PRP Comment:  The following sound more like Model Business Practices rather than Principles.  Move to REQ.21.3
REQ.21.1.4
Subject to the Governing Documents and Applicable Regulatory Authority, the Energy Service Provider Interface should enable a Retail Customer to share energy usage information for such Retail Customer with Third Parties who have acquired the right to act in this role.

REQ.21.1.5
The Energy Service Provider Interface should protect against improper access to Personally Identifiable Information.

REQ.21.1.6
All information exchanged by the Energy Service Provider Interface should be secure in accordance with any security requirements established by the Governing Documents and Applicable Regulatory Authority.

REQ.21.1.7
A Retail Customer should have the ability to authorize the Distribution Company to release energy usage information for such Retail Customer to a Third Party who has acquired the right to act in this role.
REQ.21.1.8
A Retail Customer should have the ability to authorize multiple Third Parties to have limited time based read only access to energy usage information for such Retail Customer, with any default expiration for such access established by the Governing Documents or Applicable Regulatory Authority.
REQ.21.1.9 
Subject to the Governing Documents and Applicable Regulatory Authority, a Retail Customer should have the ability to designate a specific expiration date, extend any specific expiration date, or indicate an open-ended access timeframe other than the default access period.
REQ.21.1.10
The Energy Services Provider Interface should support the Retail Customers’ ability to select / revoke which Partner Providers are authorized for read-only access to energy usage information.
REQ.21.1.11
The Energy Services Provider Interface should have the ability to notify the relevant authorized Third Parties and Retail Customers when access has been granted, access has been changed, or access has been revoked for a Service Delivery Point.
REQ.21.1.12
Subject to the Governing Documents and Applicable Regulatory Authority, the Energy Services Provider Interface should be consistent with the applicable guidelines around security and authorization for Third Party data access as set forth in the NISTIR 7628.  
REQ.21.1.13
The Energy Services Provider Interface should provide the ability to terminate any Third Party and the Retail Customer’s access to all future energy usage information at the Service Delivery Point after the Distribution Company is properly notified that the Retail Customer has moved out of the premises associated with the Service Delivery Point.
REQ.21.1.14
Future versions of the Energy Services Provider Interface should be backwards compatible, including provisions for exchanging versioning information and negotiating interface capabilities. 
REQ.21.1.15
Subject to the Governing Documents and Applicable Regulatory Authority, a Retail Customer should be able to grant an authorized Third Party access to all or a subset of the energy usage information for such Retail Customer (e.g. historical consumption data, ongoing consumption data, etc.).
REQ.21.1.16
Any Third Party wishing to access energy usage information via the Energy Services Provider Interface must establish and maintain [?] a trusted relationship with each Distribution Company who provides a Energy Services Provider Interface. Subject to the Governing Documents and Applicable Regulatory Authority, both the Distribution Company and the authorized Third Party should disallow requests from Entities who are not authorized Third Parties. 
REQ.21.1.17
Subject to the Governing Documents and Applicable Regulatory Authority, neither the Distribution Company nor an authorized Third Party should use unencrypted communication channels to exchange energy usage information.
REQ.21.1.18
Subject to the Governing Documents and Applicable Regulatory Authority, Third Parties must be authorized by the Authorizing Entity and/or the Distribution Company to be an authorized Third Party and utilize the Energy Services Provider Interface and must maintain their status as an authorized Third Party.
REQ.21.1.19
If an Authorizing Entity exists within a jurisdiction, Retail Customers should be able to view a list of Third Parties who have been authorized to use the Energy Services Provider Interface.
REQ.21.1.20
Subject to the Governing Documents and Applicable Regulatory Authority, energy usage information should be made available to authorized Third Parties (as directed by the Retail Customer) in a reasonable and timely fashion.

REQ.21.1.21
When any of the required authorized relationships described in this recommendation are terminated, access to the Energy Service Provider Interface shall not be granted.  In
REQ.21.2 Definitions 
REQ.21.2.A Business Definitions [Definitions identified with an asterisk are works in process to be modified based on the actors identified in the use cases]
(PRP Comment:  If the proposed definition is NOT going to be submitted to the Glossary Subcommittee for review and approval, then it should be moved to the Technical Definition Section.


REQ.21.2.A.x
Applicable Regulatory Authority: The state regulatory agency or other local governing body that provides oversight, policy guidance, and direction to any parties involved in the process of providing energy to Retail Customers through regulations and orders.
REQ.21.2.A.x
Distribution Company: A regulated Entity which provides distribution services and may provide energy and/or transmission/transportation services in a given area.


REQ.21.2.A.x
Business Day: As defined in the Governing Documents. 

REQ.21.2.A.x
Entity: A person or organization with sufficient legal standing to enter into a contract or arrangement with another such person or organization (as such legal standing may be determined by those parties) for the purpose of conducting and/or coordinating energy transactions.
REQ.21.2.A.x
Governing Documents: Documents that determine the interactions among parties, including, but not limited to, applicable law, regulatory documents (e.g., tariffs, rules, regulations), contractual agreements, Distribution Company Operational Manuals, and other relevant models and operational procedures.


REQ.21.2.A.x
Retail Customer: Any Entity that takes gas and/or electric service for its own consumption.
REQ.21.2.B Technical Definitions [Definitions identified with an asterisk are works in process to be modified based on the actors identified in the use cases]
 REQ.21.2.B.x
Authorizing Entity: An Entity (e.g. PUC, Distribution Company, bonding agent, etc.) who approves a Third Party to utilize the Energy Services Provider Interface.
*REQ.21.2.B.x
Authorized Third Party:  A Third Party that has been approved by the Authorizing Entity to utilize the Energy Services Provider Interface.
*REQ.21.2.B.x
Energy Service Provider Interface:  A standardized machine-to machine interface that permits a Resource Custodian to share, at the Retail Customer’s request and under the Retail Customer’s direction, a broad set of that Retail Customer’s Distribution Company data with Authorized Third Parties.
*REQ.21.2.B.x
Partner Provider:  TBD
REQ.21.2.B.x 
Personally Identifiable Information: any information about an individual maintained by an agency, including (1) any information that can be used to distinguish or trace an individual‘s identity, such as name, social security number, date and place of birth, mother‘s maiden name, or biometric records; and (2) any other information that is linked or linkable to an individual, such as medical, educational, financial, and employment information
.

REQ.21.2.B.x
Resource Custodian:  A Resource Custodian manages resource information on behalf of a Retail Customer and will share this information with Third Parties only in accordance with the wishes of the Retail Customer. A Resource Custodian typically has direct access to the pertinent information (e.g., by directly acquiring electricity usage data from a meter).  A Resource Custodian may be a Distribution Company.  
REQ.21.2.B.x 
Third Party:  An Entity which provides some service to a Retail Customer based on information it does not have direct access to; instead, a Third Party relies on a Resource Custodian to provide it with a Retail Customer's information.
REQ.21.2.C
Acronyms

	Abbreviation / Acronym 
	Meaning

	ADE
	Automatic Data Exchange

	ESPI
	Energy Services Provider Interface

	EUI
	Energy Usage Information

	NISTIR
	National Institute of Standards and Technology Interagency Report

	PII
	Personally Identifiable Information

	
	

	
	

	
	

	
	

	
	

	
	

	
	


REQ.21.3
Model Business Practices 
REQ.21.3.1
General Practices for Energy Services Provider Interface 
REQ.21.3.1.1 
To the extent required by the Applicable Regulatory Authority, Authorized Third Parties and Resource Custodians should exchange Retail Customer’s energy usage information at the Retail Customer’s request pursuant to the requirements as set forth in NAESB REQ.21.  
REQ.21.3.1.2
The Energy Services Provider Interface
 relationship requires a set of agreements between Retail Customer-Authorized Third Party, Retail Customer-Resource Custodian, and Authorized Third Party-Resource Custodian to ensure that the appropriate information is provided as needed and only that information is shared. 

REQ.21.3.1.3
While a Third Party may have access to some Personally Identifiable Information about a Retail Customer, it will only have information that has been directly supplied by the Retail Customer.  Resource Custodian will not provide an Authorized Third Party with a Retail Customer’s Personally Identifiable Information.

REQ.21.4
Models

REQ.21.4.1

Profile of REQ.18 Energy Usage Information Model

REQ.21.4.2
Additional Models in Support of Services
REQ.21.4.2.1
ServiceStatus
ServiceStatus is used to obtain the status of an information service. Attributes include the following. 

· Identifier of the service
· Identifier of the requestor
· Current status (normal, unavailable) 
REQ.21.4.2.3
Enrollment
An Enrollment is a Customer authorization for 3rd Party access to specific resources. The attributes of this object are listed below.
· Information provider identifier
· Information consumer identifier
· Customer identifier
· Resource subject 
Specifies the resource to which access from the information provider is granted by the customer to the information consumer 
· Authentication 
One or more token / secret pairs proving the identity of the requester to be the Customer associated with the resource. Different methods may be defined against which token / secret pairs are created and verified. 
· Authorized period
· Status (requested, valid, invalid, error, unavailable)
REQ.21.4.2.4
Document
Documents contain information about an activity. The attributes are listed below. (Note that a specific type of Document could be defined for this purpose)
· Identifier

· Created date/time

· Subject
· Identifier

· Status
· Status (pending, initiated, in progress, success, failure, error)
REQ.21.5
Related Model Business Practices

REQ.21.5.1

Conformance to REQ.18 Energy Usage Information Model

REQ.21.6
Technical Implementation
REQ.21.6.1
Web Services
REQ.21.6.1.1
Communication Specifications
REQ.21.6.1.1.1
Data Exchange Services: Provider Operations
	Operation
	Inputs 
	Outputs
	Description

	GetServiceStatus
	ResourceList
	ServiceStatus
	Synchronously check connectivity and current operational status of the service

	RequestServiceStatus
	ResourceList
	RequestStatus
	Asynchronously check connectivity and current operational status of the service

	ReceiveServiceStatus
	ServiceStatus
	RequestStatus
	Receive result of status check initiated by Utility

	CreateEnrollment
	Customer, Key, ResourceList
	ActivityRecord
	Initiate authorization of 3rd Party customer to receive Utility customer resources

	CreatedEnrollment
	Customer, ResourceList
	ActivityRecord
	Notify Utility of new authorization completion (future)

	CancelEnrollment
	Customer, ResourceList
	ActivityRecord
	Initiate cancel authorization of customer resources

	CancelledEnrollment
	Customer, ResourceList
	ActivityRecord
	Notify Utility of authorization cancellation 

	GetActivityRecord
	ID
	ActivityRecord
	Receive status of an asynchronous request from Utility

	GetResource
	Format
	Resource
	Transfer customer usage information data (or other resources, future)

	ReceiveActivityRecord
	ResourceList
	RequestStatus
	Notify Utility of current status of pending transfers


REQ.21.6.1.1.2
Data Exchange Services: Consumer (Client) Operations
	Operation
	Inputs 
	Outputs
	Description

	GetServiceStatus
	ResourceList
	ServiceStatus
	Synchronously check connectivity and current operational status of the service

	RequestServiceStatus
	ResourceList
	RequestStatus
	Asynchronously check connectivity and current operational status of the service

	ReceiveServiceStatus
	ServiceStatus
	RequestStatus
	Receive result of status check initiated by 3rd Party

	CreateEnrollment
	Customer, Key, ResourceList
	ActivityRecord
	Initiate authorization of Utility customer to receive 3rd Party customer resources (future)

	CreatedEnrollment
	Customer, ResourceList
	ActivityRecord
	Notify 3rd Party of new authorization completion (future)

	CancelEnrollment
	Customer, ResourceList
	ActivityRecord
	Initiate cancel authorization of customer resources

	CancelledEnrollment
	Customer, ResourceList
	ActivityRecord
	Notify 3rd Party of authorization cancellation 

	GetActivityRecord
	ID
	ActivityRecord
	Receive status of an asynchronous request from 3rd Party

	CreatedResource
	ResourceList
	RequestStatus
	Notify 3rd Party that resources were created or updated

	CreatedResource
	ID
	RequestStatus
	Notify 3rd Party that new and updated resource files are available


REQ.21.6.1.2
Technical Considerations

REQ.21.6.1.3
Conformance 
REQ.21.6.2
REST 
REQ.21.6.2.1
Communication Specifications

REQ.21.6.2.2
Technical Considerations

REQ.21.6.3.3
Conformance 
Appendices
(PRP Question:  Why an Appendix?  Why not included in the Model Business Practices?)
A. Overview

The scope of these Model Business Practices includes authorization by the Retail Customer and the Automatic Data Exchange of the energy usage information to the Authorized Third Party in accordance with parameters (e.g. term of access, type of data, quantity of data, etc.) determined by the Retail Customer. Figure X shows the logical components involved in this authorization and data exchange process. Note that while the authorization process shown in this figure is made using a web browser, the services provided by the Authorized Third Party are not required to use a web browser to deliver such services.
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Figure _ Overview of Logical Components

B. Use Cases

This section presents a superset of the use cases that are needed to realize the third party data access relationship. Alternative use cases are presented for activities that can be achieved in different ways, such as the delivery of shared resource information by push or by pull.

The following use cases are included:

Use Case 1: Retail Customer Establishes Relationship via Resource Custodian

Use Case 2: Retail Customer Establishes Relationship via Third Party

Use Case 3: Retail Customer Modifies Permissions

Use Case 4: Retail Customer Terminates Relationship

Use Case 5: Resource Custodian Terminates Relationship

Use Case 6: Third Party Terminates Relationship

Use Case 7: Third Party Establishes Subscription with Resource Custodian

Use Case 8: Resource Custodian Notifies Third Party of Resource Availability
Use Case 9: Resource Custodian Sends (Pushes) Resource to Third Party

Use Case 10: Third Party Receives (Pulls) Resource from Resource Custodian

Use Cases 1-6 collect functions needed to establish, maintain, and terminate the third party data access relationship for a particular resource that is owned by a Retail Customer and controlled by a Resource Custodian:

· Use Cases 1 and 2 present alternative means for a Retail Customer to establish the relationship, varying in terms of which role is used to initiate the relationship;

· Use Cases 3 and 4 present the means for the Retail Customer to modify and terminate the relationship.

· Use Cases 5 and 6 present the means by which the other roles, Resource Custodian and Third Party, can terminate the relationship.

Use Cases 7-10 collect functions needed to carry out third party data access via an established relationship for a particular resource.

· Use Case 7 presents the means for the Third Party to establish a subscription indicating its interest in receiving resource data from a Resource Custodian.

· Use Cases 8-10 represent two alternatives for data sharing—a push model and a pull model.

· The push model is presented in Use Case 9, in which the Resource Custodian sends the resource data to the Third Party.

· The pull model is presented in Use Cases 8 and 10; in this model, the Resource Custodian sends notification of data availability to the Third Party, but waits for a request (the pull) before sending the resource data.

These use cases do not include security controls, such as the use of authentication or encryption. Security controls and their mapping to these use cases are found in Sections 4 and 3 respectively.

The concept of a Shared Resource Key is used throughout these use cases. A Shared Resource Key is a token used to uniquely identify an instance of a Third Party data access relationship (i.e., each Retail Customer-Resource Custodian-Third Party combination for a particular resource will have a unique Shared Resource Key). A Shared Resource Key contains no PII regarding the Retail Customer and so can be freely shared among all three roles without unnecessary disclosure of sensitive information. Once the relationship is established, inclusion of a Shared Resource Key in an interaction is sufficient to identify a specific Third Party data access relationship.

Each use case contains the following sections

· Use Case Description: This is a summary of the use case, describing the overall flow and steps.

· Preconditions: These are conditions that must be true for the use case to be successfully executed.

· Minimal Guarantees: These are properties that will be true any time the use case is initiated, regardless of whether it terminates successfully.

· Success Guarantees: These are properties that will be true only if the use case terminates successfully. This requires that all preconditions and all condition checks (e.g., for validity of a request) be satisfied during execution of the use case.

· Trigger: This is the stimulus that initiates execution of the use case.

· Main Success Scenario: This defines the series of steps undertaken by each role during successful execution of the use case. The scenario is depicted graphically in a Unified Modeling Language (UML) activity diagram and each step is summarized in text.
Use Case 1:  Retail Customer Establishes Relationship via Resource Custodian

Use Case Description: An owner of a particular resource (Retail Customer) wants to grant permission for a Resource Custodian to share that resource with a Third Party. The Retail Customer initiates the process through the Resource Custodian.
Preconditions:

· Retail Customer has established accounts with Resource Custodian and Third Party.
· Third Party has an established account with Resource Custodian.
Minimal Guarantees: 
No resource data or personal data is provided to the Third Party by the Resource Custodian as part of this interaction.
Success Guarantees: 
· A Shared Resource Key is generated to allow all three roles to refer to the same shared resource without disclosing personally identifiable information. This key is known to all three roles.
· The Third Party has the Retail Customer's permission to get the specified resource data from the Resource Custodian.

· The Resource Custodian sends the Retail Customer confirmation of establishment of the Third Party data access relationship.
Trigger: 
The Retail Customer decides to grant permission for the Resource Custodian to share their resource data with the Third Party.
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Diagram: Use Case 1
Main Success Scenario:

S1: Retail Customer requests that the Resource Custodian establish a new data access relationship.

S2: Resource Custodian presents the Retail Customer with a list of resources that can be shared with Third Parties. Any additional attributes (e.g., duration for which permission should be granted) that can be selected are also presented.

S3: Retail Customer selects a resource to share, sets any available attributes for the relationship, and specifies a Third Party that is known to the Resource Custodian. Selecting these parameters and completing the interaction indicates permission for the Resource Custodian to grant the specified Third Party access to the specified shared resource.

S4: The relationship will only be created if the Resource Custodian accepts the selections for the Third Party (e.g., a Resource Custodian may constrain access to certain resource attributes depending on resource sensitivity).

S5: Resource Custodian generates a Shared Resource Key for this relationship and provides it to the Retail Customer. Each Shared Resource Key is unique to the relationship between a Retail Customer, Resource Custodian, and Third Party for a particular resource.

S6: Resource Custodian notifies Retail Customer of the creation of the Shared Resource Key and establishment of the relationship. No acknowledgment or confirmation is required.

S7: Retail Customer requests that the Third Party complete the establishment of the new data access relationship.

S8: Retail Customer provides the Shared Resource Key to the Third Party.

S9: Third Party persists the Shared Resource Key, associating it with its relationship with the Retail Customer.
Use Case 2:  Retail Customer Establishes Relationship via Third Party

Use Case Description: An owner of a particular resource (Retail Customer) wants to grant permission for the Resource Custodian to share that resource with a Third Party. The Retail Customer initiates the process through the Third Party.
Preconditions:

· Retail Customer has established accounts with Resource Custodian and Third Party.
· Third Party has an established account with Resource Custodian.
Minimal Guarantees: 
No resource data or personal data is provided to the Third Party by the Resource Custodian as part of this interaction.
Success Guarantees: 
· A Shared Resource Key is generated to allow all three roles to refer to the same shared resource without disclosing personally identifiable information. This key is known to all three roles.
· The Third Party has the Retail Customer's permission to get the specified resource data from the Resource Custodian.

· The Resource Custodian sends the Retail Customer confirmation of establishment of the Third Party data access relationship.
Trigger: 
The Retail Customer decides to grant permission for the Resource Custodian to share a specific resource with the Third Party.
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Diagram: Use Case 2
Main Success Scenario:

S1: Retail Customer requests that the Third Party establish a new data access relationship.

S2: Third Party directs Retail Customer to appropriate Resource Custodian (perhaps via selection from a list of Resource Custodians with which the Third Party has established a relationship) to select options for the data access relationship. Selections will be made directly with the Resource Custodian.

S3: Retail Customer requests that the Resource Custodian establish a new data access relationship.

S4: Resource Custodian presents the Retail Customer with a list of resources that can be shared with Third Parties. Any additional attributes (e.g., duration for which permission should be granted) that can be selected are also presented.

S5: Retail Customer selects a resource to share, sets any available attributes for the relationship, and specifies a Third Party that is known to the Resource Custodian. Selecting these parameters and completing the interaction indicates permission for the Resource Custodian to grant the specified Third Party access to the specified shared resource.

S6: Resource Custodian generates a Shared Resource Key for this relationship and provides it to the Retail Customer. Each Shared Resource Key is unique to the relationship between a Retail Customer, Resource Custodian, and Third Party with respect to a particular resource.

S7: Resource Custodian notifies Retail Customer of the creation of the Shared Resource Key and establishment of the relationship. No acknowledgment or confirmation is required.

S8: Retail Customer provides the Shared Resource Key to the Third Party.

S9: Third Party persists the Shared Resource Key, associating it with its relationship with the Retail Customer.

Use Case 3:  Retail Customer Modifies Permissions

Use Case Description: The Retail Customer has an existing third party data access relationship with a particular Resource Custodian and Third Party and wants to either extend or restrict the permissions associated with that relationship.  

Preconditions:

· Third Party has an established account with Resource Custodian.
· Retail Customer has established a Third Party data access relationship with the Resource Custodian and the Third Party with respect to a particular resource, resulting in a unique Shared Resource Key identifying the relationship.
Minimal Guarantees: 

No resource data or personal data is provided to the Third Party by the Resource Custodian as part of this interaction.

Success Guarantees: 

· Future interactions between the Resource Custodian and the Third Party with respect to the specified resource are governed by the modified permissions.
· The Third Party deletes any data not allowed by the new permissions for the relationship.
· The Resource Custodian sends the Retail Customer confirmation of modification of the permissions of the Third Party data access relationship.
Trigger: 

Retail Customer decides to modify the conditions governing a Third Party data access relationship.
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Diagram: Use Case 3
Main Success Scenario:

S1: Retail Customer chooses to modify relationship permissions with the Resource Custodian.
S2: Resource Custodian presents the Retail Customer with a list of resources that can be shared with Third Parties. If the Retail Customer only owns one resource, S2 and S3 may be skipped.

S3: Retail Customer chooses particular resource whose permissions he/she wishes to modify.

S4: Resource Custodian provides available resource attributes and current settings to Retail Customer.

S5: Retail Customer chooses new settings.

S6: The new permissions governing the relationship will apply only if the Resource Custodian accepts the selections for the Third Party (e.g., a Resource Custodian may constrain access to certain resource attributes depending on resource sensitivity).
S7: Resource Custodian persists the new permissions, which will be used from this point forward to govern the relationship (until further changed or the relationship is terminated).

S8: Resource Custodian notifies Third Party that permissions have changed (identifying the resource by its Shared Resource Key). This notification may be immediate or deferred (e.g., as part of a resource push from Use Case 8, perhaps as part of a header). No acknowledgement or confirmation is required.

S9: Resource Custodian notifies Retail Customer that permissions have been changed. No acknowledgment or confirmation is required.

S10: Third Party handles any data not consistent with the new permissions in the manner specified in any service agreements among the parties in the relationship.
S11: Third Party persists the new permissions, associating them with the Shared Resource Key.
Use Case 4: Retail Customer Terminates Relationship

Use Case Description: The Retail Customer has an existing third party data access relationship with a particular Resource Custodian and Third Party and wants to terminate that relationship.  

Preconditions:

· Third Party has an established account with Resource Custodian.
· Retail Customer has established a Third Party data access relationship with the Resource Custodian and the Third Party with respect to a particular resource, resulting in a unique Shared Resource Key identifying the relationship.
Minimal Guarantees: 

No resource data or personal data is provided to the Third Party by the Resource Custodian as part of this interaction.

Success Guarantees: 

· Both the Third Party and the Resource Custodian delete the Shared Resource Key for the relationship and no future interactions are permitted for that relationship. 
· The Third Party handles any data not allowed by the termination of the relationship in the manner specified in any service agreements among the parties in the relationship (e.g., all instances of the data in control of the Third Party are deleted within a specified time frame).
· The Resource Custodian sends the Retail Customer confirmation of termination of the Third Party data access relationship.
Trigger: 

Retail Customer decides to terminate the Third Party data access relationship that had allowed the Third Party to access specific resource data from a Resource Custodian.
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Diagram: Use Case 4
Main Success Scenario:

S1: Retail Customer requests that Resource Custodian terminate the data access relationship.
S2: Resource Custodian presents the Retail Customer with a list of resources for which there are valid relationships with Third Parties. If the Retail Customer only has one valid relationship, S2 and S3 may be skipped.

S3: Retail Customer chooses a resource whose relationship is to be terminated.
S4: Resource Custodian terminates the relationship, deleting the appropriate Shared Resource Key from its list of valid relationships.

S5: Resource Custodian notifies Third Party that the relationship has been terminated (identifying the relationship by its Shared Resource Key). No acknowledgement or confirmation is required.

S6: Resource Custodian notifies Retail Customer that the relationship has been terminated. No acknowledgment or confirmation is required.

S7: The Third Party handles any data not allowed by the termination of the relationship, in the manner specified in any service agreements among the parties in the relationship.

Use Case 5:  Resource Custodian Terminates Relationship

Use Case Description: The Retail Customer has an existing third party data access relationship with a particular Resource Custodian and Third Party. The Resource Custodian wants to terminate the relationship (for whatever reason).
Preconditions:

· Third Party has an established account with Resource Custodian.
· Retail Customer has established a Third Party data access relationship with the Resource Custodian and the Third Party with respect to a particular resource, resulting in a unique Shared Resource Key identifying the relationship.
Minimal Guarantees: 

No resource data or personal data is provided to the Third Party by the Resource Custodian as part of this interaction.
Success Guarantees: 

· Both the Third Party and the Resource Custodian delete the Shared Resource Key for the relationship and no future interactions are permitted for that relationship. 
· The Third Party handles any data not allowed by the termination of the relationship, in the manner specified in any service agreements among the parties in the relationship (e.g., all instances of the data in control of the Third Party are deleted within a specified time frame).
· The Resource Custodian sends the Retail Customer notification of termination of the Third Party data access relationship.
Trigger: 

Resource Custodian decides to terminate a third party data access relationship with a Third Party.
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Diagram: Use Case 5
Main Success Scenario:

S1: Resource Custodian decides to terminate relationship with Third Party.
S2: Resource Custodian notifies Retail Customer of termination decision; no acknowledgement or confirmation is required.

S3: Resource Custodian notifies Third Party of termination of the relationship, identifying the relationship by a Shared Resource Key.

S4: The Third Party handles any data not allowed by the termination of the relationship, in the manner specified in any service agreements among the parties in the relationship.

Use Case 6:  Third Party Terminates Relationship

Use Case Description: The Retail Customer has an existing third party data access relationship with a particular Resource Custodian and Third Party. The Third Party determines that it no longer wants to provide services to the Retail Customer and terminates the relationship.  

Preconditions:

· Third Party has an established account with Resource Custodian.
· Retail Customer has established a Third Party data access relationship with the Resource Custodian and the Third Party with respect to a particular resource, resulting in a unique Shared Resource Key identifying the relationship.
Minimal Guarantees: 

No resource data or personal data is provided to the Third Party by the Resource Custodian as part of this interaction.
Success Guarantees:  
· Both the Third Party and the Resource Custodian delete the Shared Resource Key for the relationship and no future interactions are permitted for that relationship. 
· The Third Party handles any data not allowed by the termination of the relationship, in the manner specified in any service agreements among the parties in the relationship (e.g., all instances of the data in control of the Third Party are deleted within a specified time frame).
· The Resource Custodian sends the Retail Customer notification of termination of the Third Party data access relationship.
Trigger: 

Third Party decides to terminate the relationship.
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Diagram: Use Case 6
Main Success Scenario:
S1: Third Party decides to terminate a third party data access relationship.

S2: Third Party notifies Resource Custodian of termination of relationship, identifying the relationship by the Shared Resource Key.

S3: An invalid request (e.g., specification of a Shared Resource Key not associated with the Third Party) will not be accepted.

S4: Resource Custodian deletes Shared Resource Key, terminating the relationship.

S5: Resource Custodian notifies the Retail Customer of termination of the relationship. No acknowledgement or confirmation is required.
S6: Resource Custodian sends termination confirmation to Third Party.

S7: The Third Party handles any data not allowed by the termination of the relationship, in the manner specified in any service agreements among the parties in the relationship.

Use Case 7:  Third Party Establishes Subscription with Resource Custodian

Use Case Description: The Retail Customer has an existing third party data access relationship with a particular Resource Custodian and Third Party. The Third Party establishes a subscription indicating the circumstances (i.e., an agreed-upon schedule and/or specification of special events) under which the Resource Custodian should provide the Third Party with the relevant resource data.

Depending on the services offered by a Resource Custodian, the subscription may indicate the circumstances under which the Resource Custodian will send resource data or only notification that resource data is available (i.e., whether the Resource Custodian supports a push or pull model). Subscriptions may be parameterized, if supported by the Resource Custodian, to define preferred delivery criteria (e.g., new data whenever available or only once per day).

Preconditions:

· Third Party has an established account with Resource Custodian.
· Retail Customer has established a Third Party data access relationship with the Resource Custodian and the Third Party with respect to a particular resource, resulting in a unique Shared Resource Key identifying the relationship.
Minimal Guarantees: 
No resource data or personal data is provided to the Third Party by the Resource Custodian as part of this interaction.

Success Guarantees: 
· The Resource Custodian records a valid subscription on behalf of the Third Party. Future data availability triggers satisfying the subscription will result in the appropriate information being sent to the Third Party (see Use Case 8 and Use Case 9 for examples of such information being sent).
· Resource Custodian sends the Third Party confirmation of its subscription request.
· Resource Custodian sends the Retail Customer notification of the Third Party's subscription request.
Trigger: 
Third Party decides to establish a subscription for a Retail Customer's resource data with the Resource Custodian.
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Diagram: Use Case 7
Main Success Scenario:

S1: Third Party requests that the Resource Custodian establish a new subscription.

S2: Third Party provides Resource Custodian with information defining the subscription request. At a minimum, this information includes a Shared Resource Key identifying the resource whose data is to be shared. The information may include additional subscription parameters, as supported by the Resource Custodian.

S3: The subscription will not be accepted if the Shared Resource Key is invalid.

S4: The Resource Custodian saves the subscription information, associating the subscription with the Shared Resource Key and the Third Party.

S5: The Resource Custodian notifies the Third Party that the subscription request was successful. No acknowledgement or confirmation is required.

S6: The Resource Custodian notifies the Retail Customer that the Third Party has completed a subscription for their resource data. No confirmation is required, as the Third Party already has permissions as indicated by the valid Shared Resource Key. If the subscription is not acceptable to the Retail Customer, Use Case 3 can be exercised to modify permissions for the Third Party.
Use Case 8:  Resource Custodian Notifies Third Party of Resource Availability
Use Case Description: The Retail Customer has an existing third party data access relationship with a particular Resource Custodian and Third Party. The Third Party has established a subscription for receiving the relevant resource data from the Resource Custodian.  A Third Party is notified when new data satisfying its subscription parameters is available.

Preconditions:

· Third Party has an established account with Resource Custodian.
· Retail Customer has established a Third Party data access relationship with the Resource Custodian and the Third Party with respect to a particular resource, resulting in a unique Shared Resource Key identifying the relationship.
· Resource Custodian has resource data relevant to the Third Party.
Minimal Guarantees: 
No personal information
 is provided to the Third Party by the Resource Custodian.

Success Guarantees: 

· The Resource Custodian has resource data (e.g., electricity usage data) that is available for access by the Third Party 
· The Resource Custodian sends the Third Party notification of availability of resource data.
Trigger: 
Conditions observable to the Resource Custodian change, causing a data availability trigger to be checked to see if there is a need to notify a Third Party of resource data availability. Such triggers can be caused by any of the following observable changes

· New resource data is received by the Resource Custodian

· A new subscription is received by the Resource Custodian

· A pre-defined interval has elapsed
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Diagram: Use Case 8
Main Success Scenario:
S1: A data availability trigger event is received by the Resource Custodian.
S2: Resource Custodian determines the Shared Resource Key associated with the data availability trigger. The Resource Custodian then determines if there are any subscriptions associated with the Shared Resource Key and whether the conditions of the subscription are satisfied (i.e., if it is time to notify a Third Party). If so, it proceeds to S3.
S3: Resource Custodian determines the Third Party associated with a satisfied subscription. This includes a check that the Third Party is still in a valid relationship with the Resource Custodian and any other relevant checks prior to determining that it is safe to send resource data to that Third Party
S4: Resource Custodian notifies the Third Party of the availability of resource data associated with the Shared Resource Key. Note that notification can take different forms. Notification could be sent asynchronously as soon as the trigger is evaluated. Notification for several resources could be bundled for delivery to a common Third Party. Notification could be queued, awaiting the next scheduled interaction with the Third Party (e.g., as part of a response to a regular pull from the Third Party). The essence of the use case is that a notification is prepared and delivered at some point; the specific mechanism and timing is not restricted.
S5: Third party determines the appropriate response. Typically, a Third Party will determine that it should retrieve the available data, using Use Case 10 (Section 2.4.10).

Use Case 9:  Resource Custodian Sends (pushes) Resource to Third Party

Use Case Description: The Retail Customer has an existing third party data access relationship with a particular Resource Custodian and Third Party. The Third Party has established a subscription for receiving the relevant resource data from the Resource Custodian.  This resource data is sent (pushed) to the subscribed Third Party by the Resource Custodian when an event triggers indicates a need to push new resource data.

Preconditions:

· Third Party has an established account with Resource Custodian.
· Retail Customer has established a Third Party data access relationship with the Resource Custodian and the Third Party with respect to a particular resource, resulting in a unique Shared Resource Key identifying the relationship.
· A subscription by the Third Party to receive resource data from the Resource Custodian has been established.

Minimal Guarantees: 

No personal information is provided to the Third Party by the Resource Custodian.
Success Guarantees: 
· The Resource Custodian sends resource data to the subscribed Third Party.
· Only data specified in the subscription is sent to the Third Party.
Trigger:  
Conditions observable to the Resource Custodian change, causing a data availability trigger to be checked to see if there is a need to push resource data to the Third Party. Such triggers can be caused by any of the following observable changes

· New resource data is received by the Resource Custodian

· A new subscription is received by the Resource Custodian

· A pre-defined interval has elapsed

· A request for resource data has been received from a Third Party
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Diagram: Use Case 9
Main Success Scenario:

S1: A data availability trigger is received by the Resource Custodian.
S2: Resource Custodian determines the Shared Resource Key associated with the data availability trigger. It then determines if there are any subscriptions associated with the Shared Resource Key and whether the conditions of the subscription are satisfied (i.e., if it is time to send out resource data). If so, it proceeds to S3.
S3: Resource Custodian determines the Third Party associated with a satisfied subscription. This includes a check that the Third Party is still in a valid relationship with the Resource Custodian and any other relevant checks prior to releasing resource data to that Third Party.
S4: Resource Custodian provides shared resource data to Third Party.
S5: Third party persists data for the period specified by data retention requirements.

Use Case 10:  Third Party Receives (Pulls) Resource from Resource Custodian

Use Case Description: The Retail Customer has an existing third party data access relationship with a particular Resource Custodian and Third Party. The Third Party directly requests the relevant resource data from the Resource Custodian, which replies with the requested data if the request is valid.

Preconditions:

· Third Party has an established account with Resource Custodian.
· Retail Customer has established a Third Party data access relationship with the Resource Custodian and the Third Party with respect to a particular resource, resulting in a unique Shared Resource Key identifying the relationship.
· Resource Custodian has resource data relevant to the Third Party.
Minimal Guarantees: 

No personal data is provided to Third Parties by the Resource Custodian.

Success Guarantees: 

· The Resource Custodian replies with the requested data.
· Only the requested resource data is provided by the Resource Custodian.
Trigger: 
Third Party requests a resource data from Resource Custodian.
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Diagram: Use Case 10
Main Success Scenario:

S1: Third Party decides to pull resource data from the Resource Custodian.

S2: Third Party specifies the resource data being requested. The request must contain the Shared Resource Key. It may also contain parameters (e.g., the period over which the specified data is requested), if permitted by Resource Custodian.

S3: Check validity of request (e.g., Shared Resource Key is still valid and registered with this Third Party or validity of any additional parameters).

S4: Resource Custodian sends requested resource data to Third Party.

S5: Third Party persists resource data for use in performing services for Retail Customer.
C. Goals for the Capability of the Standard

- NISTIR 7628/ 3PDA distillation


- OpenADE SRS requirements

Architecture Goals and Guiding Principles 
[need to discuss with TF to determine the relevance of the following]
Architecture guiding principles are rules of engagement designed to ensure that all aspects of the implementation fit within a well-defined framework.  These principles are used to drive the architectural approach and patterns to be implemented.  Adherence to these principles can be adjusted for specific cases driven by time and budget constraints. (NOTE:  If move the Principles to Model Business Practices, then will need to revise this.)
· Exchanges of data cross enterprise boundaries

· Industry best practices must be followed

· The most interoperable and widely supported technologies should be used to ensure adoption regardless of development and deployment platforms used

· The technologies chosen shall be well specified, with active communities and tools and/or frameworks available. For example, WS-I, or RESTful in conjunction with AtomPub, OData or GData. 

· Technologies chosen shall be compatible and interoperable with technologies specified for access to HAN resources. 

· Security and privacy of Retail Customer information is of utmost importance, since transfers must use public networks, and sensitive Retail Customer energy usage information may be exchanged across enterprise boundaries.

· Recommendations must promote and enable interoperability

· Many Distribution Companies need to be interoperable with many Authorized Third Parties, so there are significant efficiency savings possible by defining a common interface for Energy Services Provider (Not defined) data exchanges. Therefore, recommendations must be specific and prescriptive, actionable and testable

· Must meet the goals of several different types of stakeholders

· Requires an open process to allow discussion and negotiation of the recommendation

· Forwards and backwards version compatibility is needed

· Existing implementations must remain operational when either side adds future extensions

Sample Business Processes

· Energy Services Provider Interface Discovery

· Authorized Third Party and Distribution Company agree to service level agreements (SLAs) and configure Energy Services Provider Interfaces services (REQ 21.1.3, REQ 21.1.16, REQ 21.1.18)

· Authorized Third Party retrieves listing of supported operations with extensions and versions (REQ 21.1.14)

· Distribution Company retrieves listing of supported operations with extensions and versions (REQ 21.1.14)

· Authorized Third Party and Distribution Company subscribe to notifications (????)
· Retail Customer Authorization 
· Retail Customer Grants Permission (REQ.21.1.4, REQ.21.1.7, REQ.21.1.8, REQ.21.1.9, REQ.21.1.10, REQ.21.1.15)

· Retail Customer Extends Permission (REQ.21.1.9) 

· Retail Customer Terminates Permission (REQ.21.1.10) 

· ADE Publication

· Authorized Third Party Requests or Subscribes to Retail Customer energy usage information 
· Distribution Company Provides Retail Customer energy usage information to AuthorizedThird Party (REQ.21.1.20)

Sample Integration Services

The following integration services were identified from the use cases listed in this document.
	Use Case Scenario
	Service Name
	Service Provider

	Functional Description of the Service

	Grant  Authorization
	Auth Request Token
	Distribution Company
	Requested from Authorized Third Party to Distribution Company to obtain an unauthorized request token.

	Grant  Authorization
	(HTML Page)
	Distribution Company
	Authorized Third Party passes unauthorized request token to Distribution Company for authorization. (Redirect) 

	Grant  Authorization
	Auth Authorization 
	Authorized Third Party
	After grant or deny, verification code is returned to Authorized Third Party. 

	Grant Authorization
	Auth Access Token
	Distribution Company
	Authorized Third Party requests access token with signed request from Third Party (???). Token is returned if successful in the response.

	Publication
	Energy Usage Information
	Distribution Company
	Support individual requests for energy usage information, listings of new or updated data, or prepared batch of data (new and updates)

	Publication
	Notification
	Authorized Third Party
	If necessary, notify about available data or authorization changes. 


Technical Guidelines – Integration Services 
[need to discuss the following with the TF:  what is the relevance of this section?]

Integration services that are well defined, understood and managed are the linchpin of an open and interoperable implementation between the Distribution Company and other business Entities.  The following is a list of guiding principles for integration services design: 
· Common protocol and business semantics SHALL be used to achieve loose coupling of end-point service (directly or indirectly)   

· Services SHALL be representative of a unique unit of work and reusable across business functions. 

· Services SHALL be reusable across common practices of utilities. 

· Service design SHALL be driven by business requirements and reflected in the architecture. 

· Service design SHALL be governed with a common approach and framework to achieve conceptual integrity. 

· Service level agreement should be defined to support key architecture qualities: security, reliability, performance, availability, scalability, data quality, information fidelity, etc. 

ADE services SHALL be provided via TCP/IP (internet) networks. (See [RFC-1122])

ADE services SHALL be exposed primarily using the HTTPS protocol. (See [RFC-1123])

D. Services Mapping

4.  SUPPORTING DOCUMENTATION
a.  Description of Request:

b.  Description of Recommendation:

c.  Business Purpose:

d.  Commentary/Rationale of Subcommittee(s)/Task Force(s):
� NIST Special Publication 800-122, Guide to Protecting the Confidentiality of Personally Identifiable Information (PII) April 2010, page 2-1.


� NIST Special Publication 800-122, Guide to Protecting the Confidentiality of Personally Identifiable Information (PII) April 2010, page 2-1.


� Personal information will be defined by the Retail Customer, Resources, Custodian and Third Party during service or contract discussions and will be guided by industry (national, international, and/or state) standards and regulations.


� Data retention requirements will documented within the Resource Custodian, Retail Customer, and/or the Third Party and will be guided by industry (national, international, and/or state) standards and regulations.





�Consider for MBPs
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