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Authorization - Consumer Grants Permission

Context: Consumer wants to take advantage of value-added services provided by a specific 3rd Party, and therefore must grant permission for their Utility to share their consumption data with that 3rd Party.

A preeminent goal throughout these Authorization use cases is to ensure that there's no "leakage" of Personal Information between the Utility and the 3rd Party, that each entity maintains its own account / user information separately – consequently there is no explicit or implied requirement to federate / map user identities across entities.  The envisioned authorization model uses the open standard for this purpose, OAuth, as a model, though technical implementation details will be discussed in subsequent documents. The result of the process is a shared resource key, linked at the Utility and 3rd Party to each of their identities for the customer. Through this resource key, the linkage is made at the Utility to the appropriate meters, which are chosen during the authorization process. Federated identity is not necessary, but could be used by either the Utility or 3rd Party for authentication, or proof of identity, which is separate from the authorization to share the Utility resources. 
Primary Actor: Consumer

Stakeholders and Interests: Utility, 3rd Party

Preconditions: 

1. Consumer has pre-existing account on Utility web site.

2. Consumer has pre-existing account on 3rd Party web site (or establishes account during authorization process).

3. 3rd Party has been authorized by the Authorizing Entity (if one exists) to use the ESPI interface. 
Triggers: Consumer’s decision to utilize 3rd Party service.
Main Success Scenario:
1. (Optional) Customer visits Utility web site, navigates to “3rd Party Access” section.  The Utility or Authorizing Entity should list all authorized 3rd Parties, so that consumers can verify separately that a given 3rd Party is in good standing, but it may be optional to visit the utility website or this list prior to starting the authorization flow. 

2. Customer logs in to Utility website, navigates to “3rd Party Access” page. Customer then chooses the access parameters (e.g. which 3rd Party, Service Delivery Point(s), length of access, etc.) See example authorization page layout below. [image: image1.png]Utili

.com
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3. Utility sends notification to Customer through trusted channel (e.g. registered e-mail) that there is an authorization change. The Utility web site directs the Customer (e.g. through web browser redirect, e-mail link, etc.) to the 3rd Party web site with an authorization token. (Some technical details are not called out here, but subsequent documents will contain full specification of this exchange.) 

4. Customer logs in (if not logged in) to 3rd Party web site and completes any required administrative functions. 3rd Party uses Authorized Request Token to request historical data and subscribe to future data from Utility via ESPI data service interface.

Extensions:  
0. Customer begins at 3rd Party website, rather than Utility website:
a. Consumer indicates their Utility provider to 3rd Party website

b. 3rd Party website redirects to specific landing page on utility web site
1. Customer doesn’t have account / isn’t logged into Utility account

a. Customer creates / logs into Utility account

4. Customer doesn’t have account / isn’t logged into 3rd Party account:

a. Customer creates / logs into 3rd Party account
Minimal Guarantees:  No Personal Information is shared among 3rd Party and Utility

Success Guarantees:  Utility is prepared to provide Consumer Utility Data to 3rd Party, 3rd Party has an Authorized Request Token through which the Utility can validate and serve requests for protected resources.
Frequency of Occurrence: Rarely; only when establishing initial relationship between Consumer, Utility, and 3rd Party

Activity Diagram:
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2
ADE Authorization - Consumer Extends Permission

Context: Consumer wants to extend existing permission for their Consumption Data to be available to a specific 3rd Party

Primary Actor: Consumer

Stakeholders and Interests: Utility, 3rd Party

Preconditions: Consumer has granted initial permission for Utility to provide Consumption Data to specific 3rd Party (implies Consumer has accounts with both Utility and 3rd Party).

Triggers: Consumer’s decision to extend a 3rd Party’s access to their Consumption Data.
Main Success Scenario:

1. Consumer logs into Utility web site, navigates to “3rd Party Access” section, indicates desire to modify / extend Authorization.
2. Utility presents a list of 3rd Party / Service Point / Authorizations/ access parameters.

3. Consumer selects 3rd Party, updates length of access parameter, and grants permission using a screen similar to the original grant. 

4. Utility updates internal information systems with extended authorization parameters, and notifies the Customer via trusted channel about the authorization change.

5. Utility will communicate extended authorization parameters to affected 3rd Parties.

Extensions: None
Minimal Guarantees: No Personal Information is shared among 3rd Party and Utility
Success Guarantees: Utility continues making Consumer Utility Data available to 3rd Party for extended authorization period.
Frequency of Occurrence: Rarely; only when extending relationship between Consumer, Utility, and 3rd Party

Open Issues:MERGEFIELD Pkg.Notes
Activity Diagram:
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3
ADE Authorization – Consumer Terminates Permission

Context: Consumer has determined that they want their Utility to terminate a specific 3rd Party’s access to their Consumer Utility Data.
Primary Actor: Consumer

Stakeholders and Interests: Utility, 3rd Party

Preconditions: Consumer has granted initial permission for Utility to provide consumption data to specific 3rd Party.
Triggers: Consumer’s decision to terminate a 3rd Party’s access to their Consumption Data.
Main Success Scenario:

1. Consumer logs into Utility web site, navigates to “3rd Party Access” section, indicates desire to terminate a 3rd Party’s authorization.
2. Utility presents a list of 3rd Party / Service Point / Authorizations / access parameters.

3. Consumer selects 3rd Party whose access is to be terminated and specifies the date access is terminated. 

4. Utility updates internal information systems with terminated authorization parameters, and notifies the Customer via trusted channel about the authorization change.

5. Utility may communicate terminated authorization parameters to affected 3rd Parties.

6. Utility will make available all data up to and including the termination date to the 3rd Party... Subsequently, the Utility will no longer provide the Consumption Data to the 3rd Party whose access has been terminated.

Extensions: None
Minimal Guarantees: No Personal Information is shared among 3rd Party and Utility
Success Guarantees: 3rd Party no longer has access to the Customer’s Consumption Data.
Frequency of Occurrence: Rarely; only when terminating relationship between Consumer, Utility, and 3rd Party around a specific Service Delivery Point.

Open Issues:MERGEFIELD Pkg.Notes
Activity Diagram:
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4
ADE Publication - Utility Provides Consumer Data to 3rd Party

This is the main processing function of the ESPI interface, to collect the permitted Consumer Utility Data from Utility systems, and make it available to 3rd Parties. This flow handles distribution of authorized consumer data to the appropriate 3rd parties.

Context: Utility information system is ready to transfer Consumer’s data to 3rd Party via Utility ESPI interface. The Consumer’s Data is to be made available in a timely manner to 3rd Party, after access has been granted. 

Primary Actor: Utility ESPI service.
Stakeholders and Interests: Utility back office, Utility ESPI, 3rd Party

Preconditions: 
1. Consumer has completed “ADE Authorization - Consumer Grants Permission”

2. Utility back office has prepared new data for exchange with 3rd party
Triggers:
1. Periodic, as determined by Utility back office

2. Upon request, namely for historical data outside of normal publication.
Main Success Scenario:

1. Utility back office system compiles consumer data

2. Utility back office system transfers data to ESPI service.  Data is to remain available until the next interval update. 

3. ESPI service may notify a registered 3rd Party that new data is available. New data will be provided at pre-determined known intervals (e.g. daily, etc.). Publications to each 3rd Party are specific to the usage data that they are authorized and subscribed to receive. Data shall include new readings taken since the last interval was published, as well as updates to previously published readings, mainly for the scenario where readings were estimated but then later obtained. 
4. 3rd Party may receive notification, or at a pre-determined known time, will initiate electronic communication to Utility via ESPI interface, requesting Consumption Data for those Customers who have granted them access. The 3rd party may anticipate availability of new data (based on a predetermined interval) and independently initiate a transfer of data from the ESPI interface.
5. Utility authenticates 3rd Party identity, and if 3rd Party is authorized, ESPI replies with requested data via encrypted communication channel. 

6. Utility may store success or failure of each request, with details including client network details, resource requested, date/time, bytes transferred, and exception details if applicable.
Extensions:
a. If Utility authenticates 3rd Party identity, and 3rd Party is NOT authorized, ESPI replies with error code indicating reason. 
b. If Utility is pushing data to 3rd Party, will attempt periodic retries until the next interval. After that point, if unsuccessful, the 3rd Party can request missing data. 
Minimal Guarantees: 
1. ESPI service prevents any access from unauthorized 3rd Parties

2. No  Personal Information is shared among 3rd Party and Utility
Success Guarantees: 3rd Party has received and stored Consumption Data, and (generally) will not ask for same data again.
Frequency of Occurrence: TBD, expected to be daily in initial Utility implementations.
Open Issues:MERGEFIELD Pkg.Notes
Activity Diagram: Utility Provides Consumer Data to 3rd Party
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Note that since the notification step is optional, if it is not used and data is not yet available, an error code would be returned, and the 3rd Party would try again later (as agreed by both parties)

Also note that this diagram depicts the ADE System as a separate entity from utility systems, but the ADE system is still assumed to be part of the Utility. 

Activity Diagram: Request Consumer Data

The activity diagram for requesting specific historical is included below. Again, notification is optional.
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