Analysis of ESPI Requirements as supported by Security Profile for Third Party Access 

REQ.21.1.1
The processes for Energy Service Provider Interface should minimize the complexity associated with authorizing Third Parties to access Retail Customers energy usage data. 


Analysis - The 3PDA scenarios do not add an extraneous complexity, but provide a necessary and sufficient standard.  They support both automated and manual methods and can be use to provide a consistent mechanism for other “Data Resources” in addition to Energy Usage.
REQ.21.1.2
The processes associated with the Energy Service Provider Interface should be consistent with any related requirements established by the Governing Documents and Applicable Regulatory Authority. 


Analysis – If a Regulatory Authority has unique requirement then a method of mapping and documenting the ESPI (and 3PDA) specifications to these methods is required.  This falls under Governance/Certification Processes (?). 
REQ.21.1.3
 

PRP Comment:  The following sound more like Model Business Practices rather than Principles.  Move to REQ.21.3
REQ.21.1.4
Subject to the Governing Documents and Applicable Regulatory Authority, the Energy Service Provider Interface should enable a Retail Customer to share energy usage information for such Retail Customer with Third Parties who have acquired the right to act in this role.

Analysis -- Requires detailed specification of elements included in the “Energy Usage Information” Data Resource as well as specifically supported interaction patterns and technologies sufficient for interoperable implementations.

REQ.21.1.5
The Energy Service Provider Interface should protect against improper access to Personally Identifiable Information.

Analysis – requires the standard be defined to sufficient detail AND there is a Certification Process that includes  validation of interoperability and content.  For example, if a customer account number is considered to be “PIN”, then the only way to protect against its incorporation is to 1) spell it out that this is not allowed and 2) verify it.  If verification is not deemed to be in scope, then the wording should be modified.

REQ.21.1.6
All information exchanged by the Energy Service Provider Interface should be secure in accordance with any security requirements established by the Governing Documents and Applicable Regulatory Authority.


Analysis – implies that such a standard (aka the 3PDA standard) be formally identified and used in conjunction with the ESPI standard.
REQ.21.1.7
A Retail Customer should have the ability to authorize the Distribution Company to release energy usage information for such Retail Customer to a Third Party who has acquired the right to act in this role, subject to the Governing Documents and Applicable Regulatory Authority.


Analysis – this is supported by the 3PDA Use Cases 1 and 2

REQ.21.1.8
Subject to the Governing Documents and Applicable Regulatory Authority, a Retail Customer should have the ability to authorize multiple Third Parties to have limited time based read only access to energy usage information for such Retail Customer, with any default expiration for such access established by such Governing Documents or Applicable Regulatory Authority.


Analysis – the concept of additional attributes is supported by 3PDA Use Cases 1,2 and 3 but the specific attributes are not detailed. This implies that the details of the attributes should be defined by ESPI OR proposed for inclusion in the 3PDA standard.  The 3PDA standard does not provide details at this level at this time.

REQ.21.1.9 
Subject to the Governing Documents and Applicable Regulatory Authority, a Retail Customer should have the ability to designate a specific expiration date, extend any specific expiration date, or indicate an open-ended access timeframe other than the default access period.


Analysis – see REQ.21.1.8 
REQ.21.1.10
The Energy Services Provider Interface should have the capability to support the Retail Customers’ ability to select / revoke which Partner Providers are authorized for read-only access to energy usage information.


Analysis – Included in 3PDA Use Cases 1-6.  No method of uniquely identifying Partner Providers has been identified yet leading to a general implementation problem.
REQ.21.1.11
The Energy Services Provider Interface should have the capability to notify the relevant authorized Third Parties and Retail Customers when access has been granted, access has been changed, or access has been revoked for a Service Delivery Point.


Analysis – Partially covered by3PDA use cases 3-6.  Should this include Data Custodian as the “notifier”?  Is this a suggestion or a requirement?  Capability does not imply operational execution.  

REQ.21.1.12
Subject to the Governing Documents and Applicable Regulatory Authority, the Energy Services Provider Interface should be consistent with the applicable guidelines around security and authorization for Third Party data access as set forth in the NISTIR 7628.  


Analysis – Not sure how this relates to the 3PDA specification

REQ.21.1.13
The Energy Services Provider Interface should provide the ability to terminate any Third Party and the Retail Customer’s access to all future energy usage information at the Service Delivery Point after the Distribution Company is properly notified that the Retail Customer has moved out of the premises associated with the Service Delivery Point.


Analysis – this is addressed by 3PDA Use Case 5
REQ.21.1.14
Future versions of the Energy Services Provider Interface should be backwards compatible, including provisions for exchanging versioning information and negotiating interface capabilities. 


Analysis – this is a design requirement on the actual interface in terms of interoperability and the exact form of information being exchanged control information being used.  Not addressed  directly in 3PDA, but could be construed as part of Configuration management.
REQ.21.1.15
Subject to the Governing Documents and Applicable Regulatory Authority, a Retail Customer should be able to grant an authorized Third Party access to all or a subset of the energy usage information for such Retail Customer (e.g. historical consumption data, ongoing consumption data, etc.).


Analysis – see REQ.21.1.8 comment with the additional requirement of defining more granular Data Resources.

REQ.21.1.16
Any Third Party wishing to access energy usage information via the Energy Services Provider Interface must establish and maintain [?] a trusted relationship with each Distribution Company who provides a Energy Services Provider Interface. Subject to the Governing Documents and Applicable Regulatory Authority, both the Distribution Company and the authorized Third Party should disallow requests from Entities who are not authorized Third Parties. 


Analysis – 3PDA Use Case 7 addresses the establishment of a Data Custodian to Third Party relationship, but there is no Use Case specified regarding management of, or terminiation of this relationship

REQ.21.1.17
Subject to the Governing Documents and Applicable Regulatory Authority, neither the Distribution Company nor an authorized Third Party should use unencrypted communication channels to exchange energy usage information.


Analysis – 3PDA provides details regarding security requirements

REQ.21.1.18
Subject to the Governing Documents and Applicable Regulatory Authority, Third Parties must be authorized by the Authorizing Entity and/or the Distribution Company to be an authorized Third Party and utilize the Energy Services Provider Interface and must maintain their status as an authorized Third Party.


Analysis – Not explicit addressed in 3PDA documentation.  This is related to the identification of parties.  A method of maintaining and distributing this information is required.
REQ.21.1.19
If an Authorizing Entity exists within a jurisdiction, Retail Customers should be able to view a list of Third Parties who have been authorized to use the Energy Services Provider Interface.


Analysis – further requirements related to REQ.21.1.18
REQ.21.1.20
Subject to the Governing Documents and Applicable Regulatory Authority, energy usage information should be made available to authorized Third Parties (as directed by the Retail Customer) in a reasonable and timely fashion.


Analysis – this is a bit vague. Or is it even relevant in this document?  


REQ.21.1.21
When any of the required authorized relationships described in this recommendation are terminated, access to the Energy Service Provider Interface shall not be granted.  In [?]


Analysis – The 3PDA use cases do not address all of the possible scenarios. See REQ.21.1.16 analysis
