3/30/2011
NAESB Data Privacy TF

Draft Principles and MBP


Scope:
The NAESB REQ Data Privacy Task Force will develop Model Business Practices detailing the processes for maintaining the privacy of smart meter-based information associated with an individual Retail Customer when such information is released to third parties. For the purposes of these Model Business Practices, third parties are any Entity, other than the Distribution Company and its agents and the Applicable Regulatory Authority, authorized by the Retail Customer to receive the Retail Customer's information.
Definition:
REQ.22.2.xt 
Smart Meter-Based Information:  smart meter-based information associated with an individual Retail Customer. The type of information is defined and governed by the Governing Documents and the Applicable Regulatory Authority.

.
Document History:
	Revision #
	Revision Date
	Revision By
	Summary of Changes

	0.1
	3/22/2011
	document editing team
	1. Accepted changes from the 3-17-11 Data Privacy TF meeting

2. Used term “Smart Meter-Based Information” consistently throughout the document.

3. Added recommendations from Team 4 summary

	0.2
	3/31/2011
	document editing team
	1. Accepted changes from the 3-17-11 Data Privacy TF meeting
2. Added recommendations from Team 5 summaries (AZ, OK, NH, RI, NV, DE, TX, MA)


	
	
	
	

	
	
	
	


	#
	Source Document
	Recommendation
	Category
	Resolution [Principle, MBP, NA, etc.]

	1
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	Americans care deeply about their privacy so to enhance consumer trust it is recommended that the United States Government recognize a full set of Fair Information Practice Principles (FIPPs) as a foundation for commercial data privacy.  The Department of Homeland Security adopted a set of FIPPs that includes personally identifiable information: enhancing transparency, individual participation (consent), specify the purpose for which the data can be used, minimize data collected to only what is required, limit the use to the purpose, data quality should be ensured, use appropriate security, fostering the development of verifiable evaluation and accountability programs.
	Policies and Practices
	Principle

Note: Maybe move the following to the executive summary rather than have it as a Principle. Make these principles as MBP category titles in the NAESB document and place the MBPs in the document under the appropriate category.
REQ.22.1.x
Privacy policies and practices should include the following privacy principles:

1. Management and Accountability

2. Notice and Purpose

3. Choice and Consent

4. Collection and Scope

5. Use and Retention

6. Individual Access

7. Disclosure and Limiting Use

8. Security and Safeguards

9. Accuracy and Quality

10. Openness, Monitoring, and Challenging Compliance

	2
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	Since adoption of FIPPs alone will not provide sufficient protection the DOC encourages the development of voluntary but enforceable privacy codes of conduct to be developed through collaborative efforts of multi-stakeholder groups.
	Policies and Practices
	Not used

	3
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	This policy framework should complement existing protections already in place for Americans
	Policies and Practices
	Principle
REQ.21.1.x  
Data privacy practices should be consistent with the requirements set forth by the Applicable Regulatory Authority.

	4
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	“…a Federal privacy framework should seek to balance the desire to create uniformity and predictability across State jurisdictions with the desire to permit States the freedom to protect consumers and to regulate new concerns as they arise”
	Policies and Practices
	Not used

	5
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	Encourage global interoperability by continuing to… “work toward increased cooperation among privacy enforcement authorities around the world and develop a framework for mutual recognition of other countries’ commercial data privacy frameworks.”
	Interoperability
	Not used

	6

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	Organizations that access or provide data to the Smart Grid should appoint personnel to a position responsible for ensuring that documented information security and privacy policies and practices exist and are followed. Information security and personal information privacy practices should include requirements for regular training and ongoing awareness activities. Audit functions should also be present to monitor the Smart Grid data access activities.
	Management and Accountability
	MBP

REQ.22.3.x   Resource Custodians and Third Parties should have personnel appointed to a position that is responsible for ensuring that documented information security and privacy policies and practices exist and are followed.

REQ.22.3.x   Resource Custodians and Third Parties should have regular training and ongoing awareness activities regarding privacy policies.

REQ.22.3.x   Resource Custodians and Third Parties should audit and monitor Smart Meter-Based Information access activities.

	7

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	A clearly specified notice should exist and be shared in advance of the collection, use, retention, and sharing of energy data and personal information.
	Notice and Purpose
	Principle
REQ22.1.x   Resource Custodians and Third Parties should provide a conspicuous and clear notice to Retail Customers before Smart Meter-Based Information is collected, used, retained, or shared with other parties.

	8

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	The organization should describe the choices available to consumers with regard to the use of their associated energy data that could be used to reveal personal information and obtain explicit consent, if possible, or implied consent when this is not feasible, with respect to the collection, use, and disclosure of this information.
	Notice and Purpose

Choice and Consent
Choice and Consent
	MBP
REQ.22.3.x   Retail Customers should receive notification from Resource Custodians and Third Parties of any choices available regarding Smart Meter-Based Information collection, use, and disclosure.

REQ.22.3.x   Explicit consent, if possible, or implicit consent should be obtained by the Resource Custodian from the Retail Customer before Smart Meter-Based Information is collected, used, or disclosed to a Third Party.

REQ.22.3.1.1
The Retail Customer’s authorization should be gained by a process that reflects and records the Retail Customer’s informed consent (e.g. writing, time stamped audio recording, electronic signature, etc.).

	9
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should simplify consumer consent
	Choice and Consent
	Principle
REQ.22.1.2
The method by which Retail Customers authorize access to their Smart Meter-Based Information should minimize the time and effort required to take such action.


	10

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	Only personal information that is required to fulfill the stated purpose should be collected from consumers. This information should be obtained by lawful and fair means and, where appropriate and possible, with the knowledge or consent of the data subject.
	Collection and Scope
	MBP
REQ.22.3.x   Collection of Smart Meter-Based Information should be limited to only that information necessary to fulfill the stated collection purpose.

See REQ.22.3.1.1 in #8


	11

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Information within the Smart Grid should be used or disclosed only for the purposes for which it was collected. Smart Grid data should be aggregated in such a way that personal information or activities cannot be determined, or anonymized wherever possible to limit the potential for computer matching of records. Personal information should be kept only as long as is necessary to fulfill the purposes for which it was collected.
Note:  The first sentence is covered in the principle of #10 above
	Use and Retention
	Note: the first part of this recommendation deals with aggregated data which is outside our stated scope; it seems as though the remainder could be either a principle or MBP.

Principle

Third Parties that receive a Retail Customer’s Smart Meter-Based Information should only keep it as long as it is necessary to fulfill the purposes for which it was collected.
MBP

REQ.22.3.x
Third Parties, who are authorized by a Retail Customer to access their Smart Meter-Based Information, should only keep that information as long as it is necessary to fulfill the authorized purposes for which it was collected.


	12

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Organizations should provide a process to allow for individuals to request access to see their corresponding personal information and energy data, and to request the correction of real or perceived inaccuracies. Personal information individuals should also be informed about parties with whom their associated personal information and energy data has been shared.
	Individual Access
	MBP

REQ.22.3.x
A Resource Custodian should develop and communicate processes for a Retail Customer to access their Smart Meter-Based Information and request that the Smart Meter-Based Information be corrected where inaccuracies exist.

	13

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Personal information should not be disclosed to any other parties except those identified in the notice and only for the purposes originally specified or with the explicit informed consent of the service recipient.
	Disclosure and Limiting Use
	MBP

REQ.22.3.x
A Resource Custodian should only disclose a Retail Customer’s Smart Meter-Based Information to those Third Party(s) that the Retail Customer has explicitly authorized.

REQ.22.3.x
Third Parties should only use a Retail Customer’s Smart Meter-Based Information for purposes authorized by the Retail Customer.

	14

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Smart Grid energy data and personal information, in all forms, should be protected from loss, theft, unauthorized access, disclosure, copying, use, or modification.
	Security and Safeguards
	Principle note: see #19 DOE alternative looks like it is a duplicate and probably provides better language – the team can decide.

REQ.22.1.x
All Retail Customer Smart Meter-Based Information should be protected from loss, theft, unauthorized access, disclosure, copying, use, or modification by Third Parties.

	15
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	The Electronic Communications Privacy Act should be reviewed to protect cloud computing and location-based services.  This is important to the consumer trust issue.
	Security and Safeguards
	Not used

	16

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Processes should be implemented by all businesses participating within the Smart Grid to ensure as much as possible that energy data and personal information are accurate, complete, and relevant for the purposes identified in the notice [see §5.4.2-2], and that it remains accurate throughout the life of the energy data and personal information while within the control of the organization.
	Accuracy and Quality
	MBP

REQ.22.3.3.1  All parties should insure that the Smart Meter-Based Information transferred and received remains accurate and complete throughout the life of the information while in the control of the party.

Also included in REQ.22.3.4 re: used for the purposes identified


	17

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Privacy policies should be made available to service recipients. These service recipients should be given the ability to review and a process by which to challenge an organization’s compliance with the applicable privacy protection legal requirements, along with the associated organizational privacy policies and the organizations’ actual privacy practices.
	Openness, Monitoring, and Challenging Compliance
	Used as a Principle and a MBP re: Transparency (Principle) and method to challenge compliance (MBP)
REQ.22.3.x  All parties should develop and make available to all other parties from which they receive or transfer Smart Meter-Based Information the method for challenging compliance with applicable privacy requirements.

See REQ.22.1.6 re: Transparency – Consider moving this to an MBP


	18
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should increase the transparency of their data practices.
	Openness, Monitoring, and Challenging Compliance
	Principle
REQ.22.1.6
All parties with access to a Retail Customer’s Smart Meter-Based Information should insure the transparency of their information privacy policies and practices.

	19
	DOE, Data Access and Privacy Issues Related to Smart Grid Technologies
	Third parties should be required to protect the privacy and security (including integrity and confidentiality) of energy usage data.
	Security and Safeguards
	Principle
REQ.22.1.3
Third Parties that receive a Retail Customer’s Smart Meter-Based Information should protect the privacy and security of the Retail Customer’s Smart Meter-Based Information.

MBP

REQ.22.3.3
Third Parties, who are authorized by a Retail Customer to access their Smart Meter-Based Information, should insure that the privacy and security of the Retail Customer’s Smart Meter-Based Information is protected.

	20
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should promote consumer privacy throughout their organizations and at every stage of the development of their products and services.
	Security and Safeguards
	Principle

REQ.22.1.4
All parties with access to a Retail Customer’s Smart Meter-Based Information should promote the privacy of that information throughout their organization and at every stage of the development of their products and services.

	21

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Conduct a PIA (Privacy Impact Assessment) before making the decision to deploy and/or participate in the Smart Grid to identify risks to the personal information Smart Grid entities collect, process, store, and otherwise handle, along with determining appropriate risk mitigation activities. Smart Grid entities can refer to the methodology followed by the privacy subgroup, as described within this report, as a model for how to do their own PIAs. PIAs should be performed as follows: 

· Conduct an initial PIA to identify existing privacy risks and establish a baseline privacy posture measurement. 

· Conduct subsequent PIAs when major changes occur within the organization, systems, or applications; when new laws and regulations are put into effect that provide requirements for how Smart Grid data is used; and at any other time an event occurs that impacts how the Smart Grid entity does business, such as following an information security incident involving personal information. 
	Security and Safeguards
	MBP

REQ.22.3.3.2  All parties should conduct an initial assessment of the risks associated with releasing and/or receiving a Retail Customer’s Smart Meter-Based Information, and use this risk analysis to develop their privacy protection policies.

REQ.22.3.3.3  All parties should conduct periodic re-evaluations of their risk analysis.  In addition, a revised risk analysis should be conducted when, but are not limited to:

· Major changes occur within their organization;

· New applicable laws and/or regulations become effective; and

· An event occurs that impacts how the Entity conducts business, e.g. following a Smart Meter-Based Information security incident.

	22
	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid
	Develop and formally document privacy policies and practices that are drawn from the full set of OECD Privacy Principles and other sectors’ privacy policies, regulations and laws that may be applicable. In particular the privacy subgroup recommends the following practices based on the Principles …  

	Security and Safeguards
	Principle
REQ.22.1.1
The release of a Retail Customer’s Smart Meter-Based Information should be consistent with the requirements set forth by the Applicable Regulatory Authority.

MBP
REQ.22.3.6
All parties with access to a Retail Customer’s Smart Meter-Based Information should develop and incorporate information privacy protection methodologies into their policies and practices.
REQ.22.3.6.1
Information privacy methodologies should include, but should not be limited to information security, collection limits, retention practices, and information accuracy.



	23
	FTC, A Proposed Framework for Businesses and Policymakers
	Privacy notices should be clearer, shorter, and more standardized, to enable better comprehension and comparison of privacy practices.
	Choice and Consent

Notice and Purpose


	MBP
REQ.22.3.1.2
The method for the Retail Customer to provide authorization should be clear, concise, understandable and standardized.
REQ.22.3.6.2
The information privacy methodologies should be clear, concise, understandable and standardized.

	24
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should provide reasonable access to the consumer data they maintain; the extent of access should be proportionate to the sensitivity of the data and the nature of its use.
	Individual Access
	MBP
REQ.22.3.2
The Resource Custodian should provide reasonable access to the Retail Customer’s Smart Meter-Based Information and not create unreasonable barriers to such access.

	25

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	Develop a comprehensive set of privacy use cases that will help utilities and third-party Smart Grid providers to rigorously track data flows and the privacy implications of collecting and using data, and help the organization to address and mitigate the associated privacy risks within common technical design and business practices. 
	Security and Safeguards
	Not sure I understand what this is asking.  The NAESB MBPs have a section for Models (i.e. Process Flows).  Rather than developing an MBP that places the burden on the parties to develop the Process Flows, should the Task Force develop them ???  Use cases and Process Flows have been developed for several other MBPs.
Alternative:

REQ.22.3.6.5  Prior to developing their privacy protection methodologies and policies, all parties should develop a comprehensive set of privacy use cases to rigorously track Smart Meter-Based Information flows and the privacy implications of receiving, transferring, and using a Retail Customer’s Smart Meter Information.



	26
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should incorporate substantive privacy protections into their practices, such as data security, reasonable collection limits, sound retention practices, and data accuracy.
	Security and Safeguards
	MBP
REQ.22.3.6
All parties with access to a Retail Customer’s Smart Meter-Based Information should develop and incorporate information privacy protection methodologies into their policies and practices.
REQ.22.3.6.1
Information privacy methodologies should include, but should not be limited to information security, collection limits, retention practices, and information accuracy.

	27
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should maintain comprehensive data management procedures throughout the life cycle of their products and services.
	Security and Safeguards
	MBP
REQ.22.3.6.3
The information privacy protection methodologies should be maintained throughout the life cycle of the products and services offered.

	28

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid
	Educate the public about the privacy risks within the Smart Grid and what they as consumers can do to mitigate them. 
	Education
	Covered in #29 REQ.22.3.6.4

	29
	FTC, A Proposed Framework for Businesses and Policymakers
	All stakeholders should work to educate consumers about commercial data privacy practices.
	Openness, Monitoring, and Challenging Compliance
	MBP
REQ.22.3.6.4
All parties should develop and implement plans for educating Retail Customers concerning the information privacy protection methodologies.

	30

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid
	Share information concerning solutions to common privacy-related problems with other Smart Grid market participants. 
	Openness, Monitoring, and Challenging Compliance
	MBP

REQ.22.3.x   Market Participants should share information concerning solutions to common privacy-related problems with other market participants.


	31

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	Manufacturers and vendors of smart meters, smart appliances, and other types of smart devices, should collect only the energy and personal data necessary for the purposes of the smart device operations. The defaults for the collected data should be established to use and share the data only as necessary to allow the device to function as advertised. 
	Collection and Scope

	MBP

REQ.22.3.x   Third Parties should collect only the Retail Customer information necessary for providing the Retail Customer its service or product. 

	32
	DOE, Data Access and Privacy Issues Related to Smart Grid Technologies
	Third parties should use the energy usage data only for the purposes specified in the authorization.
	Use limitations
	See # 37 below

	33
	DOE, Data Access and Privacy Issues Related to Smart Grid Technologies
	Utilities should not disclose consumer information unless a consumer has provided affirmative authorization through an opt-in process that reflects and records the consumer’s informed consent.
	Choice and Consent
	MBP

REQ.22.3.1
A Resource Custodian should not release a Retail Customer’s Smart Meter-Based Information to a Third Party without the Retail Customer’s express authorization.  
See REQ.22.3.1.1 in #8


	34
	DOE, Data Access and Privacy Issues Related to Smart Grid Technologies
	Any customer authorization should specify the purposes for which the third party is authorized to use consumer-specific, energy usage data, the term of the authorization, and the means for withdrawing the authorization.
	Choice and Consent
	MBP

REQ.22.3.5
The Retail Customer’s authorization should specify the purposes for which the Third Party is authorized to use the Retail Customer’s Smart Meter-Based Information, the term of the authorization, and the process for withdrawing the authorization.

	35
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies do not need to request consumer consent before collecting and using consumers’ data for commonly accepted practices, such as product fulfillment.
	
	Principle
REQ.22.1.5
Participation in the competitive energy marketplace should not be a prerequisite for a Resource Custodian, upon receipt of a Retail Customer’s authorization to release the Retail Customer’s Smart Meter-Based Information to the authorized Third Party.
See REQ.22.3.x .x in #37

	36
	FTC, A Proposed Framework for Businesses and Policymakers
	For practices requiring choice, companies should offer the choice at a time and in a context in which the consumer is making a decision about his or her data.
	Choice and Consent
	Not  Directly Related to Data Privacy and Not Used

	37
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies must provide prominent disclosures and obtain affirmative express consent before using consumer data in a materially different manner than claimed when the data was collected.
	Disclosure and Limiting Use

Disclosure and Limiting Use

Choice and Consent
	MBP

REQ.22.3.4 
Third Parties, who are authorized by a Retail Customer to access their Smart Meter-Based Information should only use the information for the purposes specified in the authorization
REQ.22.3.x.x 
Third Parties may use the Retail Customer Smart Meter-Based Information in a materially different manner than claimed when the information was collected once affirmative express consent is obtained from the Retail Customer.

REQ.22.3.x .x 
Prior consent from the Retail Customer is not needed to perform commonly accepted practices, such as service or product fulfillment.

	38

	DOE, Data Access and Privacy Issues Related to Smart Grid Technologies
	Define and establish customer complaint procedures
	Openness, Monitoring, and Challenging Compliance
	MBP

REQ.22.3.x 
Market Participants should define and establish customer complaint procedures.
Maybe combine with #17 

	39
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	Consider a… “Federal commercial data security breach notification law that sets national standards, addresses how to reconcile inconsistent State laws, and authorizes enforcement by State authorities.”
	Management and Accountability
	MBP
REQ.22.3.7
Violation of the privacy protection methodologies should result in the applicable penalties established by the Applicable Regulatory Authority or required by law.

	40
	NRRI: Smart Grid Data: Must There Be Conflict Between Energy Management and Consumer Privacy?


	Identify the information utilities will collect, determine with whom, and for what purposes it will be shared and assess the need for protecting that data.
	
	Covered by MBP Notice & Purpose REQ.22.3.2.4, Principle REQ.22.1.7, MBP Security & Safeguards REQ.22.3.8.2, Collection & Scope REQ.22.3.4.1 and Principle REQ.21.1.2  


	41
	NRRI: Smart Grid Data: Must There Be Conflict Between Energy Management and Consumer Privacy?


	Ensure that consumers understand what data will be shared and under what terms and conditions.
	
	Covered by MBP Notice & Purpose REQ.2.3.2.2 


	42
	NRRI: Smart Grid Data: Must There Be Conflict Between Energy Management and Consumer Privacy?


	Require utilities deploying smart grids to implement internal privacy training programs and customer notice procedures.


	
	Covered by REQ22.3.2.1 and REQ.22.3.1.2

	43
	NRRI: Smart Grid Data: Must There Be Conflict Between Energy Management and Consumer Privacy?


	Enforce privacy rules, regularly reviewing and evaluating utility performance, and assessing fines if applicable.


	
	Covered by REQ.22.3.1.4


	44
	NRRI: Smart Grid Data: Must There Be Conflict Between Energy Management and Consumer Privacy?


	Decisions regarding the control and use of personal energy consumption data depend on the ultimate uses for that data.


	
	Not used

	45
	NRRI: Smart Grid Data: Must There Be Conflict Between Energy Management and Consumer Privacy?


	As a default, utilities may use individual consumption data only for commission-defined public interest purposes. Utilities may use the data for other purposes, such as to provide additional products and services, if they (a) obtain customer consent, and (b) demonstrate that they do not have an unearned competitive advantage over competing providers of such products and services. The utility should not have a right of access to the data greater than its competitors.


	
	Covered by REQ.21.1.2, REQ.22.1.9, and REQ.22.3.3.4 

	46
	NRRI: Smart Grid Data: Must There Be Conflict Between Energy Management and Consumer Privacy?


	Consumers should be free to contract with utilities and third parties for the use and management of their energy data.


	
	Not used; This is policy which will be determined by each jurisdiction.


	47
MZ
	AZ Statute                    
Chpt 30-806


	Written customer authorization is required to release customer-specific information.  This restriction shall not apply to lawful disclosures required for collection activities, credit analysis, court order or to aid in providing service.  Public power entities, electricity suppliers and providers of other services, except public service corporations, shall adopt rules and procedures to ensure confidentiality.
	Management and Accountability
Choice and Consent 
	Covered by Principle REQ.22.1.1, REQ.22.1.6,  and MBPs REQ.23.3.1.1-3, REQ.22.3.3.4,  REQ.22.3.7.1

	48
MZ
	AZ Rule
Article 2 Electric Utilities Section R14-2-203 Establishment of Service 

A) 2.


	Written customer authorization is required to release customer-specific information.  This restriction shall not apply to lawful disclosures required for collection activities  to aid in providing service, if requested by law enforcement or other public agency or requested by PUC or PUC staff.
	Choice and Consent
	Covered by Principle REQ.22.1.1, and MBPs REQ.22.3.3.4,  REQ.22.3.3.4.1-2 ,  REQ.22.3.7.1

	49
MZ
	AZ Rule 
Article 16 Retail Electric Competition Section R14-2-1612 Service Quality, Consumer Protection, Safety and Billing 

Requirements 

E

	Written customer authorization is required to release customer-specific information.  This restriction shall not apply to lawful disclosures required for collection activities  to aid in providing service, if requested by law enforcement or other public agency or requested by PUC or PUC staff
	Choice and Consent
	Covered by Principle REQ.22.1.1, and MBPs REQ.22.3.3.4,  REQ.22.3.3.4.1-2 ,  REQ.22.3.7.1

	50
MZ
	AZ Rule 
Article 16 Retail Electric Competition Section R14-2-1612 Service Quality, Consumer Protection, Safety and Billing 

Requirements 

L)1.

	Meter reading data can be provided to all applicable electric service providers serving that same customer provided customer authorizes their electric service provider.
	Choice and Consent
	Covered by MBPs REQ.22.3.3.4 and REQ.22.3.7.1

	51
MZ
	AZ Rule 
Article 16 Retail Electric Competition Section R14-2-1602 Services Required to be Made Available G)Customer Data 

	Upon written authorization by customer, Load serving entity shall release customer’s billing data  (consumption, demand and power factor) to customer-specified certificated electric service provider
	Choice and Consent
	Covered by Principle REQ.22.1.1, MBPs REQ.22.3.3.4, REQ.22.3.7.1 and definition of Smart Meter-Based Information

	52
MZ
	OK House Bill
	Allows electric utilities to utilize customer-identifiable usage data for their internal business purposes without customer consent. 


	Choice and Consent
	Covered by REQ.22.3.3.4.2  

	53
MZ
	OK House Bill
	An electric utility may provide customer information without customer consent to affiliates and third parties who assist the electric utility in providing services.  Prior to the disclosure of any customer information to a third party under this subsection, a responsible representative of the third party shall agree in writing that it will maintain the confidentiality of all customer information and limit the use of customer information to the provision of support services to the electric utility.
	Choice and Consent
Security and Safeguards
Notice and Purpose

	MBP

REQ.22.3.3.4.2.1

Third Parties and Resource Custodians 
may provide Smart Meter-Based Information without Retail Customer consent to affiliates and agents who assist the Third Party in providing the services or products provided to the Retail Customer.
Covered by 
RE.22.3.8.1, REQ.22.3.2.3


	54
MZ
	NM Statute
Section 62-8-11
	A Public Utility or its employees or its agents can not sell or disclose customer’s nonpublic personal information without customer’s consent.  This restriction shall not apply to lawful disclosures in accordance to Federal Fair Credit Reporting Act, Chapter 56 Article 3 New Mexico Statutes or other reporting requirements imposed on public Utility.  Exempted from this provision are public regulation commission and rules adopted pursuant to Public regulation commission act and public utility act.
	Disclosure and Limiting Use
	Covered by Principle REQ 22.1.1 and MBP REQ.22.3.7.1

	55
MZ
	NH Statute                    
Title XXXI - Trade and Commerce Chapter 359-C 

	Section 359-C:4 Paragraph IV requires that records of all disclosures be kept for five years.  These records are to include the identity and purpose of the person who receives the data, and the copy of the customer authorization, subpoena or other legal warrant that prompted the release of data.

	Choice and Consent
Disclosure and Limiting Use
	Covered by Principle REQ 22.1.1 and MBP REQ.22.3.3.1
MBP

Resource Custodians should record and retain disclosures of Smart Meter-Based Information in accordance with provisions set forth in Governing Documents. 

	56
MZ
	NH Statute                    
Title XXXI - Trade and Commerce Chapter 359-C 

	Section 359-C:5 Paragraph II-a authorizes the financial institution to disclose confidential records to enforcement officials if it believes it is being defrauded.  This would seemingly apply to utilities if they believe a customer is engaging in energy theft.

	
	Covered by Principle REQ.22.1.1

	57
MZ
	NH Statute                    
Title XXXI - Trade and Commerce Chapter 359-C 

	Section 359-C:7 provides for customer authorization of disclosures.  It requires the authorization to be signed and dated, to include a period of time for such disclosure, the name of the agency to which the disclosure is to be made, provides for the right of the customer to negate the authorization at any time.
	Choice and Consent
	Covered by REQ.22.3.3.1
MBP

REQ.22.3.3.5 Resource Custodians and Third Parties should provide a method for Retail Customers to revoke a Third Party’s access to their Smart Meter-Based Information.

	58
MZ
	NH Statute                    
Title XXXI - Trade and Commerce Chapter 359-C 

	Section 359-C:11 allows  for the dissemination of information that cannot be traced back to the individual customer.
	Disclosure and Limiting Use
	MBP
REQ.22.3.7.1 Resource Custodians may disclose aggregated Smart Meter-Based Information if that information cannot be traced back to the individual Retail Customer.  

	59
MZ
	NH Administrative Rule
CHAPTER Puc 2000 PART Puc 2004.09 Release of Confidential Customer Information


	“(a) No CEPS (Competitive Electric Power Supplier) or aggregator shall release confidential customer information without written authorization from the customer, unless otherwise required by law.

	Disclosure and Limiting Use
	Covered by Principle REQ.22.1.1 and REQ.22.3.7.1

	60
MZ
	NH Administrative Rule
CHAPTER Puc 2000 PART Puc 2004.09 Release of Confidential Customer Information


	(b) Confidential customer information shall include, but not be limited to:
(1) Customer name, address, e-mail address and telephone number; and 
(2) Individual customer payment information.

	
	Not used

	61
MZ
	NH Administrative Rule
CHAPTER Puc 2000 PART Puc 2004.09 Release of Confidential Customer Information


	(c) A CEPS or aggregator shall be deemed authorized to obtain customer usage information when it has secured from the customer, in writing, the customer’s name, account number(s), and the unique utility assigned authorization number(s).

	Choice and Consent
	Covered by Principle REQ.22.1.1 and MBP REQ.22.3.3.1

	62
MZ
	NH Administrative Rule
CHAPTER Puc 2000 PART Puc 2004.09 Release of Confidential Customer Information


	(d) In the event of a dispute about the release of confidential information, including whether the information is or should be confidential, a CEPS, aggregator or customer may file a complaint with the commission for resolution.”
	Openness, Monitoring, and Challenging Compliance
	Modify MBP REQ.22.3.10.4 
REQ.22.3.10.4 
Market Participants should define and establish customer complaint procedures related to disputes regarding the disclosure and use of Smart Meter-Based Information.

	63
	RI Rule 
Consumer Protection Requirements for Nonregulated Power Producers, Section II, Para C.
	“Dissemination of information regarding a customer’s usage is governed by the electric distribution company’s Terms and Conditions.  Where there is no provision for dissemination of customer usage information, such information will be provided at the customer’s request by the electric distribution company to the customer at no charge, for dissemination by the customer to NPPs (nonregulated power producer) of the customer’s choice.  There may be direct transfer of data from the electric distribution company directly to the supplier upon request of the customer.”
	
	Covered by REQ.22.3.7.1 and REQ.22.3.3.4 as well as the definition of Smart Meter-Based Information

	64
	RI Statute 
Title 9-1-28.1 Right to Privacy – Action for Deprivation of Right
	This is a general provision for the right to privacy for every person in the state.  It makes provides for privacy regarding broad concepts such as “something that is entitled to be private or would be expected to be private” and “private facts”, etc.  It makes no specific mention of utilities, data, third parties, etc.
	
	Covered by REQ.22.3.8.1

	65
	NV Statute
NRS 200.620
	Prohibits interception or attempted interception of any wire communications unless one of the parties has given prior consent or if an emergency situation exists and it is impractical to obtain a court order prior to the interception. An exception allows the reception in evidence of conversations on wire communications installed in the office of a public utility if the equipment used for the recording is installed in a facility for wire communications or on a telephone with a number listed in a directory, on which emergency calls or requests by a person for response by the public utility are likely to be received. Also allowed is the recording or reception in evidence of conversations initiated by the public utility from such a facility or telephone in connection with responding to the original call or request, if the public utility informs the other party that the conversation is being recorded.
	
	The information here essentially describes criminal or attempted criminal activity.  The idea behind this is already addressed in 
REQ.22.3.8.4 so this is not used

	66
	NV Statute
NRS 603A.200
	Requires a business that maintains records which contain personal information concerning customers to take reasonable measures (e.g., shredding, erasure) to ensure the destruction of those records when the business decides that it will no longer maintain the records.
	
	Although the information is envisioned to be largely electronic (and security regarding electronic information is already addressed in REQ.22.3.8) it may be useful to include:
REQ.22.3.8.X Third Parties who are authorized by a Retail Customer to access their Smart Meter-Based information, and who also need to produce paper copies of parts or all of those records should take reasonable measures to destroy those paper copies (e.g. shredding) when they have finished using the information or the authorization period has concluded.   

	67
	NV Statute
NRS 603A.210
	Requires a data collector that maintains records which contain personal information to implement and maintain reasonable security measures to protect those records from unauthorized access, acquisition, destruction, use, modification or disclosure. A contract for the disclosure of the personal information which is maintained by a data collector must include a provision requiring the person to whom the information is disclosed to implement and maintain reasonable security measures to protect those records from unauthorized access, acquisition, destruction, use, modification or disclosure.
	
	This is already covered in REQ.2.3.8

	68
	NV Statute
NRS 603A.215
	Provides that a data collector shall not: (a) transfer any personal information through an electronic, nonvoice transmission other than a facsimile to a person outside of the secure system of the data collector unless the data collector uses encryption to ensure the security of electronic transmission; or (b) move any data storage device containing personal information beyond the logical or physical controls of the data collector or its data storage contractor unless the data collector uses encryption to ensure the security of the information.
	
	If we have determined that the personal information envisioned here analogous to Smart Meter-Based Information then this could be a possibility – personally I am not a big fan of prescription at this level being part of our MBP’s.  The reason for this is we cannot think of or cover every eventuality someone might think up to get around it.  

With that said:

REQ.22.3.8.X Third Parties , who are authorized by a Retail Customer to access their Smart Meter-Based Information, should not: 1) transfer personal information via electronic non-voice transmission to a person(s) outside of the secure system of the data collector unless the data collector uses encryption to ensure the security of electronic transmission; or (b) move any data storage device containing personal information beyond the logical or physical controls of the data collector or its data storage contractor unless the data collector uses encryption to ensure the security of the information.

	69
	NV Statute
NRS 603A.220
	Any data collector that owns or licenses computerized data which includes personal information shall disclose any breach of the security of the system data following discovery or notification of the breach to any resident whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. The disclosure must be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the system data. 
	
	REQ.22.3.8.X Both Resource Custodians and Third Parties should disclose any breach of the security of a Retail Customer’s Smart Meter-Based Information in the most expedient time possible and without delay, compliant with applicable laws and regulations, and then restore the integrity of the system data.

	70
	NV Statute
NRS 704.195
	A public utility may record any telephone call relating to an emergency or service outage, if the call is received on a line specified for such calls and the number is published in an appropriate telephone directory. The publication must contain a notice that the call may be recorded. Such calls are not deemed private. 
	
	Out of scope for this document – these issues are handled by States

	71
	NV Statute
NRS 704.197
	A public utility must disclose the name and address of a person listed in customer records upon written request from a public administrator or designated deputy. Such request may be submitted if the information is necessary to assist the public administrator in carrying out his or her duty. A disclosure made in good faith does not give rise to any action for damages.
	
	Out of scope for this document – these issues are handled by States

	72
	NV Statute
NRS 704.202
	A public utility must disclose the name and address of a person in customer records upon receipt of a subpoena by a law enforcement agency. The public utility may charge a reasonable fee. Any such disclosure does not give rise to any action for damages.
	
	Out of scope for this document – these issues are handled by States

	73
	NV Statute
NRS 704.206
	A public utility must disclose the name and address of customers upon the request of any district judge or jury commissioner for use in the selection of jurors. The requestor will reimburse the utility for the reasonable cost of compiling the list. Any such disclosure made in good faith does not give rise to any action for damages.
	
	Out of scope for this document – these issues are handled by States

	74
	NV Rule
NAC 704.320
	Prohibits a public utility from providing any list of the names, addresses, or telephone numbers of its customers, or any related information about its customers, to any other person for commercial purposes.
	
	Out of scope for this document – this is not Smart Meter-Based Information as name, address and phone number are part of the customer information records.  With that said REQ.22.3.7 essentially provides the same protection.

	75
	NV Rule
NAC 704.326
	Provides that upon the request of a customer who has applied for service from a utility, the utility shall provide the customer, or any other person or entity designated by the customer in writing, with a range of historical energy use at the location where service is to be provided to the customer. In providing the information to the customer or the customer’s designee, the utility shall take appropriate measures to protect confidential customer information regarding all prior customers at that location.
	
	This is a general statement that is covered in several areas: REQ.22.3.3, REQ.22.3.4, REQ.22.3.7, REQ.22.3.8.  The very last point is is a new one and we could add something to say: 
REQ.22.3.7.2 A Resource Custodian should take care to preserve the privacy of previous customers at the premises where a Retail Customer has authorized that their information be released.

	76
	DE Rule
PP
	3.7 Customer Information. An Electric Supplier may request a list from an Electric Distribution Company which contains Retail Electric Customer’s name, service address and mailing address. A Retail Electric Customer may elect to opt out of the list.
	
	What gets released to a Third Party is determined by the Governing Documents and the Applicable Regulatory Authority and is covered by the definition of Smart Meter-Based Information.

The provision of Customer Lists is covered in the existing Book 8 – Retail Customer Information

	77
	DE Rule
PP
	5.5 General Retail Electric Customer Protections. An Electric Supplier, including Brokers, shall not engage in fraudulent or improper activities, nor shall it disseminate any consumer information obtained pursuant to Section 3.7, and may be subject to penalties as described in Section 10.0 of these Rules.
	
	Covered in the new Book currently being developed by BPS – Suppler Marketing Practices

Also covered In REQ.22.3.1.4 and REQ.22.3.7.1

	78
	DE Rule
PP
	10.2 Failure to Comply with these Rules. The failure by any Electric Supplier to comply with these requirements and the requirements in other Sections of these Rules may result in penalties, including monetary assessments, suspension or revocation of the Electric Supplier’s ESC, or other sanction as determined by the Commission.
	
	Covered in REQ.22.3.1.4  Violation of the privacy protection requirements should result in the applicable penalties established by the Applicable Regulatory Authority or required by law.

	79
	TX Statute

§39.101 (a) (2)
MZ
	Ensures that retail customer protections are established that entitle a customer to privacy of customer consumption and credit information.  
	Management and Accountability
	Covered by all MBPs in REQ.22.3.1

	80
	TX Statute

§39.107 (b)
MZ
	All meter data, including all data generated, provided, or otherwise made available, by advanced meters and meter information networks, shall belong to a customer, including data used to calculate charges for service, historical load data, and any other proprietary customer information.  A customer may authorize its data to be provided to one or more retail electric providers under rules and charges established by the commission.  
	Disclosure and Limiting Use
	1st sentence not used. Each jurisdiction will determine this.
The remainder covered by Principle REQ2.1.1 and MBP REQ.22.3.7.1


	81
	TX Rule

§25.130 (j) (1)
MZ
	An electric utility shall provide a customer, the customer’s REP, and other entities authorized by the customer read-only access to the customer’s advanced meter data, including meter data used to calculate charges for service, historical load data, and any other proprietary customer information.  The access shall be convenient and secure, and the data shall be made available no later than the day after it was created.
	Disclosure and limiting Use
	Covered by REQ.22.3.7.1
Not used:
The access to the data is not covered by this MBP but by the NAESB Energy Services Provider Interface 

	82
	TX Rule

§25.130 (j) (5)
MZ
	A customer may authorize its data to be available to an entity other than its REP.  
	Disclosure and limiting Use
	Covered by REQ.22.3.7.1



	83
	MA Statute

201 CMR 17.03 (1)
	Every person that owns or licenses personal information 

shall develop, implement, and maintain a comprehensive information security program that is written in one or more readily accessible parts and contains administrative, 

technical, and physical safeguards that are appropriate to (a) the size, scope and type of business of the person obligated to safeguard the personal information under such comprehensive information security program; (b) the amount of resources available to such person; (c) the amount of stored data; and (d) the need for security and confidentiality of both consumer and employee information. The safeguards contained in such program must be consistent with the safeguards for protection of personal information and information of a similar character set forth in any state or federal regulations by which the person who owns or licenses such information may be regulated.
	
	Every person that owns or licenses personal information 

shall develop, implement, and maintain a comprehensive information security program
 that is written in one or more readily accessible
 parts and contains administrative, 

technical, and physical safeguards that are appropriate to (a) the size, scope and type of business of the person obligated to safeguard the personal information under such comprehensive information security program; (b) the amount of resources available to such person; (c) the amount of stored data; and (d) the need for security and confidentiality of both consumer and employee information
. The safeguards contained in such program must be consistent with the safeguards for protection of personal information and information of a similar character set forth in any state or federal regulations
 by which the person who owns or licenses such information may be regulated.

	84
	MA Statute

201 CMR 17.03 (2) (a)
	One or more employees should be designated to maintain the comprehensive security program.
	
	Covered by REQ.22.3.1.1

	85
	MA Statute

201 CMR 17.03 (2) (b)
	External risks to the security, confidentiality and integrity of data should be identified and assessed.  The effectiveness of current safeguards for limiting risks should be evaluated and improved if necessary.  Limiting risks should include: 

1. ongoing employee training; 

2. employee compliance with policies and procedures; and 

3. means for detecting and preventing security system failures. 
	
	External risks to the security, confidentiality and integrity of data should be identified and assessed
.  The effectiveness of current safeguards for limiting risks should be evaluated and improved if necessary.  Limiting risks should include: 

1. ongoing employee training; 
2. employee compliance with policies and procedures; and 

3. means for detecting and preventing security system failures. All of these are fairly covered – see, e.g., § 22.3.1.2.

	86
	MA Statute

201 CMR 17.03 (2) (c)
	Security policies relating to the storage, access and transportation of records containing personal information outside of business premises must be developed.
	
	This is covered by 22.3.8.1-3.

	87
	MA Statute

201 CMR 17.03 (2) (d)
	Disciplinary measures for violations of the comprehensive information security program rules should be imposed.
	
	Disciplinary measures 
for
 violations of the comprehensive information security program rules should be imposed. [Covered by § 22.3.1.4 – to the extent that MA specifies the appropriate “penalty” (22.3.1.4) should be a “disciplinary measure”, I feel that is too prescriptive and policy-oriented to include in our generic MBPs.]

	88
	MA Statute

201 CMR 17.03 (2) (e)
	Terminated employees should be unable to access records containing personal information.
	
	Terminated employees should be unable to access records containing Smart-meter based information. [Include? If so,where?]  I might say it is a little detailed and specific for a MBP, but I would not be completely opposed. Perhaps include as 22.3.1.4 and move current 22.3.1.4 to 22.3.1.5? (Or just add as new 22.3.1.5?)

	89
	MA Statute

201 CMR 17.03 (2) (f)
	Select and retain third-party service providers that are capable of maintaining appropriate security measures to protect personal information consistent with these regulations and any applicable federal regulations.  Require by contract that third-party service providers implement and maintain appropriate security measures for personal information
	
	Covered by § 22.3.8.1, 22.3.9.1, 


	90
	MA Statute

201 CMR 17.03 (g)
	Maintain reasonable restrictions upon physical access to records containing personal information.  Data should be stored in locked facilities, storage areas or containers.
	
	Maintain reasonable restrictions upon physical access to records containing personal information.  Covered by § 22.3.8.1.  Data should be stored in locked facilities, storage areas or containers. Too prescriptive – telling you how to maintain “reasonable restrictions”.

	91
	MA Statute

201 CMR 17.03 (h)
	Require regular monitoring to ensure that a comprehensive information security program is operating to prevent unauthorized access to or use of personal information. Upgrade information safeguards as necessary to limit risks.
	
	Covered by § 22.3.8.3
.

	92
	MA Statute

201 CMR 17.03 (i)
	Review the scope of the security measures at least annually or whenever there is a material change in business practices that could impair the security or integrity of records containing personal information.
	
	Also covered by § 22.3.8.3

	93
	MA Statute

201 CMR 17.03 (j)
	Document responsive actions taken in connection with any incident involving a breach of security. Require mandatory post-incident review of events and actions taken, if any, to make changes in business practices relating to protection of personal information.
	
	[Covered by § 22.3.8.2 and 22.3.8.3
]

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


� Eight of the ten principles used in the text are repeated in this section.  They have been left out here to save space.





�Wouldn’t this normally be utilities, hence resource custodians?


�We cover this in broad ways with 22.3.8.  This is too prescriptive to be useful on a wide/broad basis.


�Covered by § 22.3.8.4 (although I still question choice of word “methodologies”:





REQ.22.3.8.4.  All parties with access to a Retail Customer’s Smart Meter-Based Information should develop and incorporate information privacy protection methodologies into their policies and practices.


�Covered by § 22.3.2.2:





“REQ.22.3.2.2  The Resource Custodian and Third Party’s information privacy policies and procedures should be clear, concise, understandable and standardized.” MBP Change: I deleted “standardized” and added “accessible”


�Either already covered or overly prescriptive for generic MBPs.


�Already covered by REQ Principles 21.1.2, 22.1.9:





REQ.21.1.2  	Data privacy practices should be consistent with the requirements set forth by the Applicable Regulatory Authority.





REQ.22.1.9	The release of a Retail Customer’s Smart Meter-Based Information should be consistent with the requirements set forth by the Applicable Regulatory Authority.


�Covered by §§ 22.3.8.2 and.22.3.8.3:


 REQ.22.3.8.2	All parties should conduct an initial assessment of the risks associated with releasing and/or receiving a Retail Customer’s Smart Meter-Based Information, and use this risk analysis to develop their privacy protection policies.





REQ.22.3.8.3 	All parties should conduct periodic re-evaluations of their risk analysis. In addition, a revised risk analysis should be conducted, but is not limited to, when: (a)Major changes occur within their organization; (b)New applicable laws and/or regulations become effective; and (c)an event occurs that impacts how the Entity conducts business, e.g. following a Smart Meter-Based Information security incident





[TB] Agreed, these are covered already.


�Again, this is covered under §22.3.8.1-3.


�REQ.22.3.1.4	


Violation of the privacy protection requirements should result in the applicable penalties established by the Applicable Regulatory Authority or required by law. 


�This type of thing would typically be covered in standard security policies, and hence should be covered by 22.3.8.


�REQ.22.3.8.1	


Third Parties, who are authorized by a Retail Customer to access their Smart Meter-Based Information, should ensure that the privacy and security of the Retail Customer’s Smart Meter-Based Information is protected.





REQ.22.3.9.1 	All parties should ensure that the Smart Meter-Based Information transferred and received remains accurate and complete throughout the life of the information while exclusively in the control of the party.


�REQ.22.3.8.3 All parties should conduct periodic re-evaluations of their risk analysis. In addition, a revised risk analysis should be conducted, but is not limited to, when:


• Major changes occur within their organization;


• New applicable laws and/or regulations become effective; and


• An event occurs that impacts how the Entity conducts business, e.g. following a Smart Meter-Based Information security incident.


�REQ.22.3.8.2


All parties should conduct an initial assessment of the risks associated with releasing and/or receiving a Retail Customer’s Smart Meter-Based Information, and use this risk analysis to develop their privacy protection policies.





REQ.22.3.8.3 


All parties should conduct periodic re-evaluations of their risk analysis. In addition, a revised risk analysis should be conducted, but is not limited to, when: (a)Major changes occur within their organization; (b)New applicable laws and/or regulations become effective; and (c)an event occurs that impacts how the Entity conducts business, e.g. following a Smart Meter-Based Information security incident
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