3/17/2011
NAESB Data Privacy TF

Draft Principles and MBP


Scope:
The NAESB REQ Data Privacy Task Force will develop Model Business Practices detailing the processes for maintaining the privacy of smart meter-based information associated with an individual Retail Customer when such information is released to third parties. For the purposes of these Model Business Practices, third parties are any Entity, other than the Distribution Company and its agents and the Applicable Regulatory Authority, authorized by the Retail Customer to receive the Retail Customer's information.

	#
	Source Document
	Recommendation
	Category
	Resolution [Principle, MBP, NA, etc.]

	1
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	Americans care deeply about their privacy so to enhance consumer trust it is recommended that the United States Government recognize a full set of Fair Information Practice Principles (FIPPs) as a foundation for commercial data privacy.  The Department of Homeland Security adopted a set of FIPPs that includes personally identifiable information: enhancing transparency, individual participation (consent), specify the purpose for which the data can be used, minimize data collected to only what is required, limit the use to the purpose, data quality should be ensured, use appropriate security, fostering the development of verifiable evaluation and accountability programs.
	Policies and Practices
	Principle

Note: Maybe move the following to the executive summary rather than have it as a Principle. Make these principles as MBP category titles in the NAESB document and place the MBPs in the document under the appropriate category.
REQ.22.1.x
Privacy policies and practices should include the following privacy principles:

1. Management and Accountability

2. Notice and Purpose

3. Choice and Consent

4. Collection and Scope

5. Use and Retention

6. Individual Access

7. Disclosure and Limiting Use

8. Security and Safeguards

9. Accuracy and Quality

10. Openness, Monitoring, and Challenging Compliance

	2
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	Since adoption of FIPPs alone will not provide sufficient protection the DOC encourages the development of voluntary but enforceable privacy codes of conduct to be developed through collaborative efforts of multi-stakeholder groups.
	Policies and Practices
	Not used

	3
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	This policy framework should complement existing protections already in place for Americans
	Policies and Practices
	Principle
REQ.21.1.x  
Data privacy practices should be consistent with the requirements set forth by the Applicable Regulatory Authority.

	4
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	“…a Federal privacy framework should seek to balance the desire to create uniformity and predictability across State jurisdictions with the desire to permit States the freedom to protect consumers and to regulate new concerns as they arise”
	Policies and Practices
	Not used

	5
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	Encourage global interoperability by continuing to… “work toward increased cooperation among privacy enforcement authorities around the world and develop a framework for mutual recognition of other countries’ commercial data privacy frameworks.”
	Interoperability
	Not used

	6

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	Organizations that access or provide data to the Smart Grid should appoint personnel to a position responsible for ensuring that documented information security and privacy policies and practices exist and are followed. Information security and personal information privacy practices should include requirements for regular training and ongoing awareness activities. Audit functions should also be present to monitor the Smart Grid data access activities.
	Management and Accountability
	MBP

REQ.22.3.x   Resource Custodians and Third Parties should have personnel appointed to a position that is responsible for ensuring that documented information security and privacy policies and practices exist and are followed.

REQ.22.3.x   Resource Custodians and Third Parties should have regular training and ongoing awareness activities regarding privacy policies.

REQ.22.3.x   Resource Custodians and Third Parties should audit and monitor personal data access activities.

	7

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	A clearly specified notice should exist and be shared in advance of the collection, use, retention, and sharing of energy data and personal information.
	Notice and Purpose
	Principle
REQ22.1.x   Resource Custodians and Third Parties should provide a conspicuous and clear notice to Retail Customers before personal information is collected, used, retained, or shared with other parties.

	8

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	The organization should describe the choices available to consumers with regard to the use of their associated energy data that could be used to reveal personal information and obtain explicit consent, if possible, or implied consent when this is not feasible, with respect to the collection, use, and disclosure of this information.
	Choice and Consent
	MBP
REQ.22.3.x   Retail Customers should receive notification from Resource Custodians and Third Parties of any choices available regarding personal information collection, use, and disclosure.

REQ.22.3.x   Explicit consent, if possible, or implicit consent should be obtained by the Resource Custodian from the Retail Customer before personal information is collected, used, or disclosed to a Third Party.

REQ.22.3.1.1
The Retail Customer’s authorization should be gained by a process that reflects and records the Retail Customer’s informed consent (e.g. writing, time stamped audio recording, electronic signature, etc.).

	9
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should simplify consumer consent
	Choice and Consent
	Principle
REQ.22.1.2
The method by which Retail Customers authorize access to their energy usage information should minimize the time and effort required to take such action.


	10

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	Only personal information that is required to fulfill the stated purpose should be collected from consumers. This information should be obtained by lawful and fair means and, where appropriate and possible, with the knowledge or consent of the data subject.
	Collection and Scope
	MBP
REQ.22.3.x   Collection of personal information should be limited to only that information necessary to fulfill the stated collection purpose.

See REQ.22.3.1.1 in #8


	11

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Information within the Smart Grid should be used or disclosed only for the purposes for which it was collected. Smart Grid data should be aggregated in such a way that personal information or activities cannot be determined, or anonymized wherever possible to limit the potential for computer matching of records. Personal information should be kept only as long as is necessary to fulfill the purposes for which it was collected.
Note:  The first sentence is covered in the principle of #10 above
	Use and Retention
	Note: the first part of this recommendation deals with aggregated data which is outside our stated scope; it seems as though the remainder could be either a principle or MBP.

Principle

Third Parties that receive a Retail Customer’s energy usage information should only keep it as long as it is necessary to fulfill the purposes for which it was collected.
MBP

REQ.22.3.x
Third Parties, who are authorized by a Retail Customer to access their energy usage information, should only keep that information as long as it is necessary to fulfill the authorized purposes for which it was collected.


	12

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Organizations should provide a process to allow for individuals to request access to see their corresponding personal information and energy data, and to request the correction of real or perceived inaccuracies. Personal information individuals should also be informed about parties with whom their associated personal information and energy data has been shared.
	Individual Access
	MBP

REQ.22.3.x
A Resource Custodian should develop and communicate processes for a Retail Customer to access their information and request that the information be corrected where inaccuracies exist.

REQ.22.3.x
A Retail Customer should be informed of all Third Parties with whom their personal information and or energy usage data has been shared.

	13

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Personal information should not be disclosed to any other parties except those identified in the notice and only for the purposes originally specified or with the explicit informed consent of the service recipient.
	Disclosure and Limiting Use
	MBP

REQ.22.3.x
A Resource Custodian should only disclose a Retail Customer’s information to those Third Party(s) that the Retail Customer has explicitly authorized.

REQ.22.3.x
Third Parties should only use a Retail Customer’s information for purposes explicitly authorized by the Retail Customer.

	14

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Smart Grid energy data and personal information, in all forms, should be protected from loss, theft, unauthorized access, disclosure, copying, use, or modification.
	Security and Safeguards
	Principle note: see #19 DOE alternative looks like it is a duplicate and probably provides better language – the team can decide.

REQ.22.1.x
All Retail Customer information should be protected from loss, theft, unauthorized access, disclosure, copying, use, or modification by Third Parties.

	15
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	The Electronic Communications Privacy Act should be reviewed to protect cloud computing and location-based services.  This is important to the consumer trust issue.
	Security and Safeguards
	Not used

	16

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Processes should be implemented by all businesses participating within the Smart Grid to ensure as much as possible that energy data and personal information are accurate, complete, and relevant for the purposes identified in the notice [see §5.4.2-2], and that it remains accurate throughout the life of the energy data and personal information while within the control of the organization.
	Accuracy and Quality
	MBP

REQ.22.3.3.1  All parties should insure that the energy usage information transferred and received remains accurate and complete throughout the life of the energy usage information while in the control of the party.

Also included in REQ.22.3.4 re: used for the purposes identified


	17

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Privacy policies should be made available to service recipients. These service recipients should be given the ability to review and a process by which to challenge an organization’s compliance with the applicable privacy protection legal requirements, along with the associated organizational privacy policies and the organizations’ actual privacy practices.
	Openness, Monitoring, and Challenging Compliance
	Used as a Principle and a MBP re: Transparency (Principle) and method to challenge compliance (MBP)
REQ.22.3.x  All parties should develop and make available to all other parties from which they receive or transfer energy usage information the method for challenging compliance with applicable privacy requirements.

See REQ.22.1.6 re: Transparency – Consider moving this to an MBP


	18
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should increase the transparency of their data practices.
	Openness, Monitoring, and Challenging Compliance
	Principle
REQ.22.1.6
All parties with access to a Retail Customer’s energy usage information should insure the transparency of their information privacy policies and practices.

	19
	DOE, Data Access and Privacy Issues Related to Smart Grid Technologies
	Third parties should be required to protect the privacy and security (including integrity and confidentiality) of energy usage data.
	Privacy by design
	Principle
REQ.22.1.3
Third Parties that receive a Retail Customer’s energy usage information should protect the privacy and security of the Retail Customer’s energy usage information.

MBP

REQ.22.3.3
Third Parties, who are authorized by a Retail Customer to access their energy usage information, should insure that the privacy and security of the Retail Customer’s energy usage information is protected.

	20
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should promote consumer privacy throughout their organizations and at every stage of the development of their products and services.
	Privacy by design
	Principle

REQ.22.1.4
All parties with access to a Retail Customer’s energy usage information should promote the privacy of that information throughout their organization and at every stage of the development of their products and services.

	21

	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid


	Conduct a PIA (Privacy Impact Assessment) before making the decision to deploy and/or participate in the Smart Grid to identify risks to the personal information Smart Grid entities collect, process, store, and otherwise handle, along with determining appropriate risk mitigation activities. Smart Grid entities can refer to the methodology followed by the privacy subgroup, as described within this report, as a model for how to do their own PIAs. PIAs should be performed as follows: 

· Conduct an initial PIA to identify existing privacy risks and establish a baseline privacy posture measurement. 

· Conduct subsequent PIAs when major changes occur within the organization, systems, or applications; when new laws and regulations are put into effect that provide requirements for how Smart Grid data is used; and at any other time an event occurs that impacts how the Smart Grid entity does business, such as following an information security incident involving personal information. 
	Privacy by design
	MBP

REQ.22.3.3.2  All parties should conduct an initial assessment of the risks associated with releasing and/or receiving a Retail Customer’s energy usage information, and use this risk analysis to develop their privacy protection policies.

REQ.22.3.3.3  All parties should conduct periodic re-evaluations of their risk analysis.  In addition, a revised risk analysis should be conducted when, but are not limited to:

· Major changes occur within their organization;

· New applicable laws and/or regulations become effective; and

· An event occurs that impacts how the Entity conducts business, e.g. following and energy usage information security incident.

	22
	NIST IR 7628, Vol. 2, Privacy and

the Smart Grid
	Develop and formally document privacy policies and practices that are drawn from the full set of OECD Privacy Principles and other sectors’ privacy policies, regulations and laws that may be applicable. In particular the privacy subgroup recommends the following practices based on the Principles …  

	Polices and practices
	Principle
REQ.22.1.1
The release of a Retail Customer’s energy usage information should be consistent with the requirements set forth by the Applicable Regulatory Authority.

MBP
REQ.22.3.6
All parties with access to a Retail Customer’s energy usage information should develop and incorporate information privacy protection methodologies into their policies and practices.

REQ.22.3.6.1
Information privacy methodologies should include, but should not be limited to information security, collection limits, retention practices, and information accuracy.



	23
	FTC, A Proposed Framework for Businesses and Policymakers
	Privacy notices should be clearer, shorter, and more standardized, to enable better comprehension and comparison of privacy practices.
	Polices and practices
	MBP
REQ.22.3.1.2
The method for the Retail Customer to provide authorization should be clear, concise, understandable and standardized.
REQ.22.3.6.2
The information privacy methodologies should be clear, concise, understandable and standardized.

	24
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should provide reasonable access to the consumer data they maintain; the extent of access should be proportionate to the sensitivity of the data and the nature of its use.
	Individual Access
	MBP
REQ.22.3.2
The Resource Custodian should provide reasonable access to the Retail Customer’s energy usage information and not create unreasonable barriers to such access.

	25

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	Develop a comprehensive set of privacy use cases that will help utilities and third-party Smart Grid providers to rigorously track data flows and the privacy implications of collecting and using data, and help the organization to address and mitigate the associated privacy risks within common technical design and business practices. 
	Privacy by design
	Not sure I understand what this is asking.  The NAESB MBPs have a section for Models (i.e. Process Flows).  Rather than developing an MBP that places the burden on the parties to develop the Process Flows, should the Task Force develop them ???  Use cases and Process Flows have been developed for several other MBPs.
Alternative:

REQ.22.3.6.5  Prior to developing their privacy protection methodologies and policies, all parties should develop a comprehensive set of privacy use cases to rigorously track energy usage information flows and the privacy implications of receiving, transferring, and using a Retail Customer’s energy usage information.



	26
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should incorporate substantive privacy protections into their practices, such as data security, reasonable collection limits, sound retention practices, and data accuracy.
	Privacy by design
	MBP
REQ.22.3.6
All parties with access to a Retail Customer’s energy usage information should develop and incorporate information privacy protection methodologies into their policies and practices.
REQ.22.3.6.1
Information privacy methodologies should include, but should not be limited to information security, collection limits, retention practices, and information accuracy.

	27
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies should maintain comprehensive data management procedures throughout the life cycle of their products and services.
	Privacy by design
	MBP
REQ.22.3.6.3
The information privacy protection methodologies should be maintained throughout the life cycle of the products and services offered.

	28

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid
	Educate the public about the privacy risks within the Smart Grid and what they as consumers can do to mitigate them. 
	Education
	Covered in #29 REQ.22.3.6.4

	29
	FTC, A Proposed Framework for Businesses and Policymakers
	All stakeholders should work to educate consumers about commercial data privacy practices.
	Education
	MBP
REQ.22.3.6.4
All parties should develop and implement plans for educating Retail Customers concerning the information privacy protection methodologies.

	30

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid
	Share information concerning solutions to common privacy-related problems with other Smart Grid market participants. 
	Transparency
	MBP

REQ.22.3.x   Market Participants should share information concerning solutions to common privacy-related problems with other market participants.


	31

	NISTIR 7628, Vol. 2, Privacy and

the Smart Grid


	Manufacturers and vendors of smart meters, smart appliances, and other types of smart devices, should collect only the energy and personal data necessary for the purposes of the smart device operations. The defaults for the collected data should be established to use and share the data only as necessary to allow the device to function as advertised. 
	Use limitations
	MBP

REQ.22.3.x   Third Parties should collect only the Retail Customer information necessary for providing the Retail Customer its service or product. 

	32
	DOE, Data Access and Privacy Issues Related to Smart Grid Technologies
	Third parties should use the energy usage data only for the purposes specified in the authorization.
	Use limitations
	See # 37 below

	33
	DOE, Data Access and Privacy Issues Related to Smart Grid Technologies
	Utilities should not disclose consumer information unless a consumer has provided affirmative authorization through an opt-in process that reflects and records the consumer’s informed consent.
	Choice and Consent
	MBP

REQ.22.3.1
A Resource Custodian should not release a Retail Customer’s personal information to a Third Party without the Retail Customer’s express authorization.  
See REQ.22.3.1.1 in #8


	34
	DOE, Data Access and Privacy Issues Related to Smart Grid Technologies
	Any customer authorization should specify the purposes for which the third party is authorized to use consumer-specific, energy usage data, the term of the authorization, and the means for withdrawing the authorization.
	Choice and Consent
	MBP

REQ.22.3.5
The Retail Customer’s authorization should specify the purposes for which the Third Party is authorized to use the Retail Customer’s personal information, the term of the authorization, and the process for withdrawing the authorization.

	35
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies do not need to request consumer consent before collecting and using consumers’ data for commonly accepted practices, such as product fulfillment.
	Choice and Consent
	Principle
REQ.22.1.5
Participation in the competitive energy marketplace should not be a prerequisite for a Resource Custodian, upon receipt of a Retail Customer’s authorization to release the Retail Customer’s energy usage information to the authorized Third Party.
See REQ.22.3.x .x in #37

	36
	FTC, A Proposed Framework for Businesses and Policymakers
	For practices requiring choice, companies should offer the choice at a time and in a context in which the consumer is making a decision about his or her data.
	Choice and Consent
	Not  Directly Related to Data Privacy and Not Used

	37
	FTC, A Proposed Framework for Businesses and Policymakers
	Companies must provide prominent disclosures and obtain affirmative express consent before using consumer data in a materially different manner than claimed when the data was collected.
	Choice and Consent
	MBP

REQ.22.3.4 
Third Parties, who are authorized by a Retail Customer to access their personal information should only use the personal information for the purposes specified in the authorization
REQ.22.3.x.x 
Third Parties may use the Retail Customer Information in a materially different manner than claimed when the Information was collected once affirmative express consent is obtained from the Retail Customer.

REQ.22.3.x .x 
Prior consent from the Retail Customer is not needed to perform commonly accepted practices, such as service or product fulfillment.

	38

	DOE, Data Access and Privacy Issues Related to Smart Grid Technologies
	Define and establish customer complaint procedures
	Openness, Monitoring, and Challenging Compliance
	MBP

REQ.22.3.x 
Market Participants should define and establish customer complaint procedures.
Maybe combine with #17 

	39
	DOC, Commercial Data Privacy and Innovation in the Internet Economy
	Consider a… “Federal commercial data security breach notification law that sets national standards, addresses how to reconcile inconsistent State laws, and authorizes enforcement by State authorities.”
	Security and Safeguards
	MBP
REQ.22.3.7
Violation of the privacy protection methodologies should result in the applicable penalties established by the Applicable Regulatory Authority or required by law.


� Eight of the ten principles used in the text are repeated in this section.  They have been left out here to save space.
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